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Foreword

For many years, the application packaging industry has been ruled by a few known giants.
This lack of diversity in packaging tools for IT professionals led to a market where thousands
of US dollars were spent on acquiring licenses for packaging tools and their training
materials.

Ever since we launched the first version of Advanced Installer, democratizing the application
packaging industry became our North Star. We made it our mission to deliver not just the
best packaging tool, but also the best documentation and support services. That is why all of
our documentation is available for free on our website and updated consistently.

We have over 200.000 lines of content in support documentation, hundreds of industry-
focused blog articles, over 300 videos on our YouTube channel, along with numerous free
tools, and free books (MSIX Packaging Fundamentals, MSI Packaging and a new one that will
be released by the end of 2021).

With this new free book written by Alex, we are going one step ahead on our journey. Starting
today, you no longer need to spend thousands of dollars to learn how the most used
software packaging and deployment technology works, you can do it all for free using this
book and our dedicated free video academy.

The team at Advanced Installer has over 200 years of experience accumulated in packaging
and deploying Windows applications. Alex shows in a glimpse that experience in this new
book.

When it comes to learning a new technology, Alex is the teacher you need. When he is not
tinkering with his own tools and scripts, or researching MSIX, he loves sharing the secrets of
Windows Installer.

Advanced Installer has enabled hundreds of thousands of software engineers all over the
world to package and deliver applications to millions of end-users. By continuously
democratizing this industry we want to help you deliver the first billion of installations to your
end users.

Let's go!

Bogdan Mitrache, VP of Product Advanced Installer
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Windows Installer

Introduction

Those who deal with software product administration inside a company know how complex
an application’s installation and monitoring process is.

Its complexity is due to various factors, especially regarding the setup of software products,
most of which present roadblocks that could slow down your processes.

Some of these roadblocks include the inability to properly handle the resources and other
products, the lack of easy customization, the difficulty of making decisions regarding a part
of the application needed by the user, and the struggle that comes with the diagnosis and
repair of possible configuration problems.

Note: Classic installers (before Windows Installer) don't know what to do when a resource
(for example, a file) is already present on the machine from another application.

And here’'s where Windows Installer comes to help. As part of the Windows operating system,
Windows Installer is a base service used to manage software products. This includes the
following aspects:

* Installations

* Modifications

* Improvement and uninstallation of software products
¢ Reliable application customization

* Solving Configuration issues

Windows Installer also provides a better handle of commonly used resources, imposes
conditions regarding the usage of files with different versions, and fixes rolling applications.

This book gives a deeper overview of the basic features provided by the Windows Installer
technology and its uses.

It is particularly aimed at beginner IT Pros that want to understand the Windows Installer
technology, how the installer structure is composed, learn basic scenarios with specialized
applications, adopt best practices, discover helpful tools, and get more knowledge on how to
debug installations.
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Before Windows Installer (scripting) — legacy packages

Before Windows Installer, software products used various technologies at the application’s
setup request - each of them containing specific installation rules.

It was common to encounter various errors during installation. For example, you could find
an older version of a file installed on top of a newer version. Certain setups didn't take into
account the resources used along other applications. As a result, the installation and
uninstallation of some applications compromised the functionality of others.

Since the setup imposed its own rules,it caused conflicts when various applications
interacted between them and the modification and improvement of the applications triggered
other faulty behavior. When an application stops working, any attempt to repair it could cause
the system’s destabilization, leading up to the whole system’s resettlement.

Fulfilling a need — when and where Windows Installer was
published

Windows Installer was released to allow for a set of common rules in the applications’
administration (installing, repairing, uninstalling).

Its release led to the disappearance of the problems mentioned above, and furthermore,
eased the work of the system administrator. It was published at the same time as Office
2000, making it the first application based on Windows Installer technology.

What is Windows Installer?

Windows Installer is a service provided by the Windows operating system to manage
software products.

Windows Installer is not a distribution technology for software products. But, software
products distributing technologies use Windows Installer because of the benefits it offers.

What are Windows Installer’s Benefits?
Some of the main benefits offered by Windows Installer include:

+ Standard formatting (Windows Installer created the MSI package, a new application
format)

* Transactional install and rollback (Windows Installer packages can be easily installed
according to the user’s requirements, and if the installation fails, all the actions taken
upon that moment can be erased)
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The Self-healing option (or self-repair) for corrupted or erased files (when certain files
are corrupted or erased, the user can trigger the Repair option, which fixes those files)

Installation on request (packages can be installed in one simple click whenever the user
wants)

Packages can use Transform type files (which allows a package to be customized)
Packages can use patches (great for fixing bugs in the applications)

Managing the state of an application (Windows Installer offers developers an API for
monitoring the state of a package - whether it is or it isn't installed on the machine)

Administrator’s rights are no longer necessary for installing applications (this depends
on whether the application is user-targeted or not)

Scriptable API (for manipulating MSI type files)

Packages can be managed via the MSIEXEC.exe command line.

What applications should not be repackaged?

In certain circumstances, we can deal with applications that shouldn’t be repackaged, here
are some of them:

Vendor MSiI files. Instead, you can customize them using Transform files.

Patches, updates, and hotfixes for the operating system, Windows Installer Service,
MDAC. Those applications shouldn’t be repackaged because they influence Windows
security rules.

Windows Media Player, Microsoft Internet Explorer, antiv irus software, and device
drivers. These types of applications generate changes in the operating system which
includes the protection of Windows files.

When it is still necessary to install a driver, an antivirus, or a hotfix - these are the options:

The original setup was to be rolled using MSI as a “hiding place” (from now on, we will be
referring to this as a “wrapper” or the “wrapping method”).

Silently install drivers using the tools provided by Microsoft (dpinst.exe, DIFXAPI, etc).

Tools used for application packaging

Advanced Installer
Wise Package Studio
Orca

WiX Toolset
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Advanced Installer is one of the most popular tools for repackaging applications. Advanced
Installer's GUI creates the MSI with the primary goal of delivering quality applications to the
end-user. It achieves that by scanning the operating system, installing the application that
has to be repackaged, then scanning the system one more time which results in an MSI from
the difference between those two scans.

Orca is a tool used for editing MSls, which offers access to all the MSI tables, but it is not
meant to be a “full-featured” tool for creating MSls.

It has the advantage of being easier to use than full-featured installers, but it doesn’t work as
a replacement for them. If you're handling big packages, Orca saves the MSI and loads the
tables a lot faster than other package manipulating software would.

Wise Package Studio was discontinued, but it is still very popular and used at the time this
article was written (end of 2020).

WiX Toolset was released by Microsoft back in 2004, and it was their first-ever open source
license project.

Some of the most popular packages from Microsoft were built using WiX - including Office
2007, Visual Studio 2005/2008, and SQL Server 2005.

WiX stands for Windows Installer XML, and instead of having a graphical interface as we're
used to with other software packaging tools, WiX uses a different approach. You can look at
WiX more like a programming tool because it uses XMLs to declare and define what
elements are inside a package and what exactly happens during an installation.

WiX is designed for highly skilled software packagers and not for beginners, which is why it
will not be reviewed in this book.

We will have a look further at both Advanced Installer and Wise Packaging Studio to see how
they behave in different scenarios.

You can try Advanced Installer by downloading it from here
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MSI package structure

Package definition

A package contains all the information Windows Installer needs for installing or uninstalling
an application or a software product, and for rolling the graphical interface for the user.

The package is represented by a file with the .msi extension (Windows Installer database),
which includes the database, and the data streams for different parts of the installation.

The .msi file can also have one or more transforms (.mst files), internal or external files,
needed for the installation.

Application developers must authorize installations to use Windows Installer.

Because Windows Installer organizes the installations around features and components, and
deposits all the information in a relational database, the authorization process for the
installation of a package requires the following steps:

* identifying the features which will be presented to the users
* organizing the application in components
* populating the database with information about the installation

* validating the package

Package structure
* Features
* Components:
Files
* Registries
+  Shortcuts
+ Extensions
Services
+  Odbcs
+ System variables

* Custom Actions
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MSI Package Resources - Features

Applications are divided into features according to their functionality.

A feature represents a functional part of an application and it can be installed independently
from the entire application.

Note: The relationships between features are hierarchical.

Observations:

With captured applications, we have one mandatory feature in the package (the number
of components that can be added to a feature should not exceed 1600 exceeding this
number will, create new features)

Vendor MSI applications are left as they are and will be controlled using the properties
or Transform Files.

The specific feature tables allocated towards Windows Installer are Feature and
FeatureComponent.

More details about Feature Properties can be found here.

Feature Table

Feature | Feature_ | Title Description Display Level Directory | Attributes
Parent

Feature Table

This table defines the logical structure of the features. In it, you can find information such as
how features are related (in the columns Feature and Feature_Patent), the title of the feature
with its description (in the Title and Description column), and the feature’s installation level.

A feature can have many subfeatures. The dependency between subfeatures and parent
features is the following: if a subfeature is set to be installed, the parent feature will be
automatically installed at the same time, but if the parent feature is set to be installed, it is
not mandatory for the subfeature to be installed.

A feature can be set to be installed (or not) by modifying the value of the column Level.

Setting the value to 0 stops the feature from being on display. For a feature to be installed,
the value from the column Level must be higher than 0 and at the same time, smaller or equal
to the current INSTALLLEVEL.
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Read the Properties section, for more information about the INSTALLLEVEL property.

FeatureComponents Table

The FeaturesComponents table defines the relationship between features and components.
For each feature, this table lists all the components that add up to a feature.

Feature_ Component_

ACTIVEX cmp32803341 11AS%293086739AA0CATDCDA
ACTIVEX cmp03134DF6513411D9ACCICE54DCFFEDAD
ACTIVEX cmpC78F3D0BRACECAADEST16E2BCREODTACE
ACTIVEX cmpABIBE255AD1A3T1614A33CBCSCBESESD
ACTIVEX Complavlc

ACTIVEX cmpD22D0399ATI0F50AB029377CA43DEERT
ACTIVEX cmp21092C1093C6TIH0ETI6FDE2CDCIIF18
ACTIVEX cmpdB076BS75F39BAAF2AFERED5T2ESDATD

FeatureComponents Table

Columns:
Feature - an external key from the first column of the Feature table.

Component - an external key from the first column of the Component table.

Remarks: there is a maximum limit of 1600 components per feature using Windows NT/
Windows 2000 and a limit of 800 components per feature using Windows 95 and
Windows 98.

Components can be shared by two or more features, meaning that the same component can
be referred to by two or more features.

Components

Windows Installer installs and uninstalls an application in pieces called components, each of
which has a unique code assigned called a GUID. Components are collections of
resourcesthat are always installed or uninstalled as a whole on the computer. Resources
could be files, registries, shortcuts, or basically anything else that can be installed..

Components represent the base unit of a package, a piece of the application/products that
will be installed. They contain a file or group of files, COMs (Component Object Model, they
can be a dll or an exe), registries, shortcuts, etc.

Components are hidden from the user and when a user chooses to install a feature, Windows
Installer will determine which components must be installed to produce that feature.
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As you will see, Windows Installer always installs or uninstalls a component as a whole
piece; it monitors each component on the base of the GUID id, specified in the Component
table.

Observation: If two components have the same ID, they are treated as multiple instances
of the same component, regardless of their content. Only one instance of a component
can be installed on the computer at a time.

Since components are often shared, packagers must follow strict rules when specifying the
components of a feature or an application.

This is essential for the correct functioning of Windows Installer’s “component tracking

mechanism”.

More information about Component Properties can be found here.

The Rules to Organizing the Applications into Components

Components must be created so they can be installed and uninstalled without damaging
other components. Uninstalling a component should not leave resources (such as unused
files, registries, or shortcuts) behind. To make sure we don’t do this, we need to organize the
resources we have into components following the next set of rules:

* You should never create two components that install a resource using the same name or
the same location. When you duplicate a resource, we recommend using a unique name
and location for every component.

* Two components can not have the same files as a “key path”. The key path must be a
certain file or directory that belongs strictly to a component and allows Windows Installer
to detect the component. If two components have the same file as a key path, Windows
Installer will not know which of them is installed and which one is not. Two components
can have the same directory as a key path, they just can't have the same files.

* It's not recommended to create components with resources that require to be installed
in multiple directories on the user’'s system. Windows Installer installs all the resources
from a component in the same directory. It is not possible to install specific resources in
subdirectories.

* Multiple COMs shouldn’t be included in the same component. If a component contains a
COM, it must be a key path.

* More than one folder from a component shouldn’t be mentioned as a target for a
shortcut.
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Defining the Components

To organize an application into components, we recommend to follow the next steps:

1.

a Powered by Advancedinstaller.com

Determine the hierarchical structure of all the directories and files (as well as other
resources) used by the application.

Identify files, registries, shortcuts, and other resources used by various applications -
these are provided by components that already exist, like Merge Modules.

Define new components for each .exe,.dll, and .ocx type file. Those files are defined as
the key path for the component to which they belong - and a GUID is attributed to each
component.

Define a component for each file that is the target of a shortcut. Those files are set as the
key path for the component to which they belong.

Group the remaining resources from all the directories since they should be delivered
together. If a pair of resources need to be delivered separately in the future (in a newer
package version), it is recommended for them to be put into separate directories. A
component for each directory must be defined.

To improve the performance of a package, itt is a good practice to keep a small
number of components. When Windows Installer has to rigorously verify the validity of
the application, it will be divided into many components. In which case, any file can be
chosen as a key path.

Add registries to already created components. Any registry that references a file must be
included in the component that contains that file. All the other registriesmust be grouped
logically together with the files that need them.




Component Table

Component

cmpB38358B749948B78741...
cmp3E0DB100730445D97A...

CompNpvlc

cmpbdCFFTSD700416355C...
cmpd1CBCO24ACFBEF14D..
cmp3F72615E3EA275FCDE...

CompVLC

Componentld

{ET3CAN48-6D35-4950-A6...
156330DB7-5C03-4A03-8F...
{ETD6B34C-C4EA-4280-90...
{0D34EF608-1390-4ECT-B6GE...
{1033E837-B059-4709-B79...
{056D60ET-4063-4F43-911..,

1D2E0205B-0D3A-46E2-A...

Directory_
dir3657F0CBE723D657DB...
dirDAE3B7SEFO31CRFE2A...
APPLICATIONFOLDER

dirdD37D307B4B05STAEF2B...
dir155398E4F3B6168F2836...

dirDA4266B3AD4561689C...
APPLICATIONFOLDER

Attributes Condition

0
0
0
0
0
0
0

Component Table

KeyPath
fil9E5595566F94DFBE3AAY...
fill76608CCICTEEISED42...
npvlc.dll
fil630A4DE545ET2CACFD ...
fil12B9C487ATFD18F393B...
filD36800311CEDDF95230...
vic.exe

You can find a list of Components in the Component table which includes the following

columns:

Component

* the primary key of the table which identifies the registered component

Component id

* aunique identifier of the GUID component

» all the letters from GUID are capital

* if the column is null, Windows Installer does not register the component and it can not
uninstall or repair it.

Directory

* an external key of an entrance from the Directory table

Attributes

* this column contains a bit flag that specifies diverse settings of the component

Basic attributes:

0 = the component has a file as a key path (for more detailed information consult msi.chm)

4 = the component has a registry as a key path

32 =the component has an ODBC as a key path Settings (various values for different settings
are being added the three basic attributes)

8 = a shared dll is being incremented

16 = Windows Installer reevaluates the condition from the Condition column at the
reinstallation of the package

128 = Windows Installer does not install or reinstall a component if the key path of the
component already exists.

Condition - this column contains a conditional statement, which controls if a component is or
isn't already installed; if the condition is null or evaluated as true, then the component is

installed; if the evaluation condition is false, the component does not install.

Key path - this value points towards a file or directory which belongs to the component that
Windows Installer uses to detect the component.
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Two components can not share the same resource as a key path. If the column isn't null, then
the key path can be a key from the Registry table, ODBC Data Source, or Files depending on
the value from the Attributes column.

If the column is null, you can use the directory from the Directory column as a key path.

To install an empty component or create an empty directory on the machine, you need to
create an entry in the Create Folder table.

If the component contains WFP files, those must be specified as Key Path.

Package internal information

Merge Module

Merge Modules provide a standard method through which software developers deliver
components shared by Windows Installer. They are used to deliver shared resources: files,
registries, etc to the applications in the form of a composed file.

A Merge Module is similar in structure to a simplified MSI. But, a Merge Module can not be
installed by itself - it must be integrated inside a package. There are free and paid solutions
available for packagers that wish to use Merge Modules databases. You can create new
Merge Modules using one of the multiple tools that have Windows Installer as a base (e.g.
ORCA).

Advanced Installer allows you to easily create merge modules. Merge modules are the
standard way for distributing Windows Installer components and setup logic. Learn how to
achieve this with Advanced Installer here

When integrating a Merge Module inside an .msi package, all of the information and
necessary resources for installing the components delivered in the Merge Module get
incorporated into the .msi file.

A Merge Module is needed only for installing components, and it is not accessible to the
user. Because all of the information needed for the installation of the components is
delivered inside a single file, the Merge Module can eliminate conflicts caused by older
versions, lack of certain registries, and incorrectly installed files.

The Merge Module is indicated by the .msm extension. It can not be installed on its own
because it lacks some vital tables that are usually present inside a .msi.

Here are the specific tables for Merge Module:

*  ModuleComponents

*  ModuleDependency

*  ModuleExclusion

* ModuleSignature
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Taking it as a self-standing whole, a Merge Module should not be modified under any

circumstances. All of the information they contain can be found inside the .msi.

Advanced Installer provides a powerful GUI to make it easy to create and manage Merge
Modules. Check it out.

Files

This is one of the few items that Windows Installer can not recreate or reproduce. Files can
be stocked individually, near msi, and also compressed into a “cabinet” file (internal or
external).

Advanced Installer offers a quick and easy way to manage your application files and
shortcuts in the Files and Folders page.

Files use these specific tables: File Table and Removefile Table.

File Table

File Campanent_ Filehame
AUTHORS. ot CompTAT AUTHORS tet

vl Compiac axviedll

COPYING et ComplXT COPYING et

il 4CRTDSERAAIRCIDAT...  erpCITRFISSALO0M0MESA...  dpreekhiLdllfiibrchroedin...
fD1C4SDAGSEII58T0CALS., conpTBSCIESOTFSSFE0IFD..  utiwodg.dilllibaccess_m...
IFBGCDFOBDETIFIS2ED.., e VpAF 3 SEAZ1IAT IBBES-.. _ nogllwld.dilibedummy...

10180 183 s12 4
30060 1033 512 5
30160 1033 12 &

File Table

Let's go through every column in the File Table:
* File - a unique identifying key of the file inside the msi database;

* Component - an external key from the first column of the Component table - this field
identifies the component that controls the file;

* FileName -the name of the file

* File Size - the size of the file in bytes

* Version - the version of the file

* Language - the list of id for the language of the file, separated by commas
* Attributes - bit flags with specifications for the file

* Values

+ Read-Only file
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Hidden file
+ System file

Sequence - the order of the cabinet files and the files inside the media

Note: Files can be versioned or unversioned.

During the installation, the Installer must determine if a file should or shouldn’t be installed
based on the flag of the component where it is located.

Things get complicated when there is an existing file with the same name and placement on
the machine (as the one installed from the MSI).

In these situations, the Installer verifies the file's Version, the creation Date, and the
Language. The Installer uses the following rules to determine the installation of said file:

* The higher version wins - the file with the highest version will always overwrite the
existing file on the machine.

* File with a version - a file with a version will always be installed over an unversioned file.

* Product’s language favorization - if the installed file has a different language than the file
already located in the machine, the file matching the language of the installed product
will be prioritized.

* Keeping the multi-language file - it will keep the file that bears multiple languages
regardless if it is the file being installed or the one already present on the machine.
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Removefile Table
This table contains the lists of the files that will be erased.
You have the choice to erase files during installation, repair, or uninstallation of packages.

If there is no file specified, the empty directory will be erased.

FileKey Component_ FileName DirProperty InstallMode
DocumentationShortcut CompPregramMenuSheor.,.,  DOCUME-1.LMK|Dacumentationdnk  ProgramMenuProductFol., 2
RemovePluginsCache CompPluginsCache plugins.dat PLUGINSDIR 2
RemoveProgramMenuMa...  CompProgramMenuShor... PregramMenuManufactu.. 2
RemoveProgramMenuPro..  CompProgramMenuShaor.., PregramMenuProductFol.. 2
WebsiteShortcut CompPregramMenuSheor.,.  VIDEOL~1.LMNK[VideoLAN websitel..  ProgramMenuProductFol.. 2

RemoveFile Table
Going through the RemoveFile columns:

* FileKey - the primary key for identifying entrances inside the database.

* Component - the external key in the first column from the Component table; this field
refers to the component that controls the file that will be erased next.

* FileName - this column contains the name of the file that will be erased; if the column is
empty, then the specified directory will be erased with the condition for it to be empty.

* Dir Property - the name of the property of the path directory where the file that will be
erased is located. This property can be the name of a directory from the Directory table,
the value of a property set up by a system search, or any other property that refers to a
directory.

* IntallMode must be one of the following values:
1. it erases only when the associated component is installed
2. it erases only when the associated component is uninstalled

3. it erases any of the above-mentioned cases

Remarks: Inside the FileName column, you can use names of the files with characters like
*(any character) or? (unknown character).

Example - *.tmp - all the files with the tmp extension.

Registries

Registries are a database that keeps different settings of the operating system.

They contain information and settings for all hardware devices, software products from the
system, users, etc. When a user modifies certain settings from the Control Panel, extensions,

system policies, or from other installed applications, those modifications are found inside
registries.
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The structure of the registries

Registries are divided into a number of logical sections or “keys”. They will have the name by
which they were accessed with Windows API -- it starts with “HKEY”(Abbreviation from
“Handle to Key"); often they are abbreviated with a name formed of 3-4 letters which starts
with “HK". The Windows operating system contains two hives: HKEY_LOCAL_MACHINE and
HKEY_USERS, just for easy access to the information the Registry Editor shows 5 hives:

* HKEY_CLASSES_ROOT

*  HKEY_CURRENT_USER

* HKEY_LOCAL_MACHINE
* HKEY_USERS

* HKEY_CURRENT_CONFIG

Each of those “keys” is divided into “subkeys”, which can contain other subkeys. Also, any key
can contain entrances with different values.

The values of those entrances can be as following:

e String

* Binary

* DWORD (a number between 0 and 4.294.967.295[232-1])
*  Multi-String

* Expandable

Registry keys are specified with a syntax similar to Windows paths, using backslashes to
indicate the hierarchical level.

For example, HKEY_LOCAL _MACHINE\Software\Microsoft\Windows refers to the “Windows”
subkey of the “Microsoft” subkey of the “Software” subkey of the HKEY_LOCAL_MACHINE key.

Values are not referenced by this syntax. Value names can contain “\", leading to ambiguities
when referenced using the above syntax.

The HKEY_LOCAL_MACHINE and HKEY_CURRENT_USER nodes have a similar structure, the
applications look for their settings in the keys HKEY_CURRENT_USER\Software\Vendor’s
name\Version\Settings name and if the settings are not found, they then search in the same
location but using HKEY_LOCAL_MACHINE.

When writing the settings, the procedure is reversed - the settings are first written in HKEY_
LOCAL_MACHINE, but if they do not have rights to write here, then the setting gets stored in
HKEY_CURRENT_USER.
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HKEY_CLASSES_ROOT

Abbreviated HKCR, HKEY_CLASSES_ROOT stores information about registered applications,
including file associations (extensions), and registries that help record the files used by
applications.

Starting with Windows 2000, HKCR is a compilation of HKCU\Software\Classes and HKLM\
Software\Classes.

If a certain value is in both subkeys, then the one in HKCU\Software\Classes is used.

Any change in HKEY_CLASSES_ROOT actually occurs in the corresponding CLASSES
subkeys (either HKCU or HKLM). The same rule applies the other way around.

If a certain value is in both subkeys, then the one in HKCU\Software\Classes is used.

Any change in HKEY_CLASSES_ROOT actually occurs in the corresponding CLASSES
subkeys (either HKCU or HKLM). The same rule applies the other way around.

HKEY_CLASSES_ROOT contains two types of data:

1. Keys and values that associate extensions with various programs (extension - a series of
keys that begin with a period, except for the first key with *. These keys can contain any
number of characters.)

§ Registry Editor - O X
gistry
Eile Edit View Favorites Help
Computer\HKEY_CLASSES_ROOT
v HKEY_CLASSES_ROOT Mame Type Data

I ab| (Default) REG_SZ {value not set)

._bsin140
._bsin150
_=ln
._sln100
_sin110
_sln120
._sln140
_sin150
-l
._slnB0
_sinT0
._sInT1
._sin80
._sIn%0
._whusIin100
._whusin110
._whixsing0
._whusIng0
_veppxsin100
_veppxsinl 10
._vcppxsing0

_veppxsing0

_wesxsin100
ucsxslndif

HKEY_CLASSES_ROOT Registry
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2. The configuration data of COMs, Visual Basic programs, etc.
This configuration data uses:

* Program Identifiers (ProgID) - subkeys in HKEY_CLASSES_ROOT that define actions that
can be performed by various programs on a file: bat file, doc file, inifile. Some identifiers
associate programs with COMs.

B Reqistry Editer

File Edt View Favortes Help
Computest HKEY_CLASSES ROCT\ADODR.Cammand
ADUDE.Cormmand.6.0 Namne Type Data
ALOIR Connecton ] (Default) REG.S7 ADODA.Command
ADODE.Connection.b.i
ADODE Errar
ADODE Error 6.0
ADOQDE.ErrarLookup
ADUDE Errorackup b0
ADODE.Parameter
ADODD.Parametes. 6.0
ADODE.Record
ADODERecord 6.0
ADODE.Recordset
ADODE Recordset.6.0
ADODE. Stream
ADODEStream. .0

ADOMD.Cellzer 6.0
ADUR. Recordset
ADDOP. Recordset. 5.0
ADOE. Catalog
ADOY. Catalog A0
ADDE, Cedumn
ADOK.Column.6.0

COM Information in HKEY_CLASSES_ROOT Registry

* Other classes of information that uniquely identify a COM, such as an ActiveX control
(CLSID, Interface, TypeLib, Appld, etc.). Ex: HKCR\ CLSID contains all class identifiers.
Each identifier is a unique number of 16 bytes.

HKEY_CURRENT_USER

Abbreviated HKCU, HKEY_CURRENT_USER stores settings that are specific to the user
currently logged in to the machine. HKCU is a mirror of the current user’s registry in HKEY_
USERS.

HKEY_LOCAL_MACHINE

Abbreviated HKLM, HKEY_LOCAL_MACHINE stores settings that apply to all users on that
machine. This key is found in the %SystemRoot%\System32\Config\system file on the
NT-based version of Windows. Hardware information is located under the SYSTEM key.
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| B config

EEB New folder  ~

&« =5 v 4 | [ < Windows > System32 > config >

B ServicePro MName . Date modified Type

it e 05 - Sat 3:10 PM ile folde
B ServiceStat =] systernprofile 1] Sat 310 PM File folder

Bl servicing i %R =4 We .. Filefolder
B setup I sai 26/07/21 - Mon 10:14 ...
SE

. BCD-Ternplate
- ShellComg B

COMPONENTS 29 - Thu 11:52 AM
B ShellExperi L B I
- B peraulT 26, - Mon 10:14 ...
ShellMew
il KB
Bl SoftwareDi
W Speech

I Speech_Or

B DRIVERS -5 AM  File
B ELam Wed 10:11...  File
B sam -Mon 10:14...  File
B sEcuriTY 26/07/21 - Mon 10:14...  File

W SOFTWARE - Mon 10:14...
Bl System
B SYSTEM 26/07/21 - Mon 10:14 ... 27,136 KB
Bl System32
z . userdiff 1 - Tue 3:53 AM 3KB

16items | 1item selectec MB |

HKEY_LOCAL_MACHINE storage file

HKEY_USERS

Abbreviated HKU, HKEY_USERS stores the corresponding HKEY_CURRENT_USER subkeys for
each user registered on the machine.

Under HKEY_USERS, you can see which settings are applied for all users on the machine,
while HKEY_CURRENT_USER only shows a small portion of the HKEY_USERS hive -- the
portion for the current logged in user.

HKEY_CURRENT_CONFIG

Abbreviated HKCC, HKEY_CURRENT_CONFIG stores information during run; the information
in this section is not permanently stored on the hard disk, but regenerated when the system
starts.
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Editing registry
Manual editing

You can manually edit the Registry using the regedit.exe or regedt32.exe programs. Note that
negligent editing of registries often leads to irreversible errors, so it is recommended to

always have a backup of them.

E Registry Editor

Eile Edit View Favorites Help
Computer\HKEY_LOCAL_ MACHINE\SOFTWARE

w

N LV LV W R W L v I I

SOFTWARE

T-Zip

Adobe

AGEIA Technologies
Apple Computer, Inc,
Apple Inc.

ASUS

Blackmagic Design
Caphyon

Citrix

Classes

Clients

CPUID

CV5M

Cyberduck
DefaultPrinterBackup
DefaultUserEnvironment
Digital Anarchy
Dolby

dotnet

DTS

gj-technologies
FileZilla 3
Forternedia
GitForWindows

Grnnls

Command-line editing

Mame
ab| (Default)
.“_!;]‘u'isible_PaneI_GraphicsApps

Regedit exe

Type Data
REG_SZ (value not set)
REG_SZ Falze

You can manipulate the Registry from the command line using the reg.exe utility-- which is
included within Windows and can be downloaded separately.

O Powered by Advancedinstaller.com

19



Command Prompt

C:\Usersi\theje»reg.exe /?
REG Operation [Parameter List]
Operation [ QUERY ADD DELETE COPY
SAVE LOAD UNLOAD RESTORE
COMPARE EXPORT IMPORT FLAGS ]
Return Code: (Except for REG COMPARE)

- Successful

8
1 - Failed

For help on a specific operation type:
REG Operation /?
Examples:

REG QUERY /2
REG ADD /2

REG DELETE /2
REG COPY /2
REG SAVE /?
REG RESTORE /2
REG LOAD /2
REG UNLOAD /2

Reg.exe utility

A reg file (a standard file for storing the registry that can be edited) can be imported from the
command line, using the syntax “Regedit /s file”, where /s leads to the addition without
asking the user for input (silent).

If the /s parameter is omitted, then the user will need to confirm the operation.

When using the /s regedit parameter, it does not return an error code if the operation fails as
reg.exe does.

Registry permissions can also be manipulated through the command line using the
subinacle.exe utility.

For example:

subinacl.exe /keyreg HKEY_LOCAL_MACHINE\software /grant = Administrator
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Gives full access to the administrator account on these keys.

Script editing

Some languages, such as VBScript, provide functions for editing/manipulating the registry.

To add a registry key with VBScript, you must use the RegWrite function:
Set WshShell = WScript.CreateObject(“WScript.Shell”)

WshShell.RegWrite “HKCU\KeyName\”,”", “REG_SZ”

To delete a registry key with VBScript, you must use the RegDelete function:
Set objShell = Wscript.CreateObject(“Wscript.Shell”)

objhell.RegDelete “HKCU\Control Panel\Desktop\MyValue”

To read a registry key with VBScript, you must use the RegRead function:
strLogonServer = “HKEY_CURRENT_USER\Volatile Environment\LOGONSERVER”

strDNSdomain “HKEY_CURRENT_USER\Volatile Environment\USERDNSDOMAIN"

Set objShell = WScript.CreateObject(“WScript.Shell”)

“

WScript.Echo “Logon server: objShell.RegRead(strLogonServer)

WScript.Echo “DNS domain: “ objShell.RegRead(strDNSdomain)

Location of registries

The Registry is stored in several files. Depending on the version of Windows you're using,
there are different files and different locations on the machine.

In Windows, the following files that store registry can be found in %SystemRoot%\System32\

Config:

* Sam-HKEY_LOCAL_MACHINE\SAM

* Security - HKEY _LOCAL_MACHINE\SECURITY
* Software - HKEY_LOCAL_MACHINE\SOFTWARE
* System-HKEY_LOCAL_MACHINE\SYSTEM

* Default - HKEY_USERS\Default

* Userdiff
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config

8 mNewfolder ~

T 8 < Windows > System32 » config
vicePro R ~ Type

ServiceStat B8 <ystemprofile ] 310PM  File folder

- R We . Filefolde
BB servicing ’ iz i

File
i Setup I
File

BB ShellComg <
COMPONENTS /21 - Th M File

B ShellExperi ' -

B oeraulT B/ - .. File
Bl ShellMew

B DRIVERS /21-5 A File
| skB

W ELam Ned 10:11 ...  File
SoftwareDi

@B Speech

B sam 6 - Mo .. File

B securiTy 26 - Mo .. File
Speech_Or ;
W SOFTWARE b -Men 16:14...  File
System -
W SYSTEM 26/07/21 - Mo «  File
B System32 :
B userdiff 9/06/21 - Tue 3:53 AM  File

Registry storage files location
The following files are found in the specific directory of each user:
%UserProfile%\Ntuser.dat - HKEY_USERS\<User SID>

%UserProfile%\Local Settings\Application Data\Microsoft\Windows\Usrclass.
dat - HKEY_USERS\<User SID> _Classes

Registry specific tables
In MSI, you have two series of tables for Registry:

+ specific tables that register COMs and extensions (Appld, Class, Extension, MIME, Progld,
TypelLib, Verb) and

* tables that add Services, drivers or ODBCs (ODBCAttribute, ODBCDriver,0DBCDataSource,
ODBCSourceAtribute, ODBCTranslator, Servicelnstall).

The Registry table contains the rest of the registry that cannot be included in the tables
mentioned above.

When populating registry tables, it is important to try to minimize the number of registries
placed in the Registry table and maximize the use of advertised tables.
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Windows Installer does not distinguish between the various keys in the registry table and
cannot use the internal logic needed to take advantage of some Windows Installer
advantages (such as “advertising” for example).

The tables containing the registry are interconnected and dependent on each other as seen
on the diagram below. The figure also shows the Component, Feature, File and Icon tables.
They are not part of the group of tables that contain the registry, but are entered in the
schema to highlight the logic of the schema

Feature TypeLb

Environment

Future_Parent LibID
Language

Future_Parent Component

Title

Description Version

Extension

Verb Name

Value
Component

Sequence
Command
Argument

Display Descrpition
Level Directory
Directory Feature
Attributes Cost

Selfreg

File
Cost

Extenstion

Extension CLSID
Component Context
Component
ProgID
Mime ProgID_Default ompone File
Feature -
Description
Name Insertable Component Component
» ApplD FileName
Data File TypeMask ComponentID FileSize
Icon Directory Version
Iconindex Attributes Language
DefinprocHandl Condition Attributes
Argument KeyPath Sequence
ContentType Feature
./
Extension

CLSID

ProgID Registry

ProgID Registry

Root

ProglD_Parent

Class Key
Description Name

Icon Value
Iconindex Component

Insertable

Servicelnstall

ODBC

Name

AppID Translator A
DisplayName
RemoteServerName DataSource Driver ODBC TiEnslkiar Serv!celnstall
LocalService ServiceType
Serviceparameters Component StartType
DlISurrogate OOBCDataSourCLlebTabIe ODBCDriver Table Description ErrorContrqI
ActivateAtStorage $0bCIBSourceAttr| ute ODBCAttribute Table File Dependencies
RunAsinteractiveUse aple Component

File_Setup

Later in this book, we will discuss the second series of tables.
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Extension

The Extension table contains information about file name extension servers that must be

generated as a part of product advertisement.

Extension Component_ Progld_

Columns:

Extension

+ the extension associated with this entry
* must not exceed 255 characters

« the dot does not appear in the name of the extension

Progid
+ program ID associated with this extension

« external keys in the Progld table

Feature

« foreign key in the Feature table

Component
» foreign key in the Component table

* this column controls the installation of the extension

MIME
« foreign key in the MIME table

* the content type associated with this extension

MIME_

Feature_
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Progid

This table associates program identifiers with class identifiers.

Progld Progld_Parent  Class_ Description lcon_ lconlindex

ProgID table

ProglD columns:
Progld - program id or version-independent program id.

The progld will be written to the registry only if that progid has an associated CLSID (Class
table, Progld_Default column) or if the progid has an associated extension (Extension table,
Progld_ column), and that extension has an associated verb (Verb table).

Progld_Parent

» defined only for independent version program ids

* is aforeign key in the Progld column.

Progld_Parent is defined for the version-independent program IDs. This field is the foreign

key in the Progld column. To define an independent program ID, the Progld_Parent field must
be filled into the corresponding Progld.

Version Independent Program IDs are written to the registry only when they function in
association with a CLSID. The Progld’s child no longer needs to be associated with its CLSID
(Class_ column in the Progld table), only the parent needs to be associated with the CLSID.

Observation: The Progld table only knows how to register one child of a Progld. If a Progld
has more than one child and you try to register all of them in the table, you will see that the
table records only one child. If you have this situation, register only one child in the table,
and associate the other children with CLSID in the table and the HKCR registry\
product_name\CurVer write it from the Registry table.

Class

* aforeign key in the Class table

* this column must be null for an independent program id version

The Class_ column is the foreign key in the Class table. This column must be Null for a
version independent program ID (Progld son).
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If this field is Null, the program ID will be registered via the Extension table (Progld_ column),
if that extension has an associated verb (Verb table). Proglds registered in this way do not
know how to register Progld son

Description - a short description associated with this program id
Icon

« foreign key in table Icon

* specify the icon associated with this program id

* this column must be empty for an independent program id version

Iconindex
* theicon index

* this column must be null for an independent program id version

Verb

This table associates various actions with the extensions in the Extension table.

Extension_ Verb Sequence  Command Argument

Verb Table

Verb columns:

The Extension_ column represents the extension associated with that verb. This field is the
foreign key in the Extension table.

The Verb column represents the verb associated with the respective extension. The following
equivalent registry is written:

HKEY_CLASSES_ROOT\ProgId_name\shell\verb_name
The Command column represents the text displayed by the context menu of the extension
(right click on the extension: e.g. Open, Edit, Print).

Argument column - in this field you can define a property in the MSI -- the value of the
property will be written in the registry.

The following equivalent registry is written in:

HKEY_CLASSES_ROOT\ProgId_name\shell\verb_name
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This registry has the value: the keypath file on the component to which the argument value
extension belongs to.

For example, if the default registry has the value:
“C:\Program Files\ABC\abc.exe” “%1” “C:\Program Files\ABC\abc.exe"
Then “C:\Program Files\ABC\abc.exe” is the path to the keypath file on the component

that belongs to the extension, and “%1” “C:\Program Files\ABC\abc.exe” isthe
argument.

Observation: If you write [IFilename] in the registry (in the Argument column), it will write a
long path. It seems that the installer does not know how to read the shortcut in this
column, although its type is Formatted.

The Sequence column represents the sequence of commands associated with an extension.
The verb with the smallest sequence becomes the default verb of that extension.

It appears in the registry as follows:

HKEY_CLASSES_ROOT\program_name\shell

Note: This table is referenced by the standard RegisterExtensioninfo and
UnregisterExtensionInfo actions.

TypeLib

This table provides information for registering type libraries.

LibID Language  Component_  Version Description  Directory_ Feature_  Cost

TypeLib Table
TypelLib columns:
The LibID GUID column identifies the TypeLib. In the registry it is written at the location:
HKEY_CLASSES_ROOT\typelib\{Identificator_TypelLib}

The Language column represents the language of Typelib. It must be a non-negative number
(e.g.0,1).

The Version column represents the typelib version. “Minor version” and “Major version” are
4-byte encodings. “Minor version” is represented by the last 8 bits. “Major version” is
represented by the 16 bits located in the middle.
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Example:

If the version of a Typelib is 1.2 in the table we will write the value 258 for the following
reasons:

* 2inbinary (base 2) is 10
* Tinbinaryis1

So in 4-byte transcription it would be: 00000000 00000000 00000001 00000010.If you turn
this number into base 10, it will result in 258, the value to be written in the table (in the
Version column).

In the registry, it will be written as follows:

HKEY_CLASSES_ROOT\typelib\{Identificator_TypelLib}\Typelib_Version

The Directory_ column is the foreign key in the first column of the Directory table. In the
registry, it will be written as follows:

HKEY_CLASSES_ROOT\typelib\{Identificator_TypelLib}\ Typelib_Version\HELPDIR

The Feature_ column is the foreign key in the first column of the Feature table. This column
specifies the Feature that must be installed for a TypeLib to be operational.

The Component_ column is the foreign key in the first column of the Component table. This
column identifies the component whose keypath is the typelib to be registered. In the
registry, it is written to the key <default> from the location:

HKEY_CLASSES_ROOT\typelib\{Identificator_TypelLib}\Typelib_version\0\Win32
The <default> registry in the above location has the value: path to the file that is the keypath
of the component.

The Description column represents the description of the Typelib. In the registry, it is written
in the key <default> from the location:

HKEY_CLASSES_ROOT\typelib\{Identificator_TypelLib}\Typelib_version

The Cost column represents the cost associated with registering a Typelib in bytes. This field
must be a positive or null number.
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Remarks:

This table is referenced by the standard actions RegisterTypeLibraries and
UnregisterTypelLibraries. The standard RegisterTypeLibraries custom action needs the
typelib language (Language column in the TypeLib table) to be defined correctly,
otherwise, the installer will fail to register the Typelib.

It is possible to register a Typelib without mentioning its version in the table. If you have
a TypeLib with version c.0 (letter.0), you can register it from the table. You can leave the
Version column Null. The installer ignores what is completed in this column. No matter
what you write in this column, the registry is populated with what you need (i.e. the
actual version of Typelib).

If you fill in a description that is different from the one in the ActiveX file in the Typelib
table (in the Description column), the registry will be populated with the description
from the ActiveX file - so practically the Description column is ignored.

If we do not specify the directory that Typelib belongs to in the Directory_ column, then
the HELPDIR key will have no value. So, this column must be filled. The installer will not
ignore this column.

MIME

This table associates a “MIME context type” with a CLSID or extension.

ContentType Extension_ CLSID

Mime Table

The ContentType column represents the MIME content identifier. It normally appears as a
type/format.

The Extension_ column is the foreign key in the Extension table and associates a MIME with
an extension.

The CLSID column can be a foreign key in the CLSID table or it can be a CLSID that already
exists on the machine.

In the registry it is written at:
HKCR\MIME\Database\Content Type\[MIME_Name]
HKCR\MIME\Database\Content Type\[MIME_Name]\Extension

If MIME is associated with a CLSID, the CLSID will be created at the HKCR\MIME\Database\
Content Type\[MIME_Name] location.
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Remarks:

A MIME must have an associated extension (Extension_ column) to be written to the
registry.

This table is referenced by the standard registerMIMEInfo and UnregisterMIMEInfo
custom actions.

SelfReg

This table provides information for self-registering files.

File_ Cost

SelfReg Table

File_ - External key into the first column of the File table indicating the module that needs to
be registered.

Cost - The cost of registering the module in bytes. This must be a non-negative number.

Class

This table provides information for registering class identifiers or COM objects

CLSID Context | Conmo ProglD Descopt | ApplD FileTypeMa | Icon Itonlndex | DeflipnocHa | Argumnent Feature Allnbules
nent _Defaul | ion sk ndler

Class Table

A class will not be registered on the machine if one of the CLSID, Context, Component_ and
Feature_ fields is not present.

The CLSID column in the table will write the following registry key on the machine:
HKCR\CLSID\<GUID>

The Progld_Default column represents the Program ID associated with the CLSID. This
column is the foreign key in the ProglD table.

The key will be created in the registry:
HKCR\CLSID\<GUID>\ProgID

A <default> key with the name of the ProgID in the ProgID table will be written in the ProgID
key.
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The Description column represents the description associated with the CLSID. In the registry,
the associated key is the following:

HKCR\CLSID\<GUID>\<default>

The <default> key has the value in the Description column.

Note: The son of ProgID in the ProglID table will be written in the registry under the
following key:

HKCR\CLSID\<GUID>\VersionIndependentProgID\<default>

The Context column will write one of the following keys, depending on the context:
HKCR\CLSID\<GUID>\LocalServer (16-bit)
HKCR\CLSID\<GUID>\LocalServer32 (32-bit)
HKCR\CLSID\<GUID>\InprocServer (16-bit)

HKCR\CLSID\<GUID>\ InprocServer32 (32-bit)

The Appld_ column contains a foreign key from the Appld table. It appears in the registry as
follows:

HKCR\CLSID\<GUID>\APPID

The ApplD registry key has the following value: The Appld GUID in the Appld table.

The FileTypeMask column appears in the registry in the following key:
HKCR\FileType\<GUID>

If there are several patterns, they must be delimited by a semicolon (;) , and numeric subkeys
will be generated dynamically: 0,1,2, etc.

The Icon_ column represents the icon associated with the CLSID ( which represents a foreign
key in the Icon table, where the icons are registered binary as streams). It appears in the
registry as follows:

HKCR\CLSID\<GUID>\Defaultlcon

The <default> key in the path above will have the following value:
C:\WINDOWS\Installer\[ProductCode]\icon_name_from_Icon_Table, IconIndex
The Iconindex column represents the icon index. It can be NULL, and there must only be
positive numbers.

The Feature column represents the Feature to which the CLSID belongs (foreign key in the
Feature table).
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The Component_ column specifies the component to which the respective class belongs to.
The keypath on this component represents the file in which that class will type.

DeflnprocHandler column - this field must be Null if in the Context field we have InprocServer
or InprocServer32 (if it is not Null, we will have validation errors).This field can have the
following values:

Value Description

Non-numeric The installer treats a non-numeric value from the  DeflnprocHandler
value field as a system file that serves as the “process handler” specified by
the registry key: HKCR\CLSID\<GUID>\InprocHandler32

Null The Argument and DeflnprocHandler fields can be Null for LocalServer
and LocalServer32 contexts.

1 The default 16-bit process handler (ole2.dll); In the registry, the default
key in HKCR\CLSID\<GUID>\InprocHandler will have the value ole2.dll.

2 The default 32-bit process handler (ole32.dll); The default registry key
in HKCR\CLSID\<GUID>\InprocHandler32 will have the value ole32.dII.

3 It will create both the 16-bit and the 32-bit process handler; The registry
keys are: HKCR\CLSID\<GUID>\InprocHandler and HKCR\
CLSID\<GUID>\InprocHandler32

Argument column - an argument appears at a CLSID only if the context of that class is
LocalServer or LocalServer32 (otherwise validation errors will occur). In this field, you can
add a defined property in the MSI which will write in the following registry key:

HKCR\CLSID\<GUID>\LocalServer
or

HKCR\CLSID\<GUID>\LocalServer32
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Remarks:

If in the context of a class we have LocalServer or LocalServer32, then the value of the
default registry in HKCR\CLSID\<GUID>\LocalServer or HKCR\CLSID\<GUID>\
LocalServer32 will be the shortcut to the file that is a keypath on the component (in
which case, the attribute of the respective class is set to 0).

If in the context of a class, we have InprocServer or InprocServer32, then the default
registry value in HKCR\CLSID\<GUID>\InprocServer or HKCR\CLSID\<GUID>\
InprocServer32 will be a long path to the file that is a keypath on the component.

If you write [IFilename] in the Arguments column, then a long path will be written in the
registry.

Attributes column - if this field is set to 0 or Null, then the registry will be written with the
keypath to the file. If the field is set to 1, then only the name of the file will be written in the

registry.

Appld

To register an ApplD in the registry, it is enough for a single field to be filled in, namely the
Appld field (it is the only field in this table that cannot be Null). However, the AppID must be
associated with a CLSID (the Appld column in the Class table must be completed).

The ApplD table is used to register various configurations for DCOMs

ApplD

Remote Server
MNamse

Local Service

Service Parame
ters

DllSurregate

Activate At Stora
ge

Run&slnter active

ApplID Table

Appld column - appears in the registry : HKCR\AppID\<GUID_AppID>\ and in the key GUID_
AppID in HKCR\CLSID\<GUID_CLSID>\ (The Appld is associated with the CLSID in the
Class table, the Appld column).

Observation: In order for an Appld to be registered in the HKCR\AppID\<GUID_AppID>\
registry key, that Appld must be associated with a CLSID in the Class table (Appld
column).

RemoteServerName column - in this field you can add the value of a property. The
RemoteServerName key is written to HKCR\AppID\<GUID_AppID=>\.

LocalService column - in the registry, the LocalService key will be written in HKCR\
AppID\<GUID_AppID>\.
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ServiceParameters column - in the registry, the ServiceParameters key will be written in HKCR
\ AppID \ <GUID_AppID> \.

DlISurrogate column - the DIISurrogate key will be written to HKCR\AppID\<GUID_AppID=>\ in
the registers.

ActivateAtStorage column - in the registry, the ActivateAtStorage key will be written in HKCR\
AppID\<GUID_AppID=>\. If the value of this field is 0, the ActivateAtStorage key will not be
written to the registry. If the value of this field is 1, the ActivateAtStorage key will take the
value Y (“ActivateAtStorage” = “Y”).

RunAsinteractiveUser column - the RunAs key will be written to HKCR\AppID\<GUID_
AppID=>\ in the registry. If the value of this field is 0, the RunAs key will not be written to the
registry. If the value of this field is 1, the RunAs key will take the value InteractiveUser
(“RunAs” = “Interactive User”).

Observation: The Appld table does not know how to register the Default key in HKCR\
AppID\<GUID_AppID=\. If this key has a certain value, you must register it from the
Registry table.

Registry

This table contains the registry information required for the applications.

Registry Root Key Name Value Component_

reg000ABA3A4DGOEECSFO.. O VLC.cue.Document Video File CompOtherFileAssociation

reg001FBOS82E31AT12CAE.. 2 SoftwarehMicrosoft\Windows\Curre...  Defaulticon  [#vlc.exe],0 CompPlayDiscs

reg0044F2607BD8CCR52E0... O Applications\vic.exe\SupportedTypes  .drc CompVideoFileAssociation

regD057BOTEOFI099732TA.. O VLC.mtv.Document\shell\open Play with VLC media player CompVideoFileAssociation

reg01760264ABBAE336202... O VLC.webm.Documentishellengqueus Enqueue in VLC media pl..  CompVidecFileAssociation
0

reg(1BDYEESG 72591 CTOTF.., VLC.mpegl.Documentishellopen Play with VLC media player  CompVideoFileAssociation

Registry Table

Registry Table Columns:

Registry - the primary key that uniquely identifies the line

Root

* the predefined section of the registry

* Root can have one of the following values:
0 = HKEY_CLASSES_ROOT
1 = HKEY_CURRENT_USER
2 = HKEY_LOCAL _MACHINE

3 = HKEY_USERS
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Key - the path of the registry to be created

Name

* the name of the register to be created

* If this column is null, the date in the Value column is written in the default register of this

register.
Value - the data contained in the register

Component
» foreign key in the Component table

* this component controls the creation of the register

RemoveRegistry

RemoveRegistry contains information that the application needs to delete during installation.

RemowveRegistry Root Key Mame Component_

RemoveRegistry Table

RemoveRegistry Columns:

RemoveRegistry - unique identifier for the line
Component

* the foreign key in the Component table

* this component controls the deletion of the register referred to in the entry

Root - can have one of the following values:
0 = HKEY_CLASSES_ROOT
1 = HKEY_CURRENT_USER
2 = HKEY_LOCAL_MACHINE

3 = HKEY_USERS
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Key - the path of the registry to be deleted

Name - the name of the registry to be deleted

Advanced Installer offers an easy way to add/edit your registry entries from the Registry
Page.

INI Files

Initialization files are configuration files that contain easily modifiable settings for
applications.

The INI file format is:
[section 1]

; comments on section 1
Var1 = abc

Var2 123

[section 2]
; comments on section 2

Vari

321

Var2

Xyz

Each section declaration begins with “[*, and ends with “]"

Parameters are in the form var1 = abc, and are made up of a key (var1), the sign = and a value
(abc).

All lines starting with comments are considered and ignored; Windows Installer ignores all
lines starting with a semicolon (;)
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Specific Tables for INI Files

IniFile

This table contains the information needed to set up an INI file.

IniFile FileMame DirProperty | Section Key Value Action Componert

IniFile Table

IniFile Columns:
IniFile - the primary key for this table
FileName - the name of the .ini file where the information will be written

DirProperty - the directory path that contains the .ini file; this property can be the name of a
directory in the Directory table, a property set by a search system, or any other property that
represents a path.

If this field is left blank, the INI file is created in the directory specified by the WindowsFolder
property.

Section- section of the INI file
Key - key in sections
Value - the value to be written
Action - the type of changes to be made:
+ 0-create or update an INlI file
+ 1-creates an entry in an INI file (only if the entry does not already exist)

3 - create a new entry or update an entry that already exists with a value, separating it
with:

Component - foreign key in the first column of the Component table, and refers to the
component that controls the installation of values from the INI file
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RemovelniFile

This table contains the information that the application needs to delete from an INI file

Removelni | FileMame Section Value Action

File

DirProperty kKey

Component

RemovelniFile Table

RemovelniFile Columns:
RemovelniFile - the primary key for this table
FileName - the name of the .ini file from which the information will be deleted

DirProperty - the directory path that contains the .ini file; this property can be the name of a
directory in the Directory table, or a property set by a search system or any other property
that represents a path.

Section - section of the INI file
Key - key in sections
Value - the value to be deleted (mandatory when the Action field is 4)
Action - the type of changes to be made:
2 - delete the entry from the INI file
4 - delete a value from an entry in the INI file

Component - the foreign key in the first column of the Component table, which refers to the
component that controls the deletion of values from the INI file

Notes: The information in the INI file is deleted when the attached component is selected
for uninstallation.

If the Directory column is empty, the location of the INI file is the one specified by the
WindowsFolder property.

Deleting the last value in a section leads to deleting the respective section. There is no
other solution to erase an entire section than to erase all its values.
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Caution: The Windows operating system uses a number of INI files to set up various
configurations.

These files are WIN.INI, SYSTEM.INI, PROTOCOL.INI, PROGMAN.INI, CONTROL.INI,
WINFILE.INI, MSMAIL.INI, SHARED.INI and SCHDPLUS.INI.

Some applications add sections and entries to the WIN.INI file, and INI files to the
Windows directory. It is important to take great care when adding/deleting values from
these files.

Advanced Installer makes it easy to add INI files, edit INI files, and offers an advanced
solution for importing multiple INI files into the project.

Shortcuts

Shortcuts are pointers to certain files and can be placed on the desktop or other locations.

Classification of shortcuts
A. Advertised

* When running an advertised shortcut, Windows Installer first checks that all the
components of the respective feature are installed ( before running the file).

* The target of the shortcut must be present in the package.

B. Non-advertised

* When running a non-advertised shortcut, Windows Installer does not check if all the
components of the respective feature are installed (before running the file).

* A non-advertised shortcut can launch any file, regardless of whether it is installed by the
current package, already exists on the system or is on another computer.In practice, the
idea is that if the target is present in the package, the shortcut must be advertised.
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Shortcuts specific tables

Shortcut Table

This table contains information that the package needs to create shortcuts.

Shortcut Directory_ MName Component_ Target Arqun lconindex  ShowCmd  WiDir

0 1 APPLICATI...

: DesktopShortcut  Desktopfolder  gycauhea[VLC .. CompVLC VLC

NEWSShortcut ProgramMenu...  hiSlsDew|Releas.. CompProgram... [APPLICATIONFOLDER].. 0 0 1
SkinShortcut ProgramMenu... Igimadin[VLC.. CompProgram. [APPLICATIONFOLDER]. -Iskins 0 0 1
VLCCleanShorteut ProgramMenu.. gspatsT1|Reset.. CompProgram.. [APPLICATIONFOLDLR].. --reset-con.. 0 0 1
VLCShortcut ProgramMenu...  wsyulhmg|VLL ..  CompProgram...  [APPLICATIONHOLDER]... 0 0 1

Shortcut Table

Shortcut Table Columns:
Shortcut - the key that uniquely identifies this entry in the database
Directory: - a foreign key in the first column of the Directory table

- this column specifies the directory where the shortcut is created

Name: - the name of the shortcut as it appears on the system

Component:
» aforeign key in the first column of the Component table

* Windows Installer uses the status of the component to determine if the shortcut was
created or deleted

» this component must have a valid key for the shortcut being created; if the target column
contains the name of a feature, the file that the shortcut launches is the “key” file to that
component.

Target:

* the target of the shortcut ( the file it calls )

» for an advertised shortcut, this column must be a foreign key entered in the first column
of the Feature table; the file executed by the shortcut is the key file of the component
listed in the Component column. When the shortcut is run, Windows Installer checks if all
the components in that feature are installed before running the file.

* for non-advertised shortcuts, Windows Installer evaluates this field as a formatted
character string. The field must contain references recognized by Windows Installer
(property names to be passed between “brackets” []), which will expand in the path to
files / directories.

Arguments: - a list of arguments needed for the shortcut

Description: - a short description of the respective shortcut
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Hotkey:

 the hotkey of the respective shortcut

* must be a positive number

* itis recommended not to be set by the packager, to avoid conflicts with the existing
shortcuts on the system

Icon: - a foreign key in the first column of the Icon table

Iconindex - the icon index

- must be a positive number

ShowCmd - how to display the shortcut run executable window
+ one of the following values can be used

1 - ShowNormal

2 - ShowMaximized

3 - ShowMinimazed

WKDir:
* the name of a property that contains the path of the shortcut working directory

* preferably the directory where the shortcut target is located

Shortcuts can be easily created with Advanced Installer - and easily modified.
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Fonts

Fonts are types of recordable files. The Font table contains information for registering fonts
on the system.

The Font table has the following columns:

File_ FontTitle

Font Table

File_ - foreign key from the File table. It is recommended that the registered font is located
in the FontsFolder (C:\Windows\Fonts)

FontTitle (Font name) - it is recommended to leave this column blank for True Type fonts
because the installer can place the correct name from reading the title in the file. The title
entered must be identical to the font name in the file. For fonts that do not have the names
embedded in the file, this column must be completed (eg .fon files)

When installing an MS], this table creates a registry in HKEY_LOCAL_MACHINE\SOFTWARE\
Microsoft\Windows NT\CurrentVersion\Fonts - with the font name and the value of the

file.

ﬁ Registry Editor

File Edit View Favortes Help

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\MicrosoftiWindows NT\CurrentVersion\Fonts

> AdaptiveDisplayBrightness Mame Type Data
> QED?’UQ : 5] (Default) REG_SZ (value not sef)
AE; ompattlags 5] Agency FB (TrueType) REG_SZ AGENCYR.TTF
} Pk .i:jAgenFy FB Bold (TrueType) REG_SZ AGENCYB.TTF
S Batckgiourdiodd .“__.\J'Al.gerlan (TrueType) REG_SZ AITGER.TFF
}' ClipsVC .‘?,'_’\_!Arlal (TrueType) REG_SZ arial.tf
Compatibility32 é'{jAriaI Black (TrueType) REG_SZ ariblk.ttf
; Console ab| Arial Bold (TrueType) REG_SZ arialbd.tf
Containers .a_P\iArial Beld Italic (TrueType) REG_SZ arialbi.ttf
> CorruptedFileRecovery .a_"_‘gArial ltalic (TrueType) REG_5Z arialittf
DefaultProductkey ab| Arial Marrow (TrueType) REG_SZ ARIALMN.TTF
3 DefaultProductKey2 ."’_l?\iAriaI Marrow Bold (TrueType) REG_SZ ARIALMNEB.TTF
» DeviceDisplayObjects ."’_!':]Arial Narrow Bold Halic (TrueType) REG_5Z ARIALNELTTF
> DiskDiagnostics .‘?_,l_'\‘!AriaI Narrow Italic (TrueType) REG_SZ ARIALMITTE
drivers.desc ab| Arial Rounded MT Bold (TrueType) REG_SZ ARLRDBD.TTF
- Drivers32 28| Bahnschrift (TrueType) REG_SZ bahnschrift.ttf
> EFS .?'_'}Barlow Condensed Black (TrueType) REG_SZ BarlowCZondensed-Black.ttf
Event ‘ur?ewer .?"\!Barlcrw Condensed Black ltalic (TrueType] REG_SZ BarlowCondensed-Blackltalic.tf
| Font D ab|Barlow Condensed Bold (TrueType) REG_SZ BarlowCondensed-Bold.ttf
| Ecnt[l;:lanagement k| Barlow Condensed Bold Italic (TrueType) REG_SZ BarlowCondensed-Boldltalic.ttf
ond A A ."’_!'_]Barlow Condensed ExtraBold (TrueType) REG_SZ BarlowCondensed-ExtraBold. ttf
; FontintensityCarrection B 3 :
N Foiatank ab|Barlow Condensed ExtraBold Italic (TrueT... REG_SZ BarlowCondensed-ExtraBoldtalic.ttf
g Eortiilapper ?.l'\\; Barlow Condensed Extralight (TrueType]  REG_S5Z BarlowCondensed-Extralight.ttf
s E : ab| Barlow Condensed Extralight ltalic (True... REG_5Z BarlowCondensed-Extralightltalic.ttf
FontMapperFamilyFallback >
e 2b|Barlow Condensed ltalic (TrueType) REG_SZ BarlowZondensed-ltalic. ttf
EortSubstitutes .“_"]Barlcrw Condensed Light (TrueType) REG_5Z BarlowCondensed-Light.ttf

Font registration in the registry
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Advanced Installer automatically detects and registers fonts, also offering an easy GUI to
control this.

Services

Services are programs that run individually in the background. This can be said of many
programs, such as anti-viruses. The difference is that the services load and run regardless of
whether someone logs into the system or not, unlike a program launched from the StartUp
folder.

You can view Services using the MS Configuration Utility and running the msconfig.exe
executable.

E} system Configuration >

General Boot  SEMVICES Startup  Tools

Service Manufacturer Status Date Disabled
- Jadobe Acobat Update Service Adobe Inc, Running
B adobeUpdateService Adobe Inc, Rurning
B 2dobe Genuine Monitor Service Adobe Systems, Incorpora...  Running
B 2dobe Genuine Software Integri... Adobe Systems, Incorpora...  Running

B alljoyn Router Service Microsoft Corporation Stopped
B application Layer Gateway Service Microsoft Corporation Stopped
B3 application Host Helper Service Microsoft Corporation Running
B application Identity Microsoft Corporation Stopped
B3 2pple Mobile Device Service Apple Inc, Rurning
B 2pplication Management Microsoft Corporation Stopped
B 2pp Readiness Microsoft Corporation Stopped
B Aoy Deplovment Service (ApoX... Microsoft Corporation Running

Mote that some secure Microsoft services may not be disabled. el :
Enable all Disable all

[ |Hide all Microsoft services

Cancel Apply Help

MS Configuration Utility

It offers rather limited information, in the sense that you can only see which services are
turned on and which are not.

Another way to view the service is through services.msc, equivalent to the Control Panel\
Administrative Tools\Services.
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S Services = (m] X
File  Action View |lelp
|5 g2 [ NI
2, Services (Local) - |
Select an tem to view s descnption,  Name h Description  Status  StartupType  LogOn s
Sl‘?l MActiveX Installer (fulnstSV) Provides Uze... Manual Local System
C‘.}, Adohe Acrobat Update Senvice Adohe Acroh... Automatic Local System
\ﬂ; Adubre Genuine Munitur Sevice Adube Genui... Aulumalic Lucal System
Q; Adobe Genuine Software Integrity Service  Adobe Genui.. Running  Automatic Local System
{;-;?, Adobellpdatebervice Funning  Automatic Local bystem
t"'}, Agent Activation Runtime_6104387bc Runtime for.. Running  Manual Local System
{;’; Alldoyn Router Service Routes Allloy... Manual {Tngg... Local Service
\Qi App Readiness Gets apps rea... Manual Local System
C‘:‘g‘k Apple Mohile Device Service Providecthe .. Running  Sutomatic Local System
;‘?‘(‘,— Application Hust Helper Service Provides ad...  Running  Aulumatic Lucal System
S:}t Application |dentity Determines a.. Manual (Trigg... Lecal Service
.S."", Apphcation Intormation Facilitatesth.. HRunning  Manual{Ingg... Local System
E‘:}; Application Layer Gateway Service Provides sup... Manual Local Service
C‘X Application Management Processes ins. Manual Local System
;‘:’l AppX Deployment Service (AppXSVC) Providesinfr.. Running  Manual {Tngg.. Local System
é::‘, ASLUR Service Running  Automatic Local system
;ﬁ'}; ASP.NET State Service Provides sup... Manual Metwork Ser...
{:A AssignedAccessManager Service AssignedAcc.. Manual (Tigg... Local System
S;?-‘ ASUS HID Accece Sevice Running  Automatic Local System
"""}k Autn Time Tone Updater Automaticall... Dicabled Local Service
C‘.} AVCTP service This is Audic ... Running Manual (Trigy... Lucal Service
| ). Backaround Intelligent Transfer Service Transfers files.. Manual Local System
| ', Extended ,(S‘tandan:l/

Services.msc

This method provides much more information about services, such as name, short
description, status, etc.

App Readiness Properties (Local Computer) X | ‘ App Readiness Properties (Local Computer) X
General LogOn Recovery Dependencies General LogOn Recovery Dependencies
e e Some services depend on other services, system drivers or load order
groups. if a system component is stopped. or is not running propery,
Display name: App Readiness dependent services can be affected.
Description: [Gets apps ready for use the first time a usersignsin & #App Readiness
’ fo this PC and when adding new apps. = dll s ; ¥ . ; .
This zervice depends on the following system compohents:
Path to executable: ! & <No Dependencies>
CAWINDOWWS \System 32 svchost exe « AppReadiness p
Startup type: Manual ~
Service status:  Stopped The following spstern components depend on this service
Start Stop Pause Resume <Mo Dependencies>
You can specify the start parameters that apply when you start the service
from here.
Start parameters:
Cancel Apply Cancel Apply
Service Properties and Settings
Microsoft has assigned a display name for each service. It is the name that appears in the
name column of the Windows Services window.
Attributes:
Service Name: The name of the service
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Process Name/Path to execute: The name of the process that runs when the service is

enabled.

Dependencies: The list of additional services that are required when the service is running.

These services are found “physically” in the machine registry: HKEY_LOCAL_MACHINE\

SYSTEM\CurrentControlSet\Services.

ﬁ Registry Editor
Eile Edit View Favorites Help
Computer\HKEY_LOCAL_MACHIME\SYSTEM\ CurrentControlSet\Services\ AarSve_610d87bc

v _ Services Mame Type
| » =5 NETCLRData ab) (Default) REG.SZ
| 2 ':g&::mmting‘wao %) Description REG_SZ
| » . etworking 4.0.0. o
‘ ) .NET Data Provider for Oracle :‘:;l EISPI?N: mle EEE_;ZWO -
> .NET Data Provider for SglServer ::J] rr.or ik r.o =
5 NET Memory Cache 4.0 .y_sEFa|IureAct|ons REG_BINARY
; NETErameviark 9_"\\| ImagePath REG_EXPAMND_SZ
L= 13840hdi 5| Start REG_DWORD
> 7 Jware ) Type REG_DWORD
5 AarSve I
s =~ AarSvc_610d87be
» 23 ACPI
AcpiDev
> acpiex
> acpipagr
| L7 AcpiPmi
‘ acpitime
Acx01000
AdobeARMservice
AdobeUpdateService

Services configuration in the Registry

Classification of services
* automatic (start with the operating system)

* manuals (are started by applications/users)

Service status:

e Start
* Stop
* Disable

Data

(value not set)

@ %5ysternRoot e\ system32vAarSve.dil, - 10
Agent Activation Runtime_610d87bc
0000000 (1}

80 51 01 00 00 00 00 00 00 00 00 00 04 00 00
CHWINDOWS\system 32\ svchost.exe -k Aa
O 00000003 (3)

0000000 (224)
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Services-specific tables

Servicelnstall

This table is used to install services:

Zaniiceins | Ma Displayba | SarviceT EtariTy
me me yp= p=

ag
h:l

-

!

2

i

LoadOrderGr | Dependen Etartha Pacoa

Argume
nis

Servicelnstall Table

Servicelnstall Columns:
Name
* the name of the service, internal to windows

* must have a maximum of 256 characters

Display
* the name that appears to the user

* maximum 256 characters
Servicelnstall - primary key for this table

ServiceType

* the type of service

* accepted values:
0x00000010 - Win32 service, running its own process
0x00000020 - Win32 service, which streamlines a process

0x00000100 - Win32 service, which interacts with the desktop

StartType

* this column specifies when the process starts

* These are the accepted values:
2 - the service starts with the system (automatic)
3 - the service starts on request (manual)

4 - specify a service that cannot be started (disable)

ErrorControl

* this column specifies the action that Windows Installer must take if the service fails
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to start
* accepted values:
0x00000000 - creates an error log and continues with the service start operation

0x00000001 - creates an error log, displays a message, and continues with the service
start operation

0x00000003 - creates an error log (if possible) and restarts the system

LoadOrderGroup

* this column contains the order in which services will be started within a service group (if
our service is also part of it)

* when left empty, it means that our service is not part of any group

Dependencies
* alist of services that must be started before starting the service from this entry

* services are separated by [~]

StartName
* the service starts with the name specified in this column

* ifiit has no value then the service uses the LocalSystem account to run
Password - the password of the account with which the service runs
Arguments - this column contains any arguments needed by the service to run

Component

» aforeign key in the Component table

* to create the service attached to this component, it must have the executable that is the
basis of the service as key

Description - a description of the service being created

Virtually all the values populated by these columns correspond to the values in the registry:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Service_Name

From this table, you can install certain types of drivers, including Non-Plug & Play. These

drivers are entered in the table similar to the services, except that in the column for the type
of service (ServiceType column) other values are entered as follows:

0x00000001 - driver service

0x00000002 - file system driver service
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The startup type of the driver also differs from the services. Non-plug & play drivers have 4
boot modes: Automatic, Boot, Demand, System. These startup types can be set from the
table as for services in the StartType column as follows:

* Automatic - set the value to 2
* Boot-value0
* Demand - value 3

* System -value 1

If you want the driver to be set as disabled, then add the value 0 in the StartType column.

On the machine, you can check the functionality of this type of driver from the
DeviceManager to Non-Plug & Play Drivers (to see Non-Plug & Play Drivers, you must first
access the View\Show hidden devices menu).

Attention: With the help of this table, the service/driver is installed but it does not start.
That is why it is mandatory to use it along with the ServiceControl table.

For automatic services, you must perform an installation control service (start only for
automatic ones) and a service control for uninstallation (stop and delete, both for automatic
and manual ones).

ServiceControl

This table is used to control the installation and uninstallation of services.

ServiceControl Name Event Arguments  Wait Component_

ServiceControl Table

ServiceControl Columns:
ServiceControl - the primary key of this table

Name - the name of the service to be controlled

Event

* the operation to be performed on the service

* when a service is stopped, all services that depend on it are also stopped
* when a service is deleted, Windows Installer stops it

* values accepted at installation only:

1 - the service starts
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2 - the service stops
8 - the service is deleted
* values accepted only when uninstalling:
16 - the service starts
32 - the service stops

128 - the service is deleted

Arguments
* alist of arguments for starting services

* arguments are separated by the reserved character [~]

Wait

* tells the system to “wait” before an actionLeaving this field blank or entering the value
1 tells Windows Installer to wait a maximum of 30 seconds for the service to follow an
action

* it can be used when you want to allow additional time for critical events to return an error
code

* the value 0 means that Windows Installer waits until SCM (Service Control Manager)
reports that the service is in a standby state

Component - foreign key in the Component table

Note: With the Name column, you can start, stop, or delete services not created by our
package.

With Advanced Installer you can easily install, control and configure Windows native
services from the Services Page. More information about configuring services using
Advanced Installer can also be found here, and in the service control properties.
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ODBC (Open DataBase Connectivity)

As its name implies, an ODBC (Open DataBase Connectivity) connects your application to a
variety of database management systems. Essentially, it allows applications to access a
database (such as Access databases, dBase or Excel, etc.).

Classification of ODBC

* UserDSN: is a “data source” that is specific to a particular user; it is saved on the machine

but is only available to the user who created it.
UserDSN ODBCs are registered in the user-specific registry:

HKEY_CURRENT_USER\ODBC\ODBC.INI\Odbc Data sources

* SystemDSN: unlike UserDSN, it is saved locally but is not specific to a user.

Using a SystemDSN, any user who connects to a computer is allowed to access the data
source.

SystemDSN ODBCs are registered in the machine-specific registry:

HKEY_LOCAL_MACHINE\SOFTWARE\ODBC\ODBC.INI\Odbc Data sources

* Drivers are libraries that implement functions for ODBC API; each driver is specific to a
database management system.

Drivers practically play the role of a “translator” between an application and a database. The
main utility of these drivers is that they allow us to interact with the databases, without the
need to have a client program (provided by the database manufacturer).

ODBCs are managed through the ODBC Data Source Administrator, which is accessed from
the Control Panel\Administrative Tools\Data Sources (ODBC).
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:-_‘; QODBC Data Source Administrator (64-bit) >

User DSN  System DSM  File DSW  Drivers  Tracing Connection Pooling  About

User Data Sources:

Mame Platform  Driver Add...
dBASE Files MAA Microsoft Access dBASE Driver (*.dbf, “ndx, “m
Excel Files 32t Microsoft Excel Driver (" xls, “xlax, *xlsm, *xlsb) Remove

M5 Access Database 32-bit Microsoft Access Driver (*.mdb, *.accdb)
Configure...

The driver of this Liser DSN does not exist. i can only be removed

I'”‘

ODBC Utility

As specified above, ODBC information is stored in the registry:
HKEY_LOCAL _MACHINE\SOFTWARE\ODBC\ODBC.INI
HKEY_LOCAL_MACHINE\SOFTWARE\ODBC\ODBCINST.INI
HKEY_CURRENT_USER\ODBC\ODBC.INI
HKEY_CURRENT_USER\ODBC\ODBCINST.INI,

Keys with ODBCINST.INI contain information about the drivers installed on the machine, and
those with ODBC.INI contain information about the DSN on the machine.

You can also access information about ODBCs in the INI, ODBC.INI, and ODBCINST.INI files
present in CAWINDOWS.
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ODBC specific tables

ODBCDataSource

This table contains the data sources related to the application.

DataSource Component_  Description  DriverDescription

ODBCDataSource Table

ODBCDataSource Columns:
DataSource - input identifier
Component - foreign key in the Component table
Description - description of the source data
DriverDescription - the driver associated with the data source
Registration - how the data source is registered:

0 = per machine

1 = per user

ODBCSourceAttribute

This table contains information about the data attributes of the sources.

DataSource_ Attribute Walue

ODBCSourceAttribute Table

DataSource - datasource identifier, the primary key for the table
Attributes - attribute of the source data, the primary key for the table

Value - the value of the attribute

The ODBCDataSource and ODBCSourceAttribute tables install the DSN on the machine with

Registration

all its information (both of these tables must be populated for a DSN to be installed).
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The changes made by these two tables can be found in the

HKEY_LOCAL_MACHINE\SOFTWARE\ODBC\ODBC.INI\DSName.

Note: A DSN from the corresponding tables can be placed even if the driver associated
with the DSN is not in the package.

ODBCDriver

This table contains the ODBC drivers that belong to the application.

Driver Component_ Description File_ File_Setup

ODBCDriver Table

Driver - the driver identifier, the primary key for the table
Component - the foreign key in the component table

Description - the driver description

File - the dll file that generates the driver, foreign key in the File table

File_Setup - a driver-specific dll setup file, foreign key in the File table

ODBCAttribute

This table contains the ODBC drivers that belong to the application.

Drriver_ Attribute Value

ODBCAttribute Table

Driver - the driver identifier, primary key for this table, foreign key in the table
Attributes - the attribute name, the primary key for the table
Value - the value of the attribute

The changes that these two tables make on the machine are the following:

1. HKEY_LOCAL_MACHINE\SOFTWARE\ODBC\ODBCINST.INI\Driver_name -the entry written
from the ODBCAttribute table, that contains all the driver description registry.

2. HKEY_LOCAL_MACHINE\SOFTWARE\ODBC\ODBCINST.INI\ODBC Drivers - where a string-
type registry is created with the name of the driver and the value Installed.

3. The C:\Windows\ODBCINST.INI file is altered with the extra driver.
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To check a driver (if it is installed correctly), you can go to the Control Panel\
Administrative Tools\Data Source (0DBC).

For further testing, you can add a DSN (user or system) by choosing the respective driver to
set the DSN.

Note: An ODBCDriver cannot be set from the corresponding tables unless the required files
(DriverDIl and SetupDll) are in the package.

ODBCTranslator

This table contains ODBC translators that belong to the application.

Translator Component_ Descripticn File_ File_Setup

ODBCTranslator Table

Translator - the name of the translator, the primary key for the table
Component - the foreign key in the component table

Description - the description of the translator

File - the dll file, the foreign key in the File table

File_Setup - the dll setup file, the foreign key in the File table

The ODBCTranslator table writes in the following registry:

1. HKLM\SOFTWARE\ODBC\ODBCINST.INI
2. HKLM\SOFTWARE\ODBC\ODBCINST.INI\ODBC Translators

You can find a translator in the DSN (Administrative Tools\Data Sources) dialog where you
want to load the translator. The display mode of a translator differs depending on the driver.

Easily manage your ODBC connections with Advanced Installer by using the ODBC Page.
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System variables
System variables are strings that replace longer data references.

They already exist defined on the system and you can view them using the “set” command in
CMD.

ommand Prompt

mmon Files

Set Command

You can also access them from System Properties\Advanced\Environment Variables.

Crvironment Variables X

Lser vaniahles for theje

Variable Value

OneDriveConsumer ChlUsers\theje Onelrive

Path CAllzers\thejel\Appllatall ocal\Pragram<iPython\Python 8- 40 5cn. .
TEMP Ci\Users\theje\AppData\Local\Temp

™P ChUsers\thejehAppDetaiLocal Termp

Mew... Edit... Delets
Syctem vanables
Variahle Value
APPLOGSC ChUsers\theje\DesktopiNew folder (2)
asllag Dechinahion=file
ComSpec CAWINDOWS\system32\omd.exe
DriverDala CAWindows' System32) Drivers\DriverData
INTEL_DEV_REDISI CAProgram Hies (x88)\Common Files\Intel\Shared Libranes\
MIC_LD_LIBRARY_PATH SCINTEL_DEV_REDIST*compilerliblmic
NUMBER OF PROCISSORS 8
New... Ldit... Delete
QK | Cancel

Environment Variables View
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Classification:
User variables - found in: HKEY_CURRENT_USER\Environment

System variables - found in:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\
Environment

The system variables can be used directly in the package, using the reference type
[%ENVVAR].

You can also define new variables to be used by the runtime package.

Tables specific to system variables

Environment

Environment Mame Yalue Component_

Environment Table

Environment Table columns:

Name: The name of the system variable: the system variable is written or deleted depending
on the symbols that appear in front of the name -- there is no specific order for these
symbols.

Prefix Description

= Creates the variable if it does not exist, and sets it to the given value.
If the variable already exists, just set it to the given value.

+ Creates the variable if it does not exist, and sets it to the given value. If
it already exists, it has no effect on the value of the variable.

- Deletes the variable when the component is uninstalled. This
symbol can be combined with any prefix.

! Deletes the variable during the component installation. Windows
Installer deletes a variable during installation if the name and
value of the variable match the entries in the Environment table.
If you want to delete a system variable regardless of its value, it
is recommended to use the syntax “I”, and leave the Value
column blank.
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Prefix Description

* This prefix is used by Microsoft Windows NT / 2000 to indicate
that the name refers to a system variable (not a user). If no
asterisk is present, Windows Installer writes the variable as a
user variable. Microsoft Windows 95/98 ignores the asterisk and
adds the variable to the autoexec.bat file. This symbol can be
combined with any other prefix. It is recommended that
packages installed “per-machine”, write only system variables
(not user), using the * symbol in the name.

=- The variable is set at installation and deleted at uninstall. This is
normal behavior.

I- Deletes variables when installing or uninstalling.

=+,4 = These prefixes are not valid.

Value:

this column contains the value to be set as a formatted string;

if this column is empty, the variable is deleted; if the column is empty and the “-” symbol
appears in the name column, the variable is deleted when the component is deleted.

to add a new value to an already existing one, the value in this column must end with the

u_n u,n

prefix “~” and the separation character “;". ex: [~]; Value

to add a new value to an already existing one, the value in this column must begin with

u,n

the suffix “~", accompanied by the separate character “;” ex: Value; [~]

if the string [~] is not present in this field, the value in this column represents the entire
value to be set or deleted.

+ each row contains only one value; values such as Value; Value [~] are not
recommended due to unpredictability

+ if the field name has the character “+" as a prefix, then you must use the string [~] in
the value column; the two must be used together

Environment: - the key that uniquely identifies the record

Component: - a foreign key from the first column of the Component table; this column
controls the installation of the system variable through the component

The environment variables can be easily managed in Advanced Installer in the
Environment Variables Page.
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Properties

Properties are global variables that Windows Installer uses during installation, with
values defined either in the package or by the user.

Property Value

Al_BUILD_MAME DefaultBuild

Al_CURRENT_YEAR 2021

ALLUSERS 1

ApplicationFolderMame VideoLANVWLC
ARPHELPLIME https:/ fwwwovideolan.org..,
ARPPRODUCTICOM vlc.ico
ARPURLIMFOABOUT https:/fwww.videolan.org...
ARPURLUPDATEINFO https:/fwww.videolan.org...
| DefaultUIFont WixUl_Font Normal

ErrcrDialeg ErrarDlg

Manufacturer VideoLAN

ProductCode {5C081C2A-82EE-44F4-A3..,
' ProductLanguage 1033

Properties Table

Property classification

Private properties:

* used internally by Windows Installer and defined directly in the package
 their name includes lowercase letters

» the value of these properties cannot be overwritten at installation by using commands

Public properties:

» defined inside the package, they can be changed by commands, applying a transform, or

through a graphical interface.
* their names must not contain lower case letters

 usually, they are set during installation (eg INSTALLEVEL)

Restricted public properties:

» for security reasons, the author of a package may restrict the user from modifying public

properties

 if all of the following conditions are true, a user who is not a system administrator may
overwrite an approved list of restricted public properties

*  The system is not Windows 2000.
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The user is not a system administrator.

+ The package is installed with elevated privileges.

There is a predefined list of restricted properties and, listed below, are the most important:

ALLUSERS
INSTALLLEVEL

LIMITUI

REBOOT
REINSTALL
REINSTALLMODE

A software packager can extend this list (by adding these properties as the value in this
property) to include other public properties with the “SecureCustomProperties” property.

These five properties are required in a package:

ProductCode - a unique identifier of the GUID package

ProductLanguage - the language that the installer uses in the LANGID graphical interface

1
2
3. Manufacturer - the name of the package manufacturer
4

ProductVersion - the application version in string format (form: major.minor.build =
255.255.65535)

5. ProductName - the name of the application to be installed (maximum 63 characters)

The required properties must be listed in the Property tables. Properties that have a null value

are not listed in this table. Instead, they can be set directly through the program, custom
actions, or the command line. You can also use Properties in conditional statements.
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The Most Common Properties used in Packages

ALLUSERS
The ALLUSERS property determines where the package configurations are stored.

Windows NT/Windo ALLUSERS is not sct.

ALLUSERS —1 ALLUSERS — 12
ws 2000 (ALLUSERS="")
Per-user installation using folders | Not valid: returns an error stating the Per-user installation using
User access privileges. | in the user does not have enough access folders in the user's personal
user’s personal profile. privileges to install the application. profile.

o Per-user installation using folders o ) . o ) i

Administrator access in the Per-machine installation using folders Per-machine installation using

privileges. in "All Users" profile. folders in "All Users" profile.
user’s personal profile.

If the ALLUSERS property is not set, Windows Installer performs a per-user installation.

ARPNOREMOVE

If this property is set, the remove button will not appear in Add\Remove Programs. Its default
value is 0.

ARPNOREPAIR

When this property is set, the repair button in Add\Remove Program is not displayed. The
default value is 0.

ARPNOMODIFY

By setting this property, the change button in Add\Remove Program is not displayed. The
default value is 0.

ARPSYSTEMCOMPONENT

When this property is set, the package is not displayed in Add\Remove Program.The default
value is 0.

INSTALLEVEL

The INSTALLEVEL property sets the base level for all features whether they are installed or
not; a feature is installed only if the value entered in the LEVEL field (in the Feature table) is
less than or equal to the INSTALLEVEL property value.

If no value is specified, then it has the default value 1, and if the value in the LEVEL field is 0,
that feature is neither installed nor displayed in the graphical interface.
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LIMITUI

Setting this property leads to a very limited (basic) graphical interface. The default value is 0.

REBOOT

Setting this property suppresses the system restart request.

REBOOT value Description

Force The Ul always prompts the user with an option to reboot at the end of
the installation. If there is no user interface, the system automatically
reboots at the end of the installation.

Suppress Suppress prompts for a reboot at the end of the installation. The
installer still prompts the user with an option to reboot during the
installation whenever it encounters the ForceReboot action. If there is
no user interface, the system automatically reboots at each
ForceReboot. Reboots at the end of the installation are suppressed
(for example the ones caused by an attempt to install a file in use).

ReallySuppress Suppress all reboots and reboot prompts initiated by ForceReboot
during the installation. Suppress all reboots and reboot prompts at
the end of the installation. It suppresses both the reboot prompt and
the reboot itself. For example: It suppresses reboots caused by an
attempt to install a file in use at the end of the installation.
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ROOTDRIVE

Setting this property specifies the default drive of the application installation location. The
value of this property must end with “\”, for example “C:\".

More information about Windows Installer Properties and how you can edit them with
Advanced Installer can be found here.

Running custom code from the package

Custom Actions

Windows Installer comes with a number of standard actions. These actions are basically
pieces of code included by default in the operating system to handle operations like installing
files, registry and so on. But in some cases, these are not enough. When you need more
control, (e.g. when launching an executable during installation on the machine, calling a
special function from a dll, etc), you can resort to .DlI, .js, .vbs, .exe, and .ps1 files as sources
of various custom actions.

In these scenarios, it is most common to use VBS files, run by the Windows Scripting Host
service, which is available with any Windows version.

You can add these types of files as binaries included directly in the package, and pass the
source code of VBS directly in a custom action.

Once you have chosen the type of file and the reference method, you must schedule the
custom action in a running sequence (you cannot run a file if it has not been copied to the
machine yet).

Custom Actions sequence scheduling

InstallUlSequence - via the graphical user interface

InstallExecuteSequence - via the graphical interface or silently

1
2
3. AdminExecuteSeguence - when performing an administrative installation
4

AdvExecuteSequence - when installing or uninstalling advertised components

All the standard and custom actions from an MSI package are grouped in several sequences.
Each of them must be scheduled as part of at least one sequence.

This is mostly done automatically by the MSI authoring tool you use, but when you add a
custom action in the package, you will have to manually choose the sequence where you will
schedule it, so, the following information is essential knowledge for any packager.

The above Microsoft docs links and the one below from the Advanced Installer team provide
detailed explanations on the purpose and characteristics of each sequence.
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More details can be found here.

Custom Actions running modes

Custom action properties can be set in just a few mouse clicks in Advanced Installer.

Depending on the sequence you choose when scheduling a custom action, you will also be
able to configure additional properties for each custom action.

One of the most important properties of a custom action is the user account under which the
Windows Installer service executes the custom action code. Any MSI package can schedule
a custom action that runs under the current user account performing the installation or under
the SYSTEM account from that machine.

This in turn, affects the permissions the custom actions have. Usually, those running under
the current user have limited permissions (and we use them just to control the installation

logic, but not to modify machine resources) and those running under the SYSTEM account
can change any resource from the machine, like files or registry.

Immediate Execution

The action :

* is executed under the account of the user who started the action
* can be placed anywhere in the sequences list

* has the advantage that it uses the user’s account, and you can directly access its specific
settings

* the disadvantage is that the user’'s account often has limited rights which can block
some actions

* It canread and write MSI properties

Deferred Execution / System Context
The action:
* is executed under the system account

* can be placed in the InstallExecute sequence list, only between Installlnitialize and
InstallFinalize

* has the disadvantage that if you try to write in the user’s profile, it will not succeed
because it will be written in the “profile” of the system
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It cannot read and write MSI properties. CustomActionData property management is the
only way to pass parameters to this type of custom actions.

Deferred Execution / User Context

The action:

is executed under the account of the user who started the action

can be placed in InstallExecute sequence, between Installlnitialize and InstallFinalize

has the advantage that compared to Immediate Execution, it can be sequenced more
correctly

It cannot read and write MSI properties. CustomActionData property management is the
only way to pass parameters to this type of custom actions.

Rollback

This type of action is performed when the installation fails before it finishes.The rollback is
executed under the account of the user who started the installation and it can be placed
between InstallFinalize and InstallExecuteSequence, but it cannot run asynchronously.

Commit

This Commit action:

is performed when the installation is successful.
it is executed under the account of the user who started the action

can be used to clean the temporary resources left after a successful installation

Advanced Installer offers a quick and easy way to add your custom acti ons, and it
includes popular built-in solutions. More details about this can be found here.

Custom Actions Processing

oM w N =

Synchronous
Synchronous, ignore exit code
Asynch, Wait at end of sequence

. Asynch, No Wait
ustom Actions processing can be executed synchronously and asynchronously.
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The synchronous Custom Actions are executed in the same thread in the order of the
sequence. The following ones in the sequence must wait for the completion of the previous
one.

The asynchronous Custom Actions are those that open a new thread and run in parallel with
the main thread.

The two options check whether the installation has been completed successfully or not.

In a package, custom actions are performed during all three phases (installation,
uninstallation, repair). To avoid this, a specific condition must be set:

1. Installation Only: NOT Installed
2. Repair Only: REINSTALL
3. Uninstall Only: Installed AND REMOVE ~ = "ALL"

To combine these, use the “OR” operator. Other properties such as “AND” may be included in
the conditions.

Some frequently asked questions about Custom Actions can be found here.

System Search

Sometimes, during the installation of an MS], it is necessary to perform various checks on
the system to determine a few things: if an application is installed on the machine, or if we
need a path to the prerequisite in case we have to change a configuration, etc.

You can use a feature called System Search to perform these checks.

Windows Installer can search for a file, directory, registry, or component while installing a
package, this is done through an AppSearch action.

The AppSearch action searches the system for the signature of a file that is specified in the
AppSearch table. If the AppSearch action finds the file or directory on the system, it sets an
appropriate property with the location of the file or directory (also specified in the AppSearch
table).

When searching for a file, the signature of the file must also be specified in the Signature
table. If the file Signature is listed in the AppSearch table but not listed in the Signature table,
then it searches for a directory, registry, or INI.

The tables that populate when creating a system search (depending on the type of system
search that you want) are: AppSearch, CompLocator (for components), DrLocator (for
directories), IniLocator (for INI files), RegLocator (for registry), Signature (for files).

Easily add searches with Advanced Installer. Here is how.
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Upgrades

Applications get updated to correct various problems, change certain configurations or
improve functionality.

For MSI packages, this can be done through patches and upgrades.

According to the Windows Installer Software Development Kit (SDK), there are three ways to
update applications that are based on the Windows Installer technology, namely:

1. Patching,
2. Minor upgrades

3. Major upgrades.

Patching (using msps) is like installing an add-on to an already installed application to
update.

Upgrading (also referred to as a small update or minor update) is the process of re-installing
a new improved version of an MSI, over an already installed version of the MSI.

Major upgrades are represented by improved versions of the package installed normally
(they also take into account the uninstallation of older versions already installed on the
machine).

Setting up Upgrades is super simple with Advanced Installer.

Patching

A patch (.msp) is a file used to improve an MSI (if you can look at it like this). Unlike an MSI, a
patch contains only the information needed to update an installed version of an application.
It includes either an entire file (or more) or just bits of it to update a file(s).

Check out the Creating Patches article on our Advanced Installer User guide.

One of the advantages of patches is that they can be uninstalled, bringing the application
back to its initial stage. This way you avoid having to uninstall and reinstall the application (a
feature available in Windows Installer 3.0 and higher versions).

To uninstall a patch and revert the application back to its initial stage, use the following
command line:

Msiexec /package {GUID_OF_PRODUCT} /uninstall {GUID_OF_PATCH} /qgb
Where:
* {GUID_OF_PRODUCT} is the Product Code of the main MSI

* {GUID_OF_PATCH} is the Revision number field in the msp file Properties, Details tab.

O Powered by Advancedinstaller.com 66



https://www.advancedinstaller.com/
https://www.advancedinstaller.com/?utm_source=AI_Distribution&utm_medium=ebook&utm_campaign=MSI-Packaging
https://www.advancedinstaller.com/user-guide/upgrades.html#upgrades
https://www.advancedinstaller.com/user-guide/patches.html
https://www.advancedinstaller.com/user-guide/introduction.html

"8 AcrobatDCUpd2100120135.msp Properties o

General Digital Signatures  Securty  Custom  Details  Previous Versions

Property Value

Description
Title
Subject
Categories
Tags
Comments
Origin
Authars
Revision number {AC76BAI6-A440-FFFF-A440-0C15...
Contert created  15/02/21 - Mon 4:45 PM
Program name
File
MName Acrobat DCUpd 21001 20135 msp
tem type Windows Installer Patch
Folder path C:\Users'theje'\Downloads"Adobe /...
Date created 150221 - Mon 4:47 PM
Date modffied 150221 - Mon 4:45 PM

i 200 KD

Remove Properties and Personal Information

Patch Revision Number

By using a utility (such as Advanced Installer or other), you can create a patch from two
different MSls:

* one MSI containing the old versions of the files

* another MSI created by us (based on the old one) to replace the old files with the new
ones

A more in-depth article regarding Windows Installer patches can be found here.
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Upgrading

Upgrading can be classified as follows:

Type of  Product-  ProductVer- Description
update code sion

An update to one or two files that is too small to
warrant changing the ProductVersion.

Small The package code in the Revision Number
Update No change No change Summary Property changes. It can be shipped as a

full installation package or as a
patch package.

A small update that makes significant enough
Minor No change Changed changes to alter the.Product.Versmn property. It can
be shipped as a full installation package or as a

patch package.

A comprehensive update of the product

Major needing a change in the ProductCode property. It is
Upgrades Changed Changed shipped as a patch package or as a full

product installation package.

Applying a small update

A small update can be applied to an application either by fully reinstalling the application or
only partially by using the command line.

Fully:

msiexec / fvomus [path to updated .msi file] or msiexec / I [path to
updated msi file] REINSTALL = ALL REINSTALLMODE = vomus

Partially:

You need to find out which features and components are modified by this small update.

msiexec / I [path to updated .msi file] REINSTALL = [Feature list]
REINSTALLMODE = vomus

Applying a major upgrade

A major upgrade involves installing the improved package. Major upgrades have a different
product code than the original package and they must be treated as a new product, so it
installs like any other package.

msiexec / i [path to updated msi file]
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De-hardcoding and Variabilization

Often in our package, we have to reference directories, as well as existing or non-existing
files in the package. Some references differ depending on the user logged on to the machine
(for example the %appdata% folder). To sort this out, make the package more independent
from fixed values, by using dynamic values. The solution is made with the help of
dehardcoding and variability.

De-hardcoding

Hardcoding refers to references to various paths whether they belong to our application or
not. It is solved by referring to the existing properties in our package.

References to a Directory:

* [DirectoryNamelnternal]

* [SComponentName]

File references:

* long path [#FileName]

* shortcut [! InternalNameFile]

References to system variables: [%SystemVariableName]Property References:
[InternalNameProperty]

Variabilization

Variabilization refers to values that can be changed by the person installing the package,
even at the time of installation. In such cases, public properties are defined with the initial
values at the time of creating the package. They can be subsequently modified by the
administrator, doing an installation from the command line.

As an example, let's assume the property LICENSEKEY exists in the MSI. During installation,
the administrator can install the package with the following command:

Msiexec /i [path to msi.msi] LICENSEKEY=11111-11111-11111 /qgb
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Vendor MSI

Definition

Since many software manufacturers use Windows Installer, a large number of applications
(in addition to the well-known setup.exe) come with MSI files.

More about packaging options can be found here.

Seller Vendor Customization

It wouldn't make sense to recreate an MSI if an application already comes with an MSiI file.
Instead, it is best to customize it with the help of .mst files, and adjust it to be installed as the
user wants.

The possibility for customization does not mean that this MSI file can be 100% modified.
Consider any changes with great care to avoid altering the logical structure of the MSI.
Nobody knows how an MSI was created and the final result shouldn't be different from what
it was initially.

There are several options to find out how to configure the MSI to be installed as needed:

1. creating an installation log, and using it to identify the parameters sent to the MSI

2. using the various tools offered by Advanced Installer or Wise, to create the mst based on
the installation simulations

3. oryou can read/investigate the dialogs in MSI to possibly identify what is required for
each installation window.

MSI vendor do’s and don'ts:
* You can add and delete properties

* You can add and delete files, registry, services, shortcuts (paying close attention to not
damage the logic of the MSI)

* You can include Custom Actions, but deleting CAs is not recommended (at most they can
be commented)

* You should not modify ProductVersion, ProductCode, UpgradeCode from an MSI
(because they are needed for subsequent upgrades)

Most software vendors deliver the MSI file by default, but they can also deliver this file hidden
in the setup. In addition, they can also deliver msp files.

Depending on the delivery option, there are several vendor approaches to MSis.
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Direct vendor MSI

When a vendor directly provides an MSI, we customize it with a transform file (mst). At the
end, you need to perform some checks to make sure the installation with the MST behaves
the same as the original MSI.

To check the install behavior between the original MSI and the MST you can use one of the
tools mentioned in section 5.8 of this book.

Vendor MSI hidden in setup

Most manufacturers hide the MSI in the setup. To detect if there is an MSI vendor behind a
setup, monitor the Task Manager during installation. If the msiexec.exe process appears in
the list, it means that we are dealing with an MSI vendor.

To find where the setup copies of the MSI file are, we can use Procmon. Usually, Windows
Installer copies the files needed to install the setup (i.e. the MSl itself with its files and
possibly some configuration files) in the temp directory of the current user.

Once the MSiI file is recovered, a check is performed to see if the installation is identical to
the one made with the setup.

Vendor MSI with patch

In addition to the MSI file, the software manufacturer may deliver a patch-an MSP file that
fixes various MSI bugs.

The patch only contains the “improvements” to the MSI. It cannot be installed alone on the
machine. It needs to find the MSI to modify.

Modify an MSI vendor, from cab outside to cab inside, etc.

There are situations that require the transformation of an “MSI with cab outside” into an “MSiI
with cab inside”. There are two ways to do this:

* with a script
* by converting MSI to WSI

Windows Installer has a tool for modifying MSIs called MAKECAB.EXE. With its help and a
script, you can transform an MSI from cab outside to cab inside, and vice versa.
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There are just a few steps you need to take:

1. Perform an admin install of MSI: msiexec /a Name.msi TARGETDIR="c:\temp\
mymsi\”

2. Perform the transformation using the command line: cscript [WiMakeCab ...] / ¢ /
/ s / e [Name.msi], right from the directory where the admin install was made ("c:\
temp\mymsi\”), with the help of the exe and vbs files

u

The argument (s) is the one that turns the cable outside. Following the admin install, the MSI
files are expanded. If the command is run with / e --then it results in an MSI with cab inside, if

you use a command without / e - then you will get an MSI with cab outside.

Msiexec.exe commands

The executable behind the Windows Installer is msiexec.exe. This file is located in C:\

WINDOWS\system32 and can be used to control or repair the installation and uninstallation

of packages in the command line.

Installing a package
The argument for installing a package is Argument: /i

Command: msiexec /i Package.msi

Repairing a package
Argument: /f - is the argument for repairing a package.

Command: msiexec /f {ProductCode}

Uninstalling a package
Argument: /x - is the argument for uninstalling a package.

Command: msiexec /x {ProductCode}

Administrative Installation
Argument: /a - is the argument for performing an administration installation of a package.

Command: msiexec /a Package.msi TARGETDIR="C:\temp\yourdesireddrirectory”
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Creating logs

Argument: /I - is the argument for making a log.

Command:

* msiexec /i Package.msi /1 LogFile.log - log on installation
* msiexec /f {ProductCode} /1 LogFile.log - log on repair

* msiexec /x {ProductCode} /1 LogFile.log - log when uninstalling

OBS: Arguments are commutative, with the specification that after each argument, the

file (.log) should be passed).

corresponding information is passed (after an /i an MSI should be passed, after an /I a log

Applying a patch over a MSI

Argument: /p - is the argument for installing a patch over an MSI.
Command: msiexec /p Patch.msp -the command to install an MSP
The command can also be parsed together with an MSI:

Command: msiexec /i Package.MSI /p Patch.msp

Installation with MST

Command: msiexec /I Package.msi TRANSFORMS = Transform.mst

Check out more options and documentation regarding msiexec commands here.
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Active-Setup Mechanism

Self healing is one of the main features of Microsoft's Windows Installer technology. Self
healing leverages the Windows Installer database to allow for a full or partial reinstallation of
a product if the installation gets broken or corrupt.

Windows Installer addresses this feature through Advertised shortcuts. When the application
is installed, the self-healing feature is automatically activated if the application is launched
through the advertised shortcuts. Since the shortcuts point to a file from a feature, only the
components in this feature can be repaired. Therefore, if one of these components is
missing, Windows Installer will trigger an auto-repair for the entire feature.

If no Advertised shortcuts (or no shortcuts at all) are present in the package, but user
information and/or actions must be performed for each user, then you should use the Active-
Setup mechanism.

An exception to this rule appears if your package contains File Type Associations (FTA). An
FTA is basically a file extension you can associate with an application from your package so
that the selected program can perform certain operations (verbs) on the files with the
specified extension. First, a ProglD is defined, which can have any number of extensions
associated and each extension can define any number of verbs.

When FTAs are present in an MSI package, it doesn’t matter if you have an advertised
shortcut or not, the moment the user will do the action for which the FTA exists, the self-
healing mechanism will start automatically.

Advanced Installer offers a quick and easy way to view, edit and create File Associations
with a few clicks. Check out this tutorial.

Windows Active Setup is a mechanism for executing commands once per user during login.
When using active setup, the following keys are compared:

HKLM\Software\Microsoft\Active Setup\Installed Components\[ProductCode]
and
HKCU\Software\Microsoft\Active Setup\Installed Components\[ProductCode]

If the HKCU registry entries don't exist, or the version number of HKCU is less than the one
from HKLM, then the specified application is executed for the current user. So, when each
new user logs on, the operating system compares Active Setup keys between HKLM and
HKCU, and runs the command line in StubPath if the HKCU entry is missing or if the version
in HKCU is less than the one for HKLM.
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To implement Active Setup, please create the following registry hive:
HKLM\Software\Microsoft\Active Setup\Installed Components\[ProductCode]

When a user logs on for the first time after an Active Setup has been configured in HKLM, the
operating system compares Active Setup keys between HKLM and HKCU, and runs the
executable if the HKCU entry is missing or the version in HKCU is lower than the one for
HKLM. To update the ActiveSetup executable, just install a new version, and increment the
Version registry key (second registry entry above). After performing these steps, the next
time the user logs on, the active setup will run again for that user.

Active Setup is a solution for applications that require installation of components such as
files or registry keys on a per-user basis, but don't have any advertised entry points or other
triggers to initiate the installation process.

Want to know how to implement the self-healing mechanism in your package? Check out
this guide.

How to Create Basic MSls

Advanced Installer

Advanced Installer is a powerful authoring tool designed to help software packagers and
software developers.

It is GUI-based, and assists you to complete complex tasks in just a few clicks. As software
developers/packagers, you can focus on what you do best, without having to worry much
about the MSI structure, or specific rules, etc.

What | like most about Advanced Installer technology is that it comes embedded with best
industry practices in accordance with ICE Validation Standards and best behaviour gathered
from the tens of thousands of software engineers that have used it in the last 16 years.

It performs validation work automatically in the background for you to release top quality
packages.

How to Create an Advanced Installer Project

Creating a project is simple, and here’s a quick walkthrough of the process. Let’s say you
want to create a package to install a simple text file (i.e. a story you wrote).

1. Choose an already existing text file on your local disk or create one.
2. Name the file story.txt,
3. Open it inyour favorite text editor,

4. Type a couple of lines to give it some content.
Then, launch Advanced Installer. You will be presented with a dialog window where you will
be able to choose the type of project you want to create.
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Project Type

Gpon Java Installer Project
D simple w
Updates Simple
Professional
Add-Ins Enterprise
Architect

Advanced Installer Project Type Window

5. Select the “Simple” type.

6. Uncheck the “Use wizard..." option.
7. Press the [ Create Project | button.
8

The new project will be created and you will be able to edit it.

Save the project by using the [ Save ] toolbar button and choose the file name and the
destination folder.

Note: This folder will also be where your MSI package will be created. Give it an
appropriate name, like story.aip, for example.

When using Advanced Installer, avoid creating a project, copying it, and then using the copy
as a base for a new project. Otherwise you will have a duplicate ProductCode and
UpgradeCode.

Review this article on Product Identification to see why this is not the way to go -- you can
find the reasons in the “Copying your project files” section.
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How to Add Files and Folders

The most important step when creating an MSI package is adding a file or folder.

Switch to the “Files and Folders” page by selecting it in the left-side panel. The folders that
interest you most are “Application Folder” and “Application Shortcut Folder”.

In the Application Folder, you can add the files and folders used by your application (this
folder represents the installation folder). In the Application Shortcut Folder, you can add
shortcuts to your application pointing to a help file or to a URL. This folder represents a folder
in the “Start > All Programs” menu of the Windows taskbar.

Note: You can read more about these folders in the Install Parameters page.

Next, click on the [ Add Files... ] toolbar button, browse to find your project’s folder and select
the story.txt file you previously created.

Files, Folders and Shortcuts

Folders Mame Size Type Source
1% Target Computer | |storyt TKB  Ted Docurnent  ChiUsers\Mihai Peteu\Desktop'\Suithstory. bt
, Application Folder

Files and Folders Page

How to Add Registry

You can add registry keys and values to the install package in the Registry page. The keys
and values you can add to any of the hives are listed in the left pane:

HKEY_CLASSES_ROOT, HKEY_CURRENT_USER, HKEY_LOCAL_MACHINE, HKEY_USERS

To create a new registry key, use the [New Key] toolbar button, the “New Key” tree/list context
menu item, or press the Insert key while the “Hive” panel is focused. The new key will be
added under the selected key in the left pane.

When it comes to creating new registry values, you can use the [New Value] toolbar button,
the “New Value...” tree/list context menu item or press the Insert key while the “Values” panel
is focused. The Registry Value Dialog will pop up, where you can set the value’'s name, its type
and content.

To add registry keys, use the [Add Key] toolbar button, the “Add Key..." tree/list context menu
item or press the * key while the “Values” panel is focused. You will be prompted to choose a
registry key from your computer’s registry using the Registry Key Picker Dialog. All of the
selected key's subkeys and values will be added.
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To add registry values, use the [Add Values] toolbar button, the “Add Values...” tree/list
context menu item or press the + key while the “Values” panel is focused. You will be
prompted to choose registry values from your computer’s registry using the Registry Picker

Dialog.

To import registry entries from a Registration File (.reg), use the [Import REG file] toolbar
button to import registry entries from a Windows Registration File (.reg). Only files created
with Windows 2000 or higher are supported.

How to Build and Install
To build the MSI package:

Click on the [ Build ] toolbar button
A “Build Project” dialog will appear showing you the build evolution.

Once the build is complete, click on the [ Run ] toolbar button.

> w0~

A setup wizard will appear that will guide you through the install process of the “story.txt”
file.

Congratulations! You have created your first Advanced Installer MSI package.

By default, the story.txt file will be installed in C:\Program Files (x86)\Your Company\
Your Application.

Browse to that folder in Windows Explorer to check it out.

How to Remove an Installed MSI

You can remove an installed MSI either by going to the “Programs and Features” in the
Control Panel or by using the Advanced Installer application. Simply press the [ Run ] button
again without modifying anything and the Setup wizard will appear. Select [ Remove | in the
second screen and wait until the uninstall process is complete.

If you change anything in the project, pressing [ Run ] will generate a different package. The
only way to uninstall the old one will then be from the “Programs and Features” in the Control
Panel.

How to Edit Product and Company names

Now it's time to name your story, and we recommend you choose an attractive name. “Your
Company” or “Your Application” may not be the best suited names for the story you are
distributing. Let’'s change them.
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Switch to the “Product Details” page by selecting it in the left-side panel and edit them to
better values.

Product Details

Product Mame: Long Story
Product Version: 1.0.0
Company Mame: Story Teller

Product Details Page

Build and Run the package again to check the results. Don't forget to uninstall it afterwards.

How to Create Shortcuts

We need to create shortcuts to the installed files after Installing in Programs Files(x86) to
make sure they're easily accessible. For this scenario, we will create two: one in the “Start”
menu and another one on the desktop.

1. Switch back to the “Files and Folders” page.

2. Click on the story.txt file, and then, click on the [New Shortcut] toolbar button. The “New
Shortcut” dialog will appear, allowing you to customize the new shortcut.

New File Shortcut X
General
Namc: Long Story
Nescription:
Hot Key: PMone
Pin to taskbar; Enabled

Run Az Administrator

Prevent auto Pin to Start

Arguments

Paths

Shortout target: APPDIR \story. bxt
Shorkout folder: SHORTCUTDIR
Working directory: APPDIR Edit...| =
Display
Icon:
Run mode: Normal
Help | oK | Cancel

Shortcut Properties View
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3.

Change the shortcut name to “Long Story” and click [ OK ]. The new shortcut will be
added to the Application Shortcut Folder. That means that this shortcut will be installed in
the “Start > All Programs > Product Name” menu of the Target Computer.

To create a shortcut that will be installed on the Target Computer’s desktop, select the
Desktop folder in the “Folders” tree and click the [ New Shortcut ] button. A file picker
dialog will pop up, allowing you to select the target file of this new shortcut.

Select Installed File - o

Folders Marme Size Type Version Source

& Target Computer | |storytbt 1KE Text Document Chstony. b
Application Folder

File name: “story. bd”™
Files of type: All files (*.*) W
Feature filter: MainFeature A Cancel

File Selector

Select story.txt and press [ OK ]. After you change the shortcut name to “Long Story”, click
[ OK ] again in the “New Shortcut” dialog. The new shortcut will be added to the “Desktop”
folder.

Build and Run again to check the results, and uninstall when you're done.

How to Change the Product Version

In the future, you may want to release a new version of this story. Or fix some issues
discovered in the first release. This is super easy to do with Advanced Installer.

1.

Open the story.txt file using your favorite text editor and add a couple of lines to it, so that
we have an actual file change.

Then, switch to the “Product Details” page by selecting it from the left-side panel. Now,
edit the “Product Version” field to “2.0.0".

Product Version: 2.0.0

3. When building, saving or selecting another page, you will be asked to generate a new

Product Code. Answer “Generate new” if you want the new package to automatically
upgrade the previous version of the story (if found on the target computer). If you answer
“Keep existing”, the two versions will be prevented from being installed simultaneously on
the same computer.
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Wise Package Studio

Wise Package Studio is a suite of tools that allows you to create and edit packages,
transforms, patches, and more.

First Time Settings

Before we create MSI packages, we must install Wise Package Studio. Once installed, we
need to make some configurations.

One of these configurations is related to merge modules. To include these files in the
package, we must either populate the default directory of the Wise with merge modules, or
we must redirect to a directory that contains these modules.

You can do this with the Windows Installer Editor, Tools \ Options \ Merge Modules menu,
Default Merge Module Directory option:

Wise Opticns >

General Installation Expert Digtal Signature Prompts Advertising
Merge Modules  Wildeard Groups ~ Source Control ~ NET Assemblies  ExpressBuild

Defaultt Merge Module Directory:

“Wise Share Point'Merge Module

The following directories will be searched for merge modules when you click the
Add button on the Merge Modules page. To add a directory to this list, click the
Add button. To remove a directory fram this list, click the Delete buttan.

Directory Include Subdifs Add
C:Program Files {(x86)"Common Files\Mer. .. |l

Delete

G

Wise Options View
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It is also recommended to set Advertising options before starting any captures. Because dll
registration is done through registries, it is not recommended to have it be captured, since
Wise registers them automatically.

Wise Options X
Merge Modules  Wildcard Groups ~ Source Control  _MET Assemblies  ExpressBuild
General Installation Expert Digital Signature Prompts Advertising
Adverising Setting: Scan adverising information into advertising tables w

[ ] Defautt to rescan advertising for new compaonents.

8] Cancel

Wise Options View

The “Automatically add self-registration” option must be unchecked.

O Powered by Advancedinstaller.com

82


https://www.advancedinstaller.com/
https://www.advancedinstaller.com/?utm_source=AI_Distribution&utm_medium=ebook&utm_campaign=MSI-Packaging

How to Create a Project

After launching Wise Package Studio, you will be presented with a page where you can
choose the type of project you want to create.

B Wise Package Studio - Professional Edition = o b4
Edit Yiew Beports Help
{ o
it
i | N
Buoects  Tools
Saftware Manasgement " n
@) Sedtware Manager Furpose
Windows Installar Editor is an installation developmant system for creating and aditing Windows Installar packages. It is a complate and usar-friendly front and
Analysiz for generating Windows Installer database files, which are executed by the Windows Instalier engine, With Windows Installer Editar, you can create installations
i that are compliant with Microsoft's Windows 2000 logo program.
@-‘M#Wi‘ﬂ' k‘ﬂlwmdﬂﬂimwﬁf Editer to adit and refine that you've d from legecy or that you've d with SetupCapture or
polication i
Package Creation
X Note
&) Lagacy Setup Commerion if this toel is disabled, it means you da not have a license te use it. With Enterprise Managernent Server, it might alse mean you do not have parmission to use
¥ SetupCaphae it.
,7! SetupCaphee Conliguestion
9 Package Defrstion Overview
Customization Windows ingtaller Editor has three major views, each of which provides you with a different development environment.
Installation Expert
‘ Installation Expert [ets you create basic Windows Installer installations and provides an easy-to-use, task-onented user interface to set the most common
WiseScripl Ed‘“ installation tasks. Each page of Installation Expert lets you determine a specific aspect of your installation. For axample, on the Files page, you determine what
5 ImabalT ador filez are included in your installation, and on the Registry pags, you detarmine what registry keye and valuas ara crestad on the destination computer,
B9 Mobide Device Packags Eddor MSI Script
Q Upgradesync MS51 Script provides a powerful yet easy-to-use environment for editing Windows Installer installation sequences. A sequence s a set of actions that are
A Paich Cieation performed during a particular type of installation.
£ Coarenand Line Buldel MS] Script 1s easy to work with even if you are not familiar with the underlying Windows Installer technalogy. Just double-click the custom action you want to
add to your sequence or just start typing the action name, then fill out options for the action. A new line based on the action and the options you entered
Walsdation appears in the sequance at tha lecation of the last selected action. The resulting seguence is displayad in clear, readable statemants.
B Package Vakd Setup Editor W
Setuo Editor is 8 powerful view of vour installation. and using its advanced festures reguires croficiency in the Windows Installer develoomant snvironment or in
Conthcl Rerolution
v| (& Description

Wise Package Studio Main View

1. Select Windows Installer Editor

B ' Mew Installation File by

3 Eustu:um Templates

{1 Other Templates windows Device Driver “Web Application
{23 Import Tools Application

F T B

Server Application Pocket PC Palm &pplication
Application

Cateqories: Templates,/T ools:

Dezcrphan:

Startz a new Windows Installer package, with a uzer interface and necessary tables already defined.

File type
(®) Create standard M5 or M5M file that containg all binary and cabinet files,
() Create WS or WS project file that can be compiled inta an 51 or bS5,

Cancel

A

New Installer window in Wise Package Studio
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2. From the Predefined Templates, select Windows Application and click OK
That's it! The project is now created and you can start adding information to your MSI

package.

How to Add Files

The most important step in creating an MSI package is adding a file or folder.

1. Navigate to the Files page by selecting it from the left-side panel.

Page Wiews:
Windows Appdcation w
Project Definition ®

1 EJ Project Summary

| 4 Product Detais

[l teneral ntarmation
':j Add/Hemave Programs
[21 path variabies

Wl Resources

= Fealures

Feature Details 3

.\E Merge Modules

[® Files

3 Regietry

b HiFies

) Shortcuts

£ envronment vanabies

-5 Fie Assncanons

8] services

&3 oose

Target System 3
o System Requrements

._] Syalem Scarch

| Package Options E

q Untitled - Windows Installer Editor

File Edit ComponentRules Language JTools
DM s | B™

”

v

View Help

Flles

Add files to your instalation. Select the source folder or file(s). select the destination folder. then click either the Add Conterits o Add File button to compiete the operation.

Cumenl Frealue,

[ Deskten
+-4ls Nnelive
m & theje

| @ iy Librasics
+-uib Network
| & Chroms
¥ Chiuae Murmal
+ Frefon ESH
e fuldes

| B Destinatinn Compiter
| m (23 My Documents
=-(_ Progiam Fles
1 Common Files
<=3 Desktop
- Windows:

Installation Fxpert  MSI Script  Sefup Faditor

| Compete (1]

Audd Lontents

Delaits

S

-

- a x
™
Name - Size Item type Date *
= hdvanced Installer 16./ ZKB  Shorteut 1714
j%] advinst-dbclbaad.ms 141,004 KB Windows Installer ... 1711,
_'; digital-sign-no-pass.pfx 3KB Personal Informati.. 3727,
[y Firefox Setup A0.T.06sr.... IR 2KR  Application B/
j&] gonglechromectandal... S7T.793 KR Windowe Installer .. £/47
A Microsoft Edge 2KB  Shortcut 71
Q||pp.?.8.2.|||:laH=r.=:x= 3623 KB  Application T2 w
< ¥
Hame Size Type: Modified  Version
[ stom kst OKB TemDo. 8M4/202.
Operaliorr Dt Delail
Complie Test mremg Run

New Installer window in Wise Package Studio

2. Inthis window, the explorer tabs located in the top show the folders, files and overall
content stored in the machine. On the left you have the folders, and on the right, the

contents of a specific folder.

3. The bottom two tabs show what'’s present in the Windows Installer package. Again, on
the left, you can find the folders, and on the right, the folder contents.

4. To add files, select the file you want to add, in our case story.txt, and click the Add file

button.

Wise Package Studio will then create the features and components automatically..
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How to Add a Registry

To add a registry to your package:

1. Navigate to the Registry page in the left pane. As with the Files page, the page is split in

4 areas. The top two areas show registries and values that are present on your machine,
and the bottom panes display what will be added from the package.

2. Click the Add button.

A Registry Details window will appear where you can specify the registry root, key, name,
value and data type.

|

NESE & @8

File Edit ComponentRules Language Tools View Help

-

%

Page Views: Hegistry
Windows Application ¥ ;elic:t‘lhe !egn;y;eys'n:\dk:saluee_lhaal“ndl be added durng the nstallsbon. Uk the fdd buthon to create a new key. | he top et bowes dizplay the regizhie on pour computer and
2 8 tom bwo display ie b install.
Proiect Definition # L
ICurrent Feature: . P
= R Detail: XK
2 Project Summary cgisiy eialks
. Product Detaie General i L Data
3 2 .r:h. Conpulsg Preamissions
[Z] weneraintormation - SEE:—EL
nl
;.j AndRemave Frograms “ --ﬂ HKEH'_LD Operation: Createupdate key and value »
[ Path Varbies B HEEY_UY  Foat: HKEY_LOCAL_MACHINE ~
B Resources ) .
& Features Key' | Sultware |
Vil Name- [
Feature Details S o L |
B nerge untuies Diata Vahae: 1
™ Fies
Q Reqisliy AddVahes |
¥ iries ) Dectination C4
A Sinng Mhat,
@) Shorteuts T Hkev ol e el ?
;g. Environmant Variablae ! -;] HEEY_LU
-‘3_} File Agzociations e 10 “K[Y_Le
I HEFT_LIS
‘g HEMVIces i J . -
=) HEEY_UY 0K Cancel
e 03 hre x|
Target System ®
3 Syetem Requiramante
L] System Search
> Dalste 1. Drelate Val Details
package Options 2 v had ik o o
Inztallation Expert  MSI Script  Setup Editor Compile Test Debug Run
Wise Registry Editor Page
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4. Input the values and click OK. When finished, the registry will appear in the bottom view
area.

S Untitled - Windows Installer Editor - [m] *

File Edit ComponentRules Language Tools Yiew Help
(D& H|e s |[@ ™

ECTY
Page Views: 2 Reglstry @1
;'mmwsnml':nnn v Select the regisine keys and vales that wil be added during the installation. Click the Add bution o create a new kew. The top lizt boxes display the regisny on wour computer and
the bottom two display the ke 1o instal.
Project Defisition 2 Cusmerl Fealue. Il:'ull.ﬁx: i v
EJ Project Summary
) Product Detsi 2 My Computer Hame A Data

L] HKFY_[12S5F5_RONT
[ (2 HKEY_CURRENT_USER
-] HKFY_LNCAL_MATHINF

[E] General information
L) Adw/Remove Programs

[ eatn variabies [ () HKEY_USERS
I'ﬂ Resources
= Fealures
Feature Details E
T uerge Modules |
[® Fica
# Registry sadkeys | B Aadvaues |
é MIFibs 2 Destination Compiter Moms 1 Tas
Shortcuts [C3] HKEY_CLASSES ROOT )
#4 envronment Vanabies (11 HKFY_CUIRRFNT_LISFR (8] TestFiegisiy 1
2 b Assacations (7 [ HKEY_LOCAL_MACHINE
2] s = |
) seruices (2] RYEY_USER_SELECTABLE
@ oosc L3 HKEY USERS
Target System 3
' System Requirements
 Syatem Scarch J
] Diekete Ve Dt
Package Options 3l i

|| Installation Fxpert  MSIScript  Setup Editor

|| Complle | Test | mebug | Run ||

Wise Registry Editor Page
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How to Edit Product and Company Names

You need to specify a name and manufacturer for your MSI. To do this, navigate to the
Product Details page. There, modify the Product Name and Manufacturer.

& Untitled - Windows Installer Editor - a x
Eile Edit ComponentRules Language Jools Yiew Help
DE- e (@M,
Page Views: " | Pradurt Detalls ‘3 Lo
Windows Appication W 10 add the wetallabon’s meta data bo the Sotbware Manager database, enter ity Apphcabon and Package names and save the installshon, You can modiby Sppheabon and
Fackage names i Sothware Manager.
Project Definition ®
EJ Project Summary Appheahon: || |
,g Product Details Package: | |
r‘:_i t3eneral Informaton
i) Addiemove Prgrams Some of the meta data iz uzed duiing installation and in Add/Remowe Programe in the Control Parsl to identify the product to the end
[ Pain varianies uzst, Subsequent patches and upgrades alzo uze the meta data to idantiy the product.
& Resources Package Meta Dala
S Foliee HName Yaue Chende
Feature Details £ Product Tvpe
s Fruduct M ame My Appbegion
M Module:
g bt s Marmfaviuae Cagdnoun
L= Fiea ,
¥ Wersion 1.00
& Regstry i .
= = Default Directone Fragram Files\Deskiop
% MiFies s
) Shortcuts otk
£ envronment Vanabies Rposdon |0
_2) File Agsiiintingek Product Code {5220FB 34- | 6EA-43401-BCB 2-27 28| 4 3E5566}
‘ﬂ B e | arget Plattom
'@’ ODBC Apphicabon | ypa Wedd [non MET|
Installstion Target Windows-based deckilop/serer PC
Target System 3 Descriplion [
:! System Requirements
._] Syalem Scarch
Package Options B) L) Yottt o trwsinsareacs B i i B il v
| Instaliation Fxpert  MSIScript  Setup Editor Complie Test Dahiig Run

Wise Product Details Page

How to Create Shortcuts

We need to create shortcuts to the installed files to allow for easier access. So, let’s create a
shortcut in the Start Menu.

1. Start by navigating to the Shortcuts Page, and click the Add button from the right pane.
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ﬂ Untitled - Windnws Installer Fditor i M W
Eilte Edit Component Rules  Language Jouls Miew Help
&> @ .
Page Views: Shortizuts

| Windows Agpication i E}iﬁt:—u e Sheti 5 ik Dol o el s popelies. Uss the Delete bullon

Project Definition F Cunitid it s R
@ Project Summary d

4 Product Detais Name
™) Ganerai nfosmabe meﬂm:ammmhmrﬁm Shortcuta can be croated for flea within
D . - ; lation or for filea on the deatinati wputer auch aa notepad. Chooace the shorteut type

i} Acamemove Programs
[ Pam vananies

'8 Resnurces

&3 Features Mmudﬂmcmcmﬂymnﬂrﬂml&mum\hedeﬂup These shortcuts will

b fled when an i d and will perform ir demand when
actrvated.

bl Addventised

Feature Details x

T8 Meroe Modules
[® ries ) Cormmmand Line
# Regatry
% miFics
) Shorteute
ﬁ Environment Variablee Shnricut Mame:
=D Fie Associations
8] services

& oosc

Target System x < Back | Cacel

W System Reguiements
£ system Search

t on the deshinabon machir

Corrnand Line:

Package Options Allw

| Ingtallation Expert  MSI Script  Setup Editor ‘||. Compile | Test | Debug Run |

Wise Shortcuts Page

2. Keep the default settings and click Next.

o u

Eile Edit ComponentRules  Lsnguege Jouls Miew Help
- IS

Page Views: Shorlculs

| Winduwes Applcation ~ ;U:::::-:n R . Pk Details el il pruperties. Use the Delele bullon

tor e n

ws Installer Fd

Project Daefinition ]

E Project Summary
4 Produet Detate Name

& Zelect one of the filea in your inatallation from the kst bedow. Only those filea that you have sclected
et 1o be natalled wil be isted.

Cuarent Shorlcul File Selection

Delats

L) AdaRemove Programs
14 Pam variabies

' Resvuices

= Fealures

Dielete

Feature Details £

E Werge Modules

[ Fics

o Regitry

% HiFles

i) shorteuts

&4 enviranment vanabies
=5 Fie Assnciations

%] services

& opsc

Target System 3 | < Bock |_Nﬂh | Cancel

_3 System Requirements
] cystemSearch

Package Options Al

| instaliation Fxpert  MSISeript  Sefup Editar || compie | Test | peug | Run |

Wise Shortcuts Page
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3. Select the file for which the shortcut will be made. In our case it's story.txt. Then, click

Next.

[ile [dit Component

Language Tocls

View Help

e

Page Views. Shoricuts T |
| MWSW = ;foh‘, shoal New Shorteul w Hick Detail: to cdit itz propertics. Use the Delote button

Ergel delinn £ Cunsnt|  Shorteut Destination Dircctory

£ project summary

2} Produc Delails M Dotads

E='J General ki formation Select a destnation directory for the new shoetout from the hist below.

8 4 ditown Somare e :

|1 roth Variablea i

{22 Deshiow Delete
& Resourcca L | Favortes
& Featuree FH2 Local Settings
- ({T] MetHood

Feature Dietails 2 - [ PrintHood

E Merge Hndies 22 SendTo

5 Fies - Stant M

& Reuisicy B oo

% MiFies 20 Stalup

™ Shortcuts —{] SheliNew

z

ﬁ Environment Variables {::l Kot b

-3 Fic Associations e,

(%) servicee i

&} oosc

Target System By < Back . Cancel

W system Requirements

£] system Searcn

€ 3

Package Options £ 1

|| Installation Expert MSI Script  Setup Editor ||| Compile | Test | Debug | Run |

Wise Shortcuts Page

4. We also need to specify the directory where the shortcut will be created. In our case, we
configured the shortcut to be placed in Start Menu\Programs. After you choose your

directory, click Next.

o

DEE |08y

Ede [dit CampomentRules Longuage Jook View Help

~

Page Views:

Windows Appication v
Propect Definition ES
Bl propeet Summary
2 Produd Delads

[E] General ntaematan
L) AsdRemove Programs
[ Path Variables
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=3 Features
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B uecge woduies

™ Fies

8 Registry

b niFks

) Shortcuts

& Envranment Vanabies

-2 Fie Associlons

18] services

3 ooac

Target System &

4 Sysiem Reurements
,_] Lystem Saaneh

Package Options 2w’
|| Instslistion Expert  MSiScript  Setup Editor

Shortcuts
The sh sted below will be instaled. Chck Add to cieate o
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Cistent Faatse [Completn (1) |
Shertcut Details
M e
[ sto Manne [yt
Tougea Fie oty bk
Dest Dwechony. | Windaws\Profles’Star MenuPrograma | Hew Folder
i [
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‘urking Diecloy. | cnooss
Show'windowe | Nesmal
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<
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Compile

Test Debug Run

Wise Shortcuts Page
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5. If you have any additional arguments or settings, configure them here. Otherwise click

OK.

ﬁ Untitled - Windows Installer Editor

File Edit ComponentRules Language Tools Yiew Help
DEl & o | @M

Page Wiews:

Windows Applcation
Project Definition
EJ Project Summary
&) Product Details
[E] General information
(L) Addiemove Frograms
[ eatn warianies

i Resources
= Fealures

Feature Details
E MWerge Modules

[ Fica

o Regitry

B Wi Fies

I shorteuts

£ envronment Vanabies
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@ oosc

Target System
ﬂ System Requirements
._] Syalem Scarch

Package Options

£

"

v

Shortcuts
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Cumienl Fealue, !Duud':h: il v

Lieshnakion Diecton
‘Windows'ProfileshStart Meruh\Programs

N ame
B

< 7

Instaliation Fxpert  MSISerpt  Setup Editor | complie Test Damig

-

The shoncuts isted below will be installed. Chck Add 10 create shontcus for files in vour installation. Select a shorcut and ciick. Detail: to edit its properties. Use the Delete bution

Details

Delete

Run

Wise Shortcuts Page

6. The shortcut will now be created when the package is installed on the machine.

How to Change the Product Version

At some point, you may need to release a new version of the story -- including fixes to some

issues discovered in the first release.
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1. Switch to the Product Details page by selecting it in the left-side panel. Then, edit the
Version field to “2.0.0".

S Untitled - Windows Installer Editor - [m] ®
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Wise Product Details Page

Note: When changing the version of an MSI package, the Product Code must also be
changed.

2. Select the Product Code and click the Change button.
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3. Wise Package Studio will warn you that if this is an upgrade package, you shouldn’t
change the upgrade code.
In our case, this is a newer version of the package, so we will click NO.
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M anfaciue Cavtpun
Wersion 200
Default Directory Frogram Files\Deskiop
Package Path
Repositan (11
Product Code I{?FMEB?E-EW&]SZ—BBE[I-CD 54493300617

| arget Plattormn

Applicabion 1ype
Installstion T argat

W2 [non MET |
Windows-baced dacklop/server PC

Dascription

I Mt incdade o iesnmeares lies when savinn [ RST anl

Complle Test Demig Run

éh

Wise Product Details Page

4. Once NO is clicked, Wise Package Studio automatically generates a new Product Code. A
new version of the installer is now properly configured.
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How to Build and Install

1. To build the MSI package, click navigate to File > Compile or F7.

i | |

Compile

Test Ctri+ T Shscquent patches and upgiades also use the meta data to identify the product.
Mebug Cird+F
Run e HMeta Data

Mams Wl
1 CA\Users\...\BROT0070.msi b Tope
2 CAUsers\...\BROT00794.msi } Name My Appication
2 Ch\Users\...\Google Chrome.msi L e Caphpon
Exil 2nn
3 TS vt Direchoos Frogram Files\Diesktop
@ Hackage Hath
£ Environment Variablee Reposton
D Fis Associations Product Code [[TFAAERTE ERS 02 O0E D CORTATEEICET] |
B Carvicas Taeget Platform
§ DB Application Type Win32 (non MET)

Installstion Target Windows-based desklopdserver I'C

Targer System S Descrotion
W system Reguirements
2] System Search
Fackage Sotions ) [ [P TP — Ty VY]

Ingtallation Expert MSI Script  Setup Editor

@ Untitled - Windows Installer Editor - o ®
File Edit ComponentRules language Tonols  Wiew Help
0 Mew Ctele N
& Open.. Cl+Q et Detalle % “
Irmprut b
Close he wetallahon’s mefa data bo e Sotbware Manager databace, entes e Apphcabon and Pack age names and save the mctallahon. You can modby Applicabon and
& narmes in S otbeare Managsr.
H save Ctrl+§
Export to XML...

. L the meta data iz used duing installation and in Add/Remawe Programs in the Conbiol Pand to identify the: product to the end

Compile

Test Dabug |

Compile the project in Wise Package Studio

2. A window will appear asking where the MSI should be changed. Type the MSI name and

save it to the location you wish.

E Save As

Savein: | I Desktop

* . OneDrive

Quick access

v| @ & e M~

Libraries

a
¢ -

MNetwork

[Critied S|

File name:

Save as type: I-hstaller Databases ("msi)

Save location dialog
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Congratulations! You have created your first Wise Package Studio MSI package.

Now, if you navigate to the build location and try to install the package, all of the previous
settings will be applied on the machine.

45 My Application Setup — *

Welcome to the My Application
Installation Wizard

[t iz gtrongly recommended that you exit all windows programs
befare running thiz zetup program.

Click Cancel to quit the zetup program, then cloze any programs
wou have running.  Click Mesxt to continue the installation,

WARMIMG: Thiz program iz protected by copyright law and
international treaties.

IJnauthonzed reproduction or digtribution of thiz program, or any
portian of it, may result in zevere civil and criminal penalties, and
will be progecuted to the maximum extent pozsible under law,

¢ Back b Newts 4 | Cancel

The resulted MSlI installer
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Capture/Repackage EXE installers

Repackaging Best Practices

Repackaging allows you to create projects based on capturing existing installations.The
installation repackaging operation focuses on monitoring the file system and registry
changes performed by the monitored installation.

o e

s generated while
ma i installation of the
legacy application.

Launch the
Repackagar

Select legacy

package x| |rstaller

———— e

Repackager flow

After repackaging an installation, you may need to perform some adjustments to obtain a
working installation package.

When should | repackage an installation?
We recommend that you repackage installations only for these specific scenarios:

* To create consistent, standardized, and customized installations: Repackaging an
installation so that it adheres to your organization’s standards reduces the cost of
supporting end users’ desktops.

* To create silent installations or limit the options available to end users: This streamlines
installations and eases application deployment.

* To migrate installations to the MSIX format: Migrate legacy installers to the latest MSIX
packaging standard. Repackaging those installations lets you take full advantage of the
latest features. Also, Active Directory deployment, SCCM, and Intune require the MSI/

MSIX format.

New to MSIX? Check out the Free MSIX Packaging Fundamentals Ebook.

Tips for an optimal repackaging result

* Repackage in a clean environment.

* Launch the Repackager remotely or install Advanced Installer on a clean virtual machine.
* Use the Repackager interface to exclude unwanted items from the new package.

* Close all other applications that might create noise during the repackaging process.
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Repackaging in a clean environment

To avoid capturing unwanted modifications produced by different software running on the
PC, repackaging should be performed in a clean environment where only the OS is installed.

The Repackager can be configured to capture an installation running on your local machine,
where Advanced Installer is installed, or on a new virtual machine (a much cleaner system
which can yield much more accurate results).

It is strongly recommended to disable anti-viruses, firewalls and Windows updates on the
machine you will use for repackaging. This is because any system software working in the
background may generate changes that could interrupt or clash in the newly created
package.

If during the repackaging operation the system restarts, don’t worry, the repackaging
operation will continue its process after the system restart.

Clean image

Description
Most of the older software isn't based on the Windows Installer technology.

To benefit from the advantages offered by the MSI technology, they must be transformed into
packages (msi extension files). Moreover, it requires monitoring for what is actually installed
on a system (files, registries, shortcuts, services, etc).

There are specialized tools that capture everything a setup adds to a machine, after the
system’s analysis resulting in msi files. For testing, if the capture’s result is identical to the
original setup’s capture, you need to go back to the original state of the system. In technical
terms, this state is called a Clean Image (clean meaning that the application is already
installed).

Necessity

As we've stressed before, when you want to repackage an application, you need to consider
the following: the system where you will capture that application has to be as clean as
possible.

A clean system (also called a clean image) contains mainly the operating system and almost
nothing else. Because of this, when the capture is made, there's little to no interference with
the system.

Note: Even commonplace applications like screensavers, could interfere in the capture.

If applications have dependencies, we won't be able to use a 100% clean image, but we can
try to keep the system as clean as possible by following these steps:
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» Stopping all applications

* Stopping all unnecessary services

* Emptying the Recycle Bin

* Deactivating screensavers

* Deactivating the antivirus

* Deactivating any programs that are running in the background

If needed, you can add software or customizations before starting the capture of an
application (Environment variables, Firewall Rules, etc).

Local vs Virtual Machine

There are various ways to repackage an application and the process you choose to do so
will depend on your repackaging tool and whether or not you have a virtual machine or a
hypervisor solution.

We'll use Advanced Installer to go through some options to see which ones are the most
practical.

Repackage on the host machine

Since best practices recommend to perform the repackaging on a clean vanilla machine, you
need to rebuild the host device after every attempt to repackage an application - and that is
not a quick step.

This is the reason why nobody really uses the local host machine to repackage an application
unless it is needed (i.e. with hardware dependent application). In the past, though, that was
the only option, which made repackaging an application far more time consuming than it is
now. Today, IT Professionals save time by setting up multiple virtual machines with a single
host device and running them simultaneously.

You can achieve this by having Advanced Installer installed on your host machine. Once you
launch the Advanced Repackager and select the installer you want to repackage, all you need
to do is click on the “Start Local” toolbar button to run you through the repackaging process.

Repackage directly on a virtual machine

All the hassle caused by rebuilding the local host devices after every attempt to repackage an
application is now gone. New tools, including but not limited to VMware Workstation or
Microsoft Hyper-V, sorted that out. With them, you can create snapshots and revert your
Virtual Machine to any previously created snapshot in no time.

Just make sure you have Advanced Installer Architect installed on the virtual machine (the
one used for repackaging the application), instead of having it installed on the host itself.
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Same as above, you have to use the “Start Local” toolbar button to run you through the
repackaging process.

Connect and repackage on a virtual machine

The Advanced Installer’s Repackager supports integrations with VMware Workstation,
VMware vSphere, and Hyper-V virtual machines.

This means you can connect to any snapshot of the virtual machine and fire up the
Repackager from there; all of this within the Advanced Installer’s interface installed on the
local host.

Just click “Start in VM” from the toolbar to open the list of configured virtual machines you
can connect to and repackage your application.

Step-by-step instructions

In the Advanced Installer user guide, you can find step-by-step tutorials that show you how to
repackage an application on the following machine types:

*  VMMWare virtual machine

* Hyper-V virtual machine

* VMWare VSphere

The tutorials will also guide you on how to edit your virtual machines profiles, so you don't
have to go through the process of manually copying and reverting your machines during the
repackaging process.

Using a virtual machine when repackaging

For a faster repackaging operation, we recommend to use virtual machines, due to the fact
that they allow you to quickly revert to the same state, ensuring the same conditions for the
repackaging operation.

To have a better repackaging experience with VMware and Hyper-V virtualization providers,
you must install Advanced Installer tools. Avoid having to install the tools every time, by
copying and installing Advanced Installer Tools (osprovision.exe) from the following location,
then saving the snapshot:

C:\Program Files (x86)\Caphyon\Advanced Installer 15.4\bin
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This is a representation of the flow for using a virtual machine:

One-time VM Setup

® Install Advinst Tools
* Make Snapshot

T Revert VM to the clean shapshot

New VM . Clear VM | Repackagean i""‘““"““‘; Modified
(Hyper-Vor Disable Windows Update Snapshot VM
VMW&I’Q) ® Disable antivirus

If you're using Hyper-V as your virtualization provider, make sure that you select the standard
checkpoint option when creating the checkpoint so that the installed Advanced Installer

Tools service can be properly captured .

B Settings for Win10-17704

Win10-17704 o

[ -

¥ Hardware

% Management

t#, Checkpaints

:I_'| Mame

|:| Integration Services

Some services offered

- ckpoints
Standard

'?-E' Smart Paging File Location
E:\Wirtual Machines\WIN 10 17704

E‘, Automatic Start Action
Restart if previously running

E Automatic Stop Action

save

You can configure options for checkpoints for this virtual machine.
Checkpaoint Type
Enable checkpoints

Select the type of chedkpoint that will be created when users choose to
checkpaint this virtual machine.

() Production checkpoints

lUse backup technology in the guest operating system to create
data-consistent chedipeints that don’t indude information about running
applications.

(®) standard checkpoints

Create application-consistent checkpoints that capture the current state of
applications.

Use automatic checkpoints

Checkpoint File Location

Choose where to store the checkpoint configuration and checkpoint saved state
files for this virtual machine.

E:\Wirtual Machines\WIN 10 17704

& The chedkpoint file location cannot be changed because the virtual machine has at

least one checkpoint,

Cancel

Hyper-V Settings
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Packaging and deployment of desktop applications for enterprise customers is a
challenge. This is why we created a handy checklist for you to follow the Enterprise
Packaging Recommendations.

Testing packages in System Context

If you are repackawging applications, chances are you will use some kind of infrastructure
management tool (IMT) to push them in your infrastructure .

There are a lot of IMTs out there, but the most popular (and widely used) are:

* Microsoft Endpoint Manager Configuration Manager (MEMCM), formerly known as
System Center Configuration Manager (SCCM)

*  Microsoft Intune

There is one general rule that applies to most IMTs: all software installations are performed
via the system context (as referred to by the IT Pros).

What is the System Context

The system context refers to the LOCAL SYSTEM account, or NT Authority\System. The
LocalSystem account is a built-in Windows Account. It is the most powerful account on a
Windows local instance, more powerful than any admin account on that machine.

Most of the services from a Windows machine run in the system account -- the account with
the highest privileges.

What is PSEXEC

A tool called PSExec must be used to access the LocalSystem account. PsExec is a
command-line utility for Windows which allows administrators to run programs on local and
remote computers. It's part of Sysinternals pstools suite built by Mark Russinovich.
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How to access the System Context with PSEXEC

Once you download and extract the Sysinternals PsTools Suite, you will find the PSEXEC.EXE

8 PSTools

8 New folder

4~ | [ « Desitop > Downloads » PSTools

m Apple Name B Type

m Backup I: ' Eula.txt 2 8- Thu &5... Text Document

BB Contacts AW PsExec.exe «  Application

BB Creative! B Psbxectd.exe : ..  MApplication

v [ Desktop Application

~ [ Downlo Application
im 2021 ¢
. hkcu
= Image
BB Packa
BB Packa
[

Bl PSToo

Application
B PsGetsidbd.exe 2 18 - Tue Application
EH PsInfo.exe 0 6- Tue &:3.. Application
HH Psinfobd.exe 0 G - Application
Ol pskill.exe 6-Tuelli.. Application
R pskilled.exe 28/06/16 - Tue 11:...  Application
EH pslist.exe 6-Tuell:. Application

HH pslistfd.exe z 6-Tuell:.. Application

28items | 1item selected 331 KB |

PSTools structure

To get into the System Context:

1. Open CDM.EXE as an Administrator

2. Type the following command: %pathtopsexec%\psexec.exe -s -i cmd

Administrator: Command Prompt
p

cmd

Run CMD with PSExec

3. Click Enter
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A new CMD window should appear. If you type whoami in the new CMD, you should appear
as the NT Authority\System.

M. W
BN Administrator: CAWINDOWS\system32\cmd.exe — O X

e P
L Y . I

CMD elevated with NT Authority\System

From this new CMD (which runs in the system context), it is recommended to install your MSI
packages using the msiexec.exe commands. If tests are successful in this context, it means
that the application can be safely deployed within your IMT of choice.

It is important to understand that in infrastructures, software packages are not installed
within the user context. Moreover, in most infrastructures, users don't have administrator
rights to install or change anything on the system.

For example, if you have a package that places user registry or user files, you always have to
use advertised shortcuts or the Active Setup mechanism. This will ensure that user data will
be applied to all users.

It's also good to understand that if you want to perform changes in the current user context,
it will be tricky and you will need to use alternative solutions.
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Advanced Installer

Capture with Advanced Installer

With the Advanced Repackager opened, you have two options:

1. Capture a setup file

2. Session monitoring

By checking “Session monitoring”, the Advanced Repackager will perform an initial snapshot,
wait for your input to continue (e.g. perform any changes on the machine on this step), and
then take a second snapshot of the system.

In this example, we are going through a VLC capture, so we can leave the “Session
Monitoring” option unchecked.

Once the Capture Setup button is pressed, the Advanced Repackager asks for the installation
source file. In our case, we selected the vic.exe.

Al ; = | Advanced Repackager 18.5 (b4 bet) = a x

‘“ Home View Tooks
Open recent applications

s ) Advanced Installer
B REPACKAGER

Recent application Version

Start something new

F [56F repackage vs. import

Your Application
MNotepad + +

Your Application

SEaisn MERIERAA e

B g
iR g

MNotepad++
CAUses el Desktog Dawnioadiishhotesad

FileZilla

Open Advanced installer for more packaging options oY RO

How-tos Resources HaoZip

e B Give feedback S\ serhager

L Support x Community HaoZip
S\Users\theje\De

Advanced Repackager Main View

After the setup file has been selected, the Advanced Repackager gives you the option to
configure additional settings, or create other installation profiles. These options are intended
for senior IT Pros. In our case, we left everything as default.

As we are going to discuss in the chapter Local vs Virtual Machines, you can edit your virtual
machines profiles with Advanced Installer and it takes care of everything.
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By adding a virtual machine profile, Advanced Installer can be configured to automatically
revert to a clean image, start the capture on the machine, retrieve all the information
gathered during the process and close the virtual machine. In our scenario, we are already
performing the capture on a clean machine, so we are going to click “Start Local”.

SAN=ERS [F - = | Your Application - Advanced Repackager 18.5 (64 bit)*

‘“ Home View Tools
. ]_I
Default b 4 [
> Elca | mmy

Start Startin Start In
Local WM~ Docker~

—— i i
=== Configuration Manager

Scan Configuration Capture
Session Properties
Current —
R History i) Package Information  [[E7] Options

I:i Session Monitoring

Packages

Setup Path: C:\Users\theje\Desktop\Downloads\vic-3.0. 16-win32.exe

Command Line:

Additional packages

Advanced Repackager Main View

The Advanced Repackager asks for a location to save the repackaged output project. Select
the location and name of the .rpp file and click Save.

™ BB < Advanced Installer > Projects > enwvvaniable »

Organize - Mew folder

v [l enwvariat Name Date modified Type

B 0-File B I-Files - Wed 7:41PM  File folder
B Vour Ap
B8 msi-cach
B msi-Setu
BB powersh:

BB powershe

BB Vour Application-Files / - Sun 12:04 AM  File folder

asdsadasdas.rpp REAPER Project File

a dsdasdas.rpp REAPER Project File

IiLrpp -Wed 7:41 PM  REAPER Project File

Your Application.rpp Sun 124 W REAPER Project File

File name: | VLCMediaPlayerCapture|

Save as type: | Project files (".rpp)

# Hide Folders

Repackage Project Save Location
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The Advanced Repackager automatically finds services and applications that could interfere
with the capture and gives you the option to stop them before continuing with the capture.

Checking Target Machine State *

[ 1ssue Status
Running Services

] windows Search
[]  Microsoft Defender Antivirus Service

Pending restart operations detected
[}  Pending system changes

Active Antivirus software detected
[ windows Defender

Other applications are running

Fix Refresh Ignore[ 8]

o Select an issue from the list to see spedific automatic actions, or possible fixes,

Target Machine State Window

Here's where the first system scan starts. When this is finished, the installation of the VLC
media player automatically starts.

| i [+ = | VLCMediaPlayerCapture - Advanced Repackager 18.5 (64 bit) o ] x
Home View Tools
Default = o
- C 2
== Configuration Manager ~ StoP
Scan Configuration Capture
Session i Properties
Current
History ? Package Information Options
"] Session Monitoring
Packages
Setup Path: C:\Users\theje\Desktop\Downloads Wc-3.0. 15-win32.exe
Command Line:
Additional packages

Ef Runlog L% Notes ¥ Saeenshots

<< Advanced Repackager 18.5 build 72347934 >>

Checking machine state

SIErng SYStem scan...

Capturing system state...

Processing the initial system snapshot...
Installing packages...

Proccess 24432 CPU usage = 0.000000%

Proccess 24432 CPU usage = 0.000000%

Advanced Repackager First System Scan
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e o =)
2 conigunsinamnge
Sean Canfigurstion Capture

Session Froperties

S
; Hstory. B akan Srlormaten [57 cgbons

]

Packages
setip Path: Eierathepe DesknosDovwnicadspic-3.0. 16 wn S ene

Coammand Line:
Addtonal packages
il Lingusge

Flease celect a language.

Procoess 2432 CFL usege w 0. 136066%

Initial System Scan finished

Next, we install VLC. In our case we went with everything as default.

Installer Language >
:" Flease select a languaage.
English e
Cance

App Installation

Once the installation of VLC Media Player is finished, the Advanced Repackager asks if you
are ready to proceed. If any additional changes on the system must be performed, you can

make them and click OK when finished.

=

Information

Are you ready to proceed ? Press ENTER when ready to
continue the operation.

Advanced Repackager confirm window to continue with the system capture
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Then, the second system scan starts.

Iame View Toalt

g | H D [0 8 | UCMeduPlayeiCaptuce - Advanced Repackager 18.5 (4 bet)
E ¥

e — -

3= Configuntion Manager  Stop

Saan Condiguration Capture

Session

Current
Histery

3 anten Cf votes @3 Soreenbons

Ropuiks
¥ Paduage Informaton [ psorn

[Procosss 7413 CPU usige. = 0.000000%
[Procoess 74412 CPU ussge. = 0,000000%
[Procoess CPJ ussge: = 0.000000%
[Proceess 24432 (PU Lsage = 0, 195119%

[Proceass 2432 CPU Lsage = 6. ATULE%
[Proccess 5160 CPU useoe = 0.000000%
[Proceess 24432 (PU Usage = 7 ERRAIINY
[Proccess 1432 CPL aage = 1.482124%

et procoess created, panent = 24432 , pd = 5160, name

Proxerargg rolectrd dati o= prote et .

[ Sesm0n Menitoeng
Packages
Stap Pathc T e Pk tep Pomrianct 1.0 15w 32 ar
Command Line:
ATISONN DVEAGH
fencachegen an = "CProgran Fles VL e cachy o AN Cpugne

Advanced Repackager Second System Scan

A @E-~
Home View Tecls

Diefault

Sexitam

Ho Template

Templates

[ M&I Package
*  [C] MEDUAPRY Package

NewTemplate ¥ [ apey package

Bt

] Current

Mistory
1H] 2021-08-0013-11-45

Th Runtog CF Motes 03 Sresncho

 Bepackagersersion  VLCMediaPlayerCapture - Advanced Repackager 183 (84 bt

Session

Msix App

Bl & P

Bud  Trace

Generate Cpen in Aduanced
Repen Instalier

|| Detans

|y informasen ¥ el Sineture (171 Fies andFolders 53 Regetry (B Swstem

Package
Bl Your Application
Versions L0

Fublisher
1 CH=inar Compary
et Your Compeny.

Session Detanls

Scan configuration:  Default
Torgel machine:  Local Madhne

Procoess 24432 CPU usage = 0,390157%
Frocoess 24412 CPU usage = 6.787618%

Téew procoess = 24302, pd = 5160, name = vic-Cache-gen.exe | command Ine = "Loprogram Fles [xat] ndeol AN LC o cachegen.exe” L ifrogram Fies (s idecl ANILC Tphugns.
Proccess 5160 CPU usage = 0000000

Proccess 24150 P sage = JBRREIIN,
Fromess 24432 CPU usape = 1 452929%

arested, parent

perCaphure Flesifour Applcationfour Apphcation. ok

'O [N OCBLE MOMHEE ...
ol syslem state..,
Priahyare system snapshols..
iGererating data..
Qoeraton cempicted succeasfully.

d Instaber

Second System Scan finished
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At this point, both system scans have finished and the Advanced Repackager performed a
comparison, leaving the differences in the final project.

Next, a cleanup of the capture is necessary to select only the resources related to VLC Media
player.

Cleaning Advanced Installer's Captures

System captures will never be perfect and it's impossible to avoid unnecessary data from
being captured by a repackaging tool.

Before building the MS], it is important to review and delete unwanted data. After the capture
is finished, each tab must be checked.

The Information tab contains the basic information for the MSI, such as product name,
version, publisher.

= AP@E-- Repackager Sesslon  VLUMediaPlayerCapture - Advanced Repackager 18.5 (84 bit) - a X
‘“ Hume WView Tuwly Session
Wi = e
Ho Template ¥i M3l Fackage rrh | gs o] .9
Default - [ MsiAPRY Package T @ b
NewTe . ] = Bulld  Irace Generate Open In Advanced
NewTemplate ¥ T A v k P
bl Ll APP-V Parkage Msix App  Meport Installer
Templates Bullds
Session Details
m Current == o —
(i History © Informaton | Digital Signature ([ Mies and Folders B Registry  [E] System

(2] 2091-08-04 13-11-45

Package
Name: VLC Medlia Playes
Vercion: in.16
Publisher
D: CN="our Company
Mame: VideoLAN

Session Details
Scan configuration: Default

Target machine: Local Machine

Advanced Repackager Capture Output
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The Files and Folders tab contains all the files captured during the process. In this case, only

files and folders related to VLC were detected by the Advanced Repackager, so there is no

need to remove anything.

Of course, this is not always the case. You will need to have some knowledge of which files

and folders belong to your captured application.
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y [153 WindowsFalder

B @ VideoLAN Website.url
B [E)vic-cache-gen.exe

Advanced Repackager Files Capture Output

Any additional registry that is not related to the application can be removed in the Registry
tab. As you can see from the screenshot below, there are a lot of unnecessary entries that

have been removed from the project.

Again, this is not always the same and you will need to make an educated guess to decide

what needs to be added and what is relevant to the application.

Size
20KB
1,203 KB
18KB
1KB
1KR
206 KD
1106 KB
Bl
GKB

1 KB
131 KB

Operation
Added
Added
Added
Bnleded
Added
Added
Added
Added
Added
Added
Added
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Advanced Repackager Registry Capture Output

The last tab we will find is System. In System, you can check and remove any additional
information from the project like shortcuts, services, firewalls and the like.

For example, in our VLC capture, we removed 4 shortcuts that were pointing to a website and
left only the shortcuts pointing to the executables.

Lo Betats
Carvemt =
i) Hstory D Wormason |7 gt Sgratee T s sncPoders 55 Regesry [ Swetem
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o e
acked
LI e
L A Added
I Prespramblersef e VidbeL AM0VLC mecks oy ok PuogramFilesFchce Vs LARN VL 1k e Adaed
B Programbensfoder Vade A VLC medea slayes shorned ink PoegarfibesFoider VideeLAM\VLChde s Achded

Advanced Repackager System Capture Output

Don't worry if you accidentally exclude any relevant information for your application. The
repackager project can be saved and kept on your machine, and you can always modify it.

This process takes a lot of trial and error until you have a better grasp of how applications
work and what should be kept or removed from a repackaging scenario.
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Editing and Modifying Advanced Installer's captures/MSls

When the capture is ready, all you have to do is click Open in Advanced Installer, to create an
.aip project.

The .aip project allows you to perform additional changes and then output the final MSI. You
can perform changes by navigating to the Page -- as described in our previous chapters.

Once the project is adjusted to your needs, you can save it by clicking the Save button
located in the upper-left corner.

Advanced Installer Main View

T B8 < Documents > Advanced Installer > Projects »

Organize = New folder
v BB Deskta Name Date modified Type
B8 Downloads * bundle.aip /07/21 - Thu 1( vl Advanced Installer...

B8 pagini = msi.aip 4/07/21 - Wed 10:16 P...  Advanced Installer..

*" Test SelfHeal.ai 24 - Mon %:27 PM  Advanced Installer...
o E Dociiraais Test SelfHeal.aip /03 anced Installer.

B8 Adobe
¢ [ Advanced Ir

= Projects

) TestDLL.aip 4/03/21 - Advanced Installer...
= TestDLL.back.aip /03/21 - :06 AM  Advanced Installer...

* powershelltest.aip /03/21 - 9:55 PM Advanced Installer...

< xmltest.aip S03; A9 AM  Adwvanced Installer...

LV

~ Hide Folders

Advanced Installer Project Save Location
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Compiling .aip in .msi

To compile an Advanced Installer .aip project into an MSI, first navigate to the Builds page.

h tiexbcstemm

Advanced Repackager Builds Page

In this page you can add configure builds (outputs) for different types of technologies. We
used a DefaultBuild which represents an MSI.

Note: Additional build types are: APP-V, APPX, MSIX, APPXBUNDLE, MSIXBUNDLE and
ThinApp.

For MSI, select Single MSI with resources inside (or outside if this is the preferred method),
select the output folder and MSI name.

The default project settings are more than enough to output a correct MSl file.
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Next, click Build in the upper left corner.

[HEg- %53 € A s |

Home View Settings Wizards

Advanced Repackager Build Button

The MSI file is saved in your selected build location under the folder %applicationname%-

SetupFiles.

Wise Package Studio

Capture with Wise

When a setup is not an MSI, or is a hidden MSI inside the EXE setup, a capture is required.

The capture is done with Wise by selecting the SetupCapture menu.

lile Edit View Reports Help

O+ BE A e

F Wise Package Studio - Professional Fdition

FErojects  Toole

Software Management

g] Sullveae Manaye
Analysis

(Er ApplicationWatch

Package Creation

) Legacy Setup Conversion
'3 Setuplapture]

_';“_!' Setupapture Coefiquratinn
@ Pachaue Definition

Customization

o windows Instaliss Fefitnr
| wisesciipt Editor
& InstallT silor
84 Mabile Device Package Editer
‘ UpgradeSync
M Patch Creation
3 Command Line Buider

Yalidaliun
@ Package Vaidahon

Conflict Resnlutinn

9 SOE Snapshot
@ ConthaiManager
[ 3] axppiication Isnlation
Buality Azsurance

Test Expert

Purpose
SetupCapture records an installation and recreates it in a Windows Installer or WiseScript pach The ability to capture an

installation into a WiscScript based package is not available in the Standard Edition. E-r:tupCaptu:c records an installation by

using varous capture methods:

# Virtual Capture creates a clean virtual (1% an your computer, and the installation is redirected in the clean virtual 05 (Not
Aawvailahle in Standard Fditinn).

+ With SmartMeniter, SetupCapture watches the installation and records the changes the installation performs. Available only
when you're running Windows NT, 2000, or XP,

4 With snapshot compansons, SetupCapture scans the computer before and after the installation and records the differences
between the first scan and the second. Snapshot can also be used in comjunchicn with SmartMonitor.

You configure the sellings for SetupCapdure in another lool, SelupCaplure Cunfiguration. IL is ly i tant lu use

SelupCaplure Configuration tu create a robust exdusion list before using SelupCaplure. An exclusion list is a list of revistry

entries, files, and folders, such as the C:\TCMP directory, that should be ignored during the SetupCapture process.

SetupCapture createc a ceparate feature for sach .EXE that's inctalled that has a chorteut. Izolating .EXE components into

features recults in more efhcient repairs, becauce if there i¢ 3 problem with that component, only the problem component and

the .EXE are reinstalled instead of the entire feature containing the problem componant.

Note
1f this ronl is disahled, it means you do not have a licenze to ise it. With Fnterprise Management Server, it might alsn mean
you do not have permission to use it.

Before You Begin

& Read the guidelines tor captunng an application and the description of setting up a clean machine in online help.
* Prepare a clean machine on which to run SetupCapture.

+ Exit all other applications.

How to Use
1. Start SetupCapture by double-clicking its icon.
2, On the SelupCaplure Type dialoy, chouse what lype of capture to perflorm.

s SetupCapture

This performs a lypical SelupCaplure, which capt the o

made by an installat

* First Usc Scttings

& Description

Wise Installer Editor
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Double-clicking on SetupCapture brings up a new wizard which guides you through the
process. For captures, the first option SetupCapture is kept and we click Next.

[% SetupCapture Type >

Welcome ﬁ

Use SetupCapture for one of the following purposes: 1) To capture the resources installed by a
vendor-created installation. or 2} To capture the resources and settings made when an
already-installed application is launched for the first time.

®

Capture wendor-created installation to create new installation

() First Use Settings
Capture first use settings to create Windows Installer transform file

Target MST File: Browse

Base .MS| File: Browse ..

Back Mext = Cancel

Setup Capture Window

The First Use Settings option gives you the possibility to install an MSI file with the settings
you need, and Wise outputs a transform file (MST) with those settings included.

Since our intention is to convert an EXE installer to an MSI, in the next step, we need to
determine the location of the capture result.

,“:‘f SetupCapture X

Specify Target Installation Fle ﬁ

Specify a new or existing installation to store SetupCapture results. F you choose an existing
installation, the Add/Update checkbox causes results to be appended instead of ovenwriting.
Cther options handle the source files that are installed during the SetupCapture.

Target Installation: C:\Users'theje Desktop \WLCWWLC W51 Browse...

[] Add/Update Resources in Existing Installation

() Leave Source Files in Original Location
(®) Copy Source Files During Installation Save

Destination Directory: | C:\Users‘theje"Desktop WLC Browse. ..

[]iStare Source File Pathnames as Relative Pathnames!

< Back Next = Cancel

Target Installation and Output Directory
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Target Installation refers to the location where the project will be outputted. You can choose
between WSI and MSI. But first, it is recommended to create a WSl file.

The WSI file is an intermediary step to have a Wise project from where the MSI will be built.

After the settings are configured as shown in the previous image, click Next.

[ SetupCapture X

Welcome

SetupCapture lets you capture the changes that ocour when software is installed on this PC. Afterthe
changes are captured, you can review and edit these changes before an installation based on them is
created.

The location of the SetupCapture configuration file that will be used during this capture is specified
below. To use a different configuration file, click the Change button.

Corfiguration File Location: Local PC

Change

Settings in the configuration file are defined using the SetupCapture Configuration toal. To review or
madify these settings, click the Settings button.

Settings

Bac} Mext = Cancel

Additional settings for capture window

Although Wise usually has all the right settings configured out of the box, it doesn’t hurt to
double check that the Convert registry into an advertising info option is set.

Click on Settings and perform the configurations as shown in the image below.
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File and Folder Exclusions Registry Exclusions IMI File Exclusions
General Settings Directories to Watch

These settings determine how SetupCapture handles certain types of files and registry entries and
what method to use for capturing.

[ Include files deleted during capture [[] Enable ordering of sefregistration
[ Include registry keys deleted during capture [+ Create installation sequence report
[ capture changes in hardware registry entries

[+] Allow roct to be watched during capturs

[+] Capture non-Microsoft ODBC information

Advertising Setting (Windows Installer): I_Cnn_verlr_egistry entries into advertising info £ |
Capture Methodology: | Use SmartManitor only w |
Wwindowsg [nztaller Template Windows Application

WizeScnpt Template Empty Project

Installation Changes Report: .G_engi_'at_e _I-_ITI'U'I Lrepnrtmth :HTM_ﬁ_Ie gxtgnsign =

To save the changes on these tabs for the cument capture only, mark the checkbaox below.

] Do not change current corfiguration file - apply to cument capture only

OK _ Cancel

¥

Additional settings for capture window

[% SetupCapture et

Capture Methodology

Select one of the following options as the capture method:

() Virtual Capture

This method installs the application to be captured into a Virtual OS5, eliminating the need for a
clean machine, then generates a package that contains captured changes. You must have
previously used VitualO5 exe to create a clean 05 file to be used for SetupCapture .

() SmartMonitor

Thig method inteligently monitors the changes to your PC while a software installation is
performed. and generates a package that contains these changes.

®znapshot

Thig method creates a snapshot of your system before and after a software installation is
performed, and generates a package that contains the differences.

[]Use SmartMonitor in conjunction with Snapshat

] Dent show this dialog again

< Back Mext > Cancel

Capture type selector

Snapshot is the preferred capture method. The resulting WSI project is created by comparing
system snapshots before and after a software installation.
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Here's where the initial analysis of the system starts.

[% SetupCapture x

Begin Installation Capture

Mow scanning your computer. Please wait. When the scan is complete, the next dialog will appear.

To exit this wizard, click Cancel.

Scan Status:

Scanning Directory: C:\Program Files\WindowsApps*....

|= =]
1]
o
e
(47

Initial System Snapshot
After the initial system scan, the application can be installed.

[% SetupCapture x

Execute Installation

At this point, you should execute the installation you wart to cap'ture..'i:o capture a éihgilé
installation, specify the installation, its command line options, and click Mext. When the installation
opens, run it manually with the options you want captured.

Tao ensure that all installation changes are captured, reboot whether the installation prompts you to

or not. Leave this SetupCapture wizard window open as you reboot and it will reopen automatically
after reboat.

MOTES: To capture multiple installations, use the Execute button instead of clicking Mext. Do not
capture .M5lbased installations. Open them directly and create a transform to customize them.

.EXE Mame: |C:‘-.Users‘-¢heje\Downlnadswlc—lI}.1E~winE4.e:<e | [ Bowse |

Command Line: | |

Execute

App installation

Browse to the EXE file you need, and click Next. The installation of your EXE will start. Once
the installation is finished, press next.
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['3' SetupCapture *

End Installation Capture

Before proceeding, make sure you have completed the installation or installations you want to capture,
including any necessany reboots.

Then click the Next button to begin the comparison scan, which may take several minutes to
complete.

<Back [ Mests 3§ | Cancel

Second System Capture

After clicking Next, the application is installed according to the installation instructions and
followed by the second analysis of the system.

[* setupCapture x

SetupCapture Inclusions

The following changes were made during execution of this installation. To exclude an tem fram the
repackaged installation, select it and click Exclude. To also add it to the pemrmanent exclusion list,
select it and click Exclude Globally.

Inclusion Type: | Files v

Directory L File ~
o C:\Program Files\Video LANWWLC AUTHORS tat
o C:\Program Files'\VideoLANVWLE axvlc di
o C:\Program Files'\VideoLAN\WLE COPYIMG txt

= C:\Program Files'\VideoLANWLE Documentation.urd
= C:\Program Files'\VideoLAN\VLE libwle dil

o C:\Program Files'\VideoLAN\WLE libvlccore dll

= C:\Program Files'VideoLAN\VLE Mew_Skins.urd

o C:\Program Files'\VideoLAN\WLE NEWS txt

o C:\Program Files'VideoLANVLE npvic.dl

o C:\Program Files'\VideoLAN\WLE README txt

wls "\ Praaram Filee\\idanl ANV THAMKS tt w

L4 >
Exclude Exclude Globally View Report

Mext = . Cancel

Capture output
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When the second analysis of the system ends, all the changes regarding files, INIs, shortcuts

and registry keys are presented by Wise.

It is recommended to clean the capture during this step. Still, depending on your needs, you

could click Next and skip the capture clean up, choosing to perform it at a later time when
the WSI project is created.

Once the capture is complete, you can fill in various fields: Name, Version, Manufacturer - as

seen in the image below.

[ SetupCapture x

Finish ﬁ

The SetupCapture is now complete. You can specify the product details below. Click the Finish button
to save this installation.

Mame: |VLC Media Player |
Version: | 3.0.16] |
Manufacturer: |<no manufacturers |
Defautt Directory: v

Select a feature from the list below or create a new feature that will contain this installation information.

Destination Feature: ‘Comp'e{e v | New

< Back Firtish Cancel

General details regarding the capture

Once the capture is finished, you will have a wsi file, which when compiled, will
generate our package (the MSI).

i‘ SetupCapture x

Finish ﬁ

The SetupCapture is now complete. You can specify the product details below. Click the Finish button
to save this installation.

Mame: |VLC Media Player |
Version: [3.0.18 |
Manufacturer: | <no manufacturers |
Defautt Directory: ~

Select a feature from the list below or create a new feature that will contain this installation information.

Destination Feature: |C0mple‘te w HNew

(Generating Capture Reports...

< Back Cancel

Wise Project generation
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Editing / Modifying Wise captures/MSls

For each category of information, there are some special windows you need to follow.
They're easy to use and understand.

Once your capture is ready, open the .WSI project that was previously saved

An .WSI project allows you to perform additional changes and output the final MSI. You can
perform any changes by navigating to the specific tabs, as described in our previous

chapters.

When the project is adjusted to your needs, you can save it by clicking the Save button
located in the upper-left corner.

T WLC.WSI - Windows Installer Editor =
File Edt ComponentRuler Language Tools View Help
DM «o|@m

Pape Views:
Windowe Apphcation

Project Definition

& Project Summary
25 Product Delais
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L) AddRemove Programs
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=3 Features

Feature Details

5 Marge Modules

™ Fles

i Registry

“ NI Fiee

) Shorfeuts

;f Enviunmenl Variables
-2 File Associations

&) sarvices

& ooec

Target System

'ﬁ Syslem Reguiremenls
J SystemScarch

Package Options

[ Administrator Options
= Search Locations
o Administrative Install

User Interface

& Dalops

< Installation Types

Heleaza Dehnition
,') Releases

B Relesse Seftinge
& Husa Options

84 wiebDeptoy

2 Media

9 Languages

€ Frerequisies

tii Instance Tronaforms

Distrinurion

&'5 Upgrades
wd ninital Sinnatirs

Installation Expart

»

£

MSISeript  Satup Editor

-

Project Summary

Project Querview
The following inatallation Expert pages contain resources.

Where approgriate, the number of tems defined on cach page appear in parentheaca (Resources are counted for coch releasc in the instollation. )
Click a ink to display the installation Cxpert page and view &s resources.

AddRemove Programe
Rcaourcea {15]
Features {5}

Tiles {652)

Reuislry (533)
Shoricuts (131
Heleases (1)

Madsa (1)

Command Line {2}

Package Meta Data (read-only)
Ldi the meta data on the Product Detads Page.
Product Type Winanws Ingtaliar

Product Name VILE Medda Fiayer

Manitactirer <nn mAnutAChirers
Verson A01E
Uetaul Lwectory  Frogram FilesiVideoLANWVLE
Package Path Csersuneje\DeskopivLCWVLC WSl
Repository 1D
Product Code {40345632-EC26-4959-549F -0TDEE4OTESOT}
Target Piatform  inted 32-bi
Appbcation Type W32 (nen NET)

iun Targel -based el PC
Descradion

w

Compile Test Debug

Run

Main Window of Wise Installer Editor
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Once the capture is clean, it is compiled, validated, and tested.

I

File Bt Component Rules

LI | By

Langusge Fools  Veew Help

[ somnmsrator Opsana
i Saaren Lneatng.
' hdmnirative netal

User Interface %
B disbogs
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Redaasi Dofinition )
2D Rsleanes
& Reane Setings.
Q. Buki Options
N4 WietDeooy
- Meda
@ Languages
€ Premounees
5 nsinnee

Verson 3018

HOVLE

Paclage Palh € sersithemiDeskiopVLEIWLE WS!
Repostory £

Product Code:  (4B345832-EC26-4950-B40F OTDEE40TERDF)
Toeget Patform  nar 32-b4

Applcation Type  Win2 (non NET)

stalaticn Target Windows-based deskiopiserver PG

.-<
Fnge Viswa: “ | Project Summary we]
Windows Apwicalion “
Project Definilion %
£ Project Summary
2 Prosuct Detans
[E] General niormation
LY Asaemave Peagrama Project Deerview
[ Path visriabies e g
PR Vitvere appropriste. the number of ke defied on sach pags aposar i pareniheses (Resources are counled for sach relsase in the instalaton )
Chek 8 0k b dispéay the Instalaton Expert page: and view &8 résources
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Adanemove Programs
Feature Details S Besgyrces (15}
T merge wodules Emaluros (5)
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o Regatry Beaintry (193] A OB
3 Lot Shortcuta (13) PR
Shorleuts c:users \heie'sde k1opvic\Program
TR Belensog il) Fieiideal AN WLC\phugint v omtiofibwan_mig_ phugin.dl
=3 P assccatons Mufia[1) aseaPi
; y ogres
(8] servces Command Line {21
3 o —
Pachage Meta Data (read-only)
Targel Sysiem & Edi e rieta dala un She Produsd Detais Page.
Q) Syaber Facuiremects Produst Type  Windaws hataler
&) System Search Product Hame VL Uecis Player
manuTnchurer  4na manufacturen
Package Options =

Compile Wise Installer Project to MSI

O Powered by Advancedinstaller.com

121



Create MSI Transform files (MST)

MSI Transforms (MSTs) are small files that change the MSI content. They can change
anything in the MSI database like adding/removing files, registry, shortcuts, sequences,
upgrades, and so on.

As a general rule in software packaging, when a software installer is received in the form of
an MSI, anything that is changed should be done through transform files (MSTs).

Developers will provide new MSI installers with every software update, but in an
infrastructure, it is the software packager’s job to modify it as per implementation specs.

Advanced Installer

Advanced Installer makes it even easier to create transform files. When opening Advanced
Installer, it offers three ways to create an MST:

o) % | % | Advanced Installer 10.5 o x
‘ Home View Settings ﬂ
K | : log in -.-.-:r\h @
lNSTALLER your account | gmmm
[] Developers g IT Pros or
Hew MST
Installer
Open Convert
| AT
3 e <%, New Transform
Virtualization ™

Custom Iemplates
lools

r:; Response Transform l_l— Delta Transfarm

&

PN Create
W @advinst Use wizard to create the project Project

Y I ANIARe English (Uniled Skales) -
. 35 new messages

New Transform in Advanced Installer

1. New Transform : Creates a simple transform file (MST) without any customizations.

2. Response Transform: Like Wise Packaging Studio, Advanced Installer offers the
possibility to create a response transform. This type of operation starts the installation of
the selected MSI, captures the desired changes and creates the MST. Keep in mind that
this only captures the changes and the MSl is not installed on the system .
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3. Delta Transform: Creates a transform file (MST) that contains the differences between
two MSiI files.

In our case, we went with the standard New Transform option, not applying any changes on
it.

The steps to achieve this are the following:

1. Click on New Transform

2. Click on Create Project
%) Select base MS! file for transform
v BB <« Projects > VLC Media Player-SetupFiles

Organize « Mew folder
B Test Seif- Name Date modified
B TestDLL-( a VLC Media Player.msi 04/08/21 - Wed 3:21 PR
BB TestDLL-¢
BB TestHKCL
BB TestUpda Mo preview available.
B Thelmag
BT Aed
B8 VLC Med

Bl Withoutl

File name: |YLC Media Pl ayer.msi | 5| Database (*.msi) |

Open | Cancel |

Select the MSI over which the MST will be created

3. Select the MSI file.

That's it. You just created the transform file with Advanced Installer in a few clicks.
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Wise Package Studio

To create a transform file for an MSI with Wise Package Studio, perform the following steps:

1. Open Wise Package Studio
2. Double-click InstallTailor

e Fackage itack - Fratwsonal [etion = @ =
e fde s Brporn pep

D0+ WES

2 1o e
[P
) v Merages Purpose
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Install Tailor Location

3. Select the MSI for which Wise Package Studio will create a transform.
4. Click Next.
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2 Wise InstallTailor pod

Wecone! Wise

solutions

Wise Install Tailor lets you easily customize Windows Installer-based installations. It simulates the
installation, captures the options that you select, and creates a transform file { MST) that
incorporates those selections.

Example: Select a different destination directory, select the features to install, or hide dialogs from
the end user. (Hiding dialogs is not supported in some packages.)

To customize a Windows Installer package, specify the name of the M5 file below. To customize
a Windows Installer transform, specify the name of the MST file.

Windows Installer package: |C:\Users'thejeDesktop \VLC Media Player.msi | LzBrowge i

Click Mext to begin customizing your installation.

« Back MNeat = | | Cancel

Base MSI over which the MST will be created

5. Install the package with your selected settings. Keep in mind that this doesn't really
install the package on the machine. Wise Package Studio only identifies the changes in
the installation sequence. Click Next.

£ Wise InstallTailor *
VLT Media Player Setup ®

Welcome to the VLC Media ~
Player Setup Wizard

The Setup Wizard will install VLC Media Flayer on yvour
computer. Click "Mext” to continue or "Cancel” to exit the
Setup Wizard.

Response Transform creation
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6. After the settings have been captured by Wise, click OK.

& Wize InstallTailor &
Welcome Wise
solutions,
Wise Install Tailor lets you easily customize Windows Installer-based installations.  simulates the
installation, captures the options that you select, and creates a transform file (M5 T) that
incorporates those selections.
Example: Sel Harant dasticstinn dirsstan salast the fastiuese tomstall e kids diglogs from
the end user. ﬁ Capture Complete =
To customize . To customize
a Windows Ing  Your changes to this installation have been captured. Click
0K to continue. ‘
Windows Inst :I Browse. ..
Click Mext to
< Back et = Cancel

Changes have been captured in the MST

7. Select a save location for the MST file.
8. Click Next.
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4 Wise InstallTailor p

solutions.

Wise Install Tailor has finished capturing your installation customizations. it will now create a

transfomm file that incorporates these changes and a shortcut to make it easy to apply the transform
to the orginal package.

Specify the name of the transfomm file and the shortout below.

Transform file name: I Users'theje'\Desktop VLT Media Player.m: | | Browse .. .

Shortcut name: |‘u"LC Media Player |

Click Finish to complete the transform creation.

[ ] Edit this transform file using Wise for Windows Installer

<Back | Fmsh | Cancel

MST Save Location

9. Once the transform file (MST) has been saved, you can open it with Wise Package Studio.

@ VICmst - Windows Installer Editor - a x
File Edit Component Rules [anguage Tools VYiew Help
OFH < |08
Page Views: “ | Produet Details i
Windows Applcaton - Soma of the mals data iz uted during instalation and in Add/Flemave Pragrame in the Coniral Parel 1o idantily the pioduct ta the end
e, Subs a0 uze the meta data to ly the product.
Project Definition 2
Lﬂ Paclkage Mata Data
Project Summary
3 — Hame Vakse s
?3 e i m“‘am Product Name VLC Meda Plager
1A am v % Mardachuer < el scheers
a Wermon 2010
S Faskita Dtk Dreclory Program Fes\¥ideoLANWLE
Packags Pai
Fatura Datails & Repostory ID
T Morge biockites Product Code IDDBET22F 082048 28 BBE2 35481 1570470}
™ Fies Target Plattorm
g Rrgairy Apphcation Type wind2 [non NET]
& nifies Irsstasbation Tanget ‘windows-baed deskop/server PC
0 Shertcuts Dezcrighion
£4 Envienment Varabies.
=3 Fia Associstions
18] services
4 ooec [C]Dian® ypdate of recoempuess et whan raving [ MS1 ory]
Target System E
W System Regurements
d Syslem Search
Packape Options = ~ 5
Instaliation Expert M3 Script  Setup Editor Compile Test Debug Run

Wise View for MST

You can then apply any additional changes to the transform file as needed.
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Create Patches (MSP)

A patch is an incremental update to an existing installation of your application. You cannot
install a patch if the target version (the one you want to update) is missing.

You have two ways to upgrade an MSI, each with its pros and cons.

You can use a patch (MSP) v1.1. This has a reduced size because it only contains the
changes brought to v1.1 of the MSI. However, it requires v1.0 of the MSI to be present on the
target machine, and you must follow the rules of creation for MSP’s.

The second option is to use v1.1 MSI. You don't have to follow strict rules for its creation like
with MSP’s, you can add an upgrade to the v1.0, and v1.0 doesn't have to be present on the
machine. However, because it's a standalone install, the size of the MSl is larger than the
MSP.

When using the first option to create a patch file between two MSI files -- keep in mind the
following aspects:

1. The second MSI should not change any components or features, including setting
different keypaths, adding files or moving components between features. Exceptions
to this are: updated registry values or newer versions of files already present in the
components

2. If files must be added, create a new top-level feature and its child component(s) to
contain the new files.

Note: There is a complete list of rules for you to follow when implementing MSPs here.

With these points out of the way, let's see how a patch can be created.

Advanced Installer

In order to create a patch with Advanced Installer, you need to have the initial version of the
MSI (for example version 1.0) and the new updated MSI (for example version 2.0).

1. If Advanced Installer is not currently running, start it by double-clicking on the desktop
icon or by selecting it from the Start > All Programs > Advanced Installer menu. When
the application starts, you will be presented a dialog where you can choose the type of
project you want to create.

2. Select the Updates > Patch type and press the Create Project button. The new project is
created and you will be able to edit it.
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3. Save the project by using the Save toolbar button and choose the file name and the
destination folder. This will also be the folder where your patch package (MSP) will be
created.

[+ % = | advanced Installer 185 - a P
“ Hame View Settings (2]
e 1vane Log in with @
lNSTALLER your account | g
L;.' Develapers IT Pros | £ find
_ Installer
Patches
Open lava
Patch
Updates 3
Add-Ins
Updates

Merge Modules

p—
{:Ei Updates Configuration
Windows Store B d

Import

Custom Templates

Options ~ ‘

’ @advinst Use wizard to create the project Project
; prjec Project

N Language English {United States)
33 new messages

New Patch in Advanced Installer
4. The most important step in creating an MSP package is creating the Upgraded and
Target images.
5. Select the Images page by selecting it from the left-side panel.

6. Next, click on the New Upgraded toolbar button, browse to the newest version of the MSI
(for example 2.0). A Windows Installer dialog will briefly pop up while the Administrative
Image is being extracted.
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Al « > Images Togls  Your Apphcation - mypatch.ap - Advanced Installes 18.57 o XJ
Home View Settings images | 4
T
g ¢ & X
New  New  Refresh  Delete
Upgraded Target  Image
Hew Image
|
| 0 find e
| Families and images | Upgraded image Propedties
Project Setings B Terget Computer
¥ Pateh Detalis v [ Family
5 AsaRemove [Contral Panel) & myapp2 General
[ Digital Signature (1 n Je
W51 package:
Project Definition
% Images Patch packsye: Resel
IR Pateh Sequence
&5 Build Torure padage fles:
Symbuals Folders
Ad:,
Replace
Remove
bm'&!Sw:d

First MSI selection

7. Next, click on the New Target toolbar button, and browse to where the initial version of
the MSI (for example version 1.0) is stored

I AE-EP ¢« >@=
Home

IMAg#s 100k Your Application - mypatch.aip - Advanced instaler 18.5°

View Settings Images
4 s
B & 8 X
Mew New Reefresh Delete
Upgradea Target Image
Hew Tmage
— Images
[ores R
Familles and images Target image Properties
Projoct Setings B Torget Computer
& Paich Details [ Family
5 AddRemave (Confral Panel) v [d myappd General
[® 1
|,¥ Digeat Signanure {44 myapp! . s ey T
Prajoct Dafinition
B images [ gnore missng source fies
I Patch Sequence
B Build Validation
|| Default language must matdh base database
1B Produce must match hase datahase
B ungrade Cade must match base database
Prchuct version check: Check major, miner, and update versions.
Pro-duct version refation: Instaled version = base version, o
Symbals Folders
Repiace.
Femove
Project Saved

Second MSI Selection
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8. Now that you have created the Upgraded and Target images, click on the Build toolbar
button -- a Build Project dialog will appear showing you the build evolution.

D RE-EPe>M: Images 100k Your Application « mypateh.aip - Advanced Installes 18.5

Home View Settings Images (7]
% X
# -

New Refresh  Delete
ed Target  Emage

Hew Image
Images
o | e '
Families and Images | Target image Properties
Propect Selmygs [} I
& Palch Delails w [{ Famity
W Addiiemove (Conlrol Panel) ~ [d myappd General
(¥ Digital Signature [#1 myapp!
Project Defintion
® Images
TEy Patch Sequence
@ Build Validation
{8 Default Language must match base database
B Product must malch base databese
18 Upgrade Code must maich base database
Prochuct version cheds Chedk major, minor, and update verscns. i
Product vercion relation: Tretalled vergion = base versian. v
Symbols Folders
Replace
Remove

| Tl outout [ tssues

| viritng Summary Infarmaton

| Tokal build time: 1 sec.
| Buld finshed successfilly.
Build finished successlully.

Patch build window

o Powered by AdvancedInstaller.com 131



9. Once the build is complete, click on the Run toolbar button. The setup wizard will appear.
Alternatively, you can browse to the output folder in your previously configured save location.

= mypatch-SetupFiles

Ea New folder  ~

~ 4 | [ « Projects > mypatch-SetupFiles

B Desktop MName b Date modified

v B Documer B mypatch.msp 8/21-Thul

[
+ [l Advanc
v B Projec
Bl bun:

B enny

B imac

B msi

B msi
=
oy

i myp

1item |

Resulted Patch

Keep in mind that there are some Patch Rules that you must be aware of before starting to
build a patch installer.
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Wise Package Studio

To create a patch with Wise Package Studio, you will need both the previous and new
version of the MSI.

Assuming you have the two MSI files, and you followed the rules above when creating the
second MSI, here are the steps to create a patch file with Wise Package Studio:

1. Open Wise Package Studio.

2. Double-click on Patch Creation.
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Patch Creator in Wise Package Studio
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3. At the welcome screen, click Next.

\ﬁ Patch Creation =

Welcome!

Windows Installer does not nomally allow a newer version of an application to be installed over an
existing installation. It requires the previous wersion to be uninstalled first.

A patch installation upgrades a previous version of an installed application; the previous version
must be present on the destination computer. This wizard guides you through the steps to create a
patch,

1. Specify Patch Settings Fle
A PCP file contains the settings required to create the output patch file. Create a new .PCP file
or apen an existing one.

2. Specify Previous Versions
Specify the previous versions of your application to be updated by the patch file you are
creating.

3. Specify Upgrade Version
Select the version of your application that this patch will update destination computers to.
MNormally, this is the latest version. This defaults to the cumrent open installation.

4_ (Optional ) Specify Patch Sequencing
{(Windows Installer 3.0 or later only.) Specify the order in which this patch should be applied,
relative to other patches for this application.

5. Compile Patch
Specify the name and settings for the output .MSP file that will update your application. The

Windows Installer Patch Wizard APl is called to create the patch file.
: Back Mext = Cancel
Patch Creation Window

4. Select Create a patch file and click Next.
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I.qa Patch Creation

Specify Palch Settings Rle

The Fatch Creation tool requires a patch creation properties { PCP)file to generate your patch.
This file stores relevant information about the patch. To edit an existing patch, open its PCF file.

you create a new patch file, a comespanding .PCP file is created by this toal.

@Qeate a new patch filei
() Open an existing patch settings file { PCP file)

ECF file narme;

Browse:..

« Back

Meat =

Cancel

Patch Creation Window

5. Click Add to select the initial (previous) MSI.

-@ Patch Creation

Edit the list of .M5I files that install older versions of this software package. Do not include the
latest version in this list. These M5l files must have all files placed outside of the installation.

Target Path

I

Details
R
Delete
Move Lip ‘]:I‘
Mowve Down '{L

First MSI Selection
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6. Inthe Previous MSI Path, click on Browse and select your MSI file. Match Product Code
and Match Upgrade Code must be selected.The Version to check must be set to Check
Major, Minor, and Update Version. The Version Relationship must be set to Base Version
must be = Installed Version.Click OK and then Next.

Previous Version Details ’ T‘

Specify the M5 that installs the previous version of the application. Then select the
walidation rules to follow if this product iz found on the destination computer.

Previouz M5 path; C:hUzershtheje\Deskophmyappl.msi | Eémwse... i
lgnore mizsing files while making patch
W alidation
Match Product Code
b atch Upgrade Code
[]Match Language
Wersion Tao Check: Check Major, Minor, and Update Yerzions w
Werzion Belationzhip: Baze Wersion must be = Inhztalled Wersion w~

C++ Symbal File Directories [Optional]

Browse. ..

k. Cancel

Previous MSI Path

7. Inthe next window, click Browse to select your newer MSI and then click Next.
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\_J_, Patch Creation =

Specify Upgrade Version

Select the M5 file that will install the latest version of your software. The patch package created
will update PCs with version(s) prior to this version of the installation.

Upgrade M5! path: |C3‘*'—'SEFS‘iheie"-DESktDF"UTf!faF'PE-mSi | E Browse...

Advanced Settings

Click the Advanced button for advanced settings such as selecting the patch GUID, previous
patch GLUIDs to replace, and symbaol file directories.

Advanced...

< Back Mext = Cancel

Second MSI Selection

8. If you have any additional patches, create a sequence of the installation. The sequence
ensures that patches are applied in the correct order no matter the order in which they
are provided to the machine.Click Next.
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\ﬂ Patch Creation -

Patch Sequencing

(Windows Installer 3.0 or later only.) Specify sequencing for this patch. Patch sequencing ensures
that patches are applied in the comect order, regardless of the order in which they are actually
provided to the destination computer.

Patch Family Seguence Detaila

< Back Mext = Cancel

Patch Sequencing Window

9. Inthe Output .MSP file field, click Browse and select the location where the patch file will
be created. Make sure that File Sequence Start and Disk ID Start are set to 1. Setting the
file sequence and disk id to 1 means that Wise Package Studio will perform a comparison
between all the files and cabs present in both MSls.Click Next.
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\ﬂ Patch Creation =

Compile Palch

Select the destination path of the patch package. A .PCP file will also be created that contains
these default settings.

Qutput MSP file: C\Users‘theje Desktop 'mypatch msp Browse...
Advanced Settings

Click the Advanced button to set advanced properties of the patch, such as whether or not
the patch can be removed.

Advanced...

Patch Remowval
Click the Allow Remaval button to make this patch removable from Add/Femove Programs.

Alow Removal ..

Multi-patch Media Settings
You can browse to a previous patch file to get the starting sequence and disk numbers.

Hle Sequence Start: Disk 1D Start: Browse...

Vaolume Label: | |

Digk Promp: | |

< Back Mext = Cancel

Patch Output Window

Wise Package Studio will begin the comparison between the two MSls and output the patch
installer to the set location.

B0 Desktop
[8 Mewfolder - 4 L El & | Tl Sort - O view «

4 | B 5 ThnPC 5 Deklop >

mwe g

Downleads pagini di - mypatch.msp

BB Al=xandru Radh

v W ThisPC

v B Desktop

W Downloads
. g

Titems | 1ite
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Creating Suite Installations

Windows Installer is a great technology when it comes to creating an installer, but it falls
short on the ability to chain multiple MSI installations.

While Windows Installer has predefined support, it’s still limited in what you can do with it. To
fill this void, Advanced Installer offers the possibility to create suite installations, letting you
chain multiple MSI packages and define command lines. The resulting EXE extracts the MSls
and installs them one by one according to what is configured.

You can also use scripting tools like PowerShell App Deployment Toolkit, which we cover in a
later chapter, to create a chain installation of multiple installers.

Now, let's go through how to create a single bundle installation for multiple applications.

In our example, we will just use three applications, but you can use as many as you want.
This gives your users a simpler UX during the installation they will be able to download a
single setup package and use that to install all of your applications.

For this example, we will work with three applications, one is a license manager and the other
two are separate applications that are deployed to users. The license manager would be
used by all users to handle their credentials in the other two applications.

Create the project

To create a project, the first step is to create a new empty Enterprise project without using
the wizard. If Advanced Installer is not currently running, launch it by double-clicking a
desktop icon or selecting it from the “Start” menu. When the application starts, you will see a
dialog where you can choose the “Installer” > “Enterprise” project type.

Project Type
=D ~
Installer [r—u| Professional
Open Java
m‘ Enterprise
Updates
Add-Ins b Architect

New Project in Advanced Installer
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Don't forget to untick the “Use wizard to create the project.” option. As we mentioned, for this

project you need to start with an empty project, so you can skip the wizard.

[ | Use wizard to create the project.

Language: English (United States)

Project Options

Setup your suite installer product details

In the “Product Details” page, you need to configure the information from groups “Product
Details” and “Add and Remove Programs (Control Panel)”.

The most important step here is to untick the “Register product with Windows Installer”

option .

By disabling this option, you will make sure that your bundle installer will never appear in the
Control Panel list of installed applications. There, you will only see the real applications that
the bundle will install, each with its separate entry. Lets see how you add those applications

in the project.

Product Details

Product name: Suite Installation
Product version: 1.0.0
Company name: Caphyon

Product Support Info

Add or Remove Programs (Control Panel)

[ |Register product with Windows Installer

Product Details
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Add your setup packages

To add your setup packages:

1. Go to the “Prerequisites” page, where you need to add each package as a “Feature-based”
prerequisite. This will result in having a new feature created for each package in the
Organization page. By setting conditions on the features (explained later in this tutorial),
you will be able to control which applications get installed or not.

4 Feature-based

g 5 First 5ample Application
G Second Sample Application
G License Manager Sample

Feature-based Options

2. After you add the packages, you can select each one of them and continue configuring it
from the right side pane. You will have three tabs, “Properties”, “Setup Files" and “Install

’

Conditions"”. Each of these tabs contains important settings that you must define.

3. Inthe “Properties” tab, you must define the name of your package and other related
information. In ‘Setup Files’, you will find a high-priority area to customize: the “Install
Command Lines". These command lines get passed to your packages when the bundle
installer will execute them. It is important to set the application to install silently. For MSI
packages the command line is /qn and for EXE packages built with Advanced Installer, it
is /exenoui /qn.

In the below image you can see a set of the command lines. It starts with the “/qn” option to

specify this is a silent installation, then it sets the property APPDIR with the value of the

parent installation folder, and at the end, it sets another property from the installer, configured
to store a port number in this example.

Install Command Lines

Full UIT; Jan APPDIR ="[MAIN_AFPPDIR]\SecondSampleApp™ PORT_MUMBER ="[PORT _VAL]"
Basic UII; Jan APPDIR ="[MAIN_AFPPDIR]\SecondSampleApp™ PORT_MUMBER ="[PORT _VAL]"
Silent (no UT): Jan APPDIR.="[MAIMN_AFPPDIR]\SecondSampleApp™ PORT_MUMBER ="[PORT _VAL]"

Install Command Lines

In the “Install Conditions” tab, you must select the option “Always install prerequisite” for all
packages, be it MSI or EXE. Create a custom selection dialog

Create a custom selection dialog
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By now you've seen that our samples use the Graphite theme, but the same applies to other
themes too. You can change the installer theme from the “Themes” page, “Preview” tab.

Since your suite installation will install three different applications, you might want to let the
user select which application to install. This is an optional step and you may skip if you want
your users to always install all available applications.

In this step, we will show you how to create a new installer dialog with custom controls on it.
For this scenario, we're using simple checkboxes from where the suite installer will decide
which application to install.

1. First, you should remove the “FolderDIg” predefined dialog from the list, since it is not
useful for suite installations. You can do this directly from the Dialogs page.

2. Once that's clear, you can create a new empty dialog on which you can add the texts and
checkbox controls, from our toolbox, to get a dialog similar to the one below.

Ll Suite Installation Setup

Select Applications to Install Advanced Installer

0On this dialog you can select the applications you desire to

Collecting information install on your machine,

Preparing installation
Installing

Finalizing installation
First Sample Application

M 5econd Sample Application

License Manager Application

Resulted Suite Installation Dialog
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3. Each checkbox has a property attached to it, visible in the right side pane from Advanced
Installer when you select the checkbox control. This property must be set in the
Organization page as an install condition for the corresponding feature.

Additional Install Options

In the Dialogs page, you can create and chain as many new dialogs as you wish. You can
show certain dialogs only if a specific application is selected to be installed, or you can hide/
show, enable/disable Ul controls from the dialogs.

In the image below, there is an example of capturing the parent install path for all
applications. We say it is the parent install path, because at the end of this path, we instruct
the application to create their own subfolder, by adding this folder in the command line set.

For example, for the second application, we create the subfolder “SecondFolderApp” (as you
can see in the screenshot from step 3).

Also, we capture the port number for the second application and pass that through the
command line too. As seen in the image, all the parameters required by the actual installers
are passed in their command lines. There is no other way to pass information from the suite
installation to the independent installer packages.

o) Suite Installation Setup

Configure Applications Advanced Installer

0On this dialog you can configure the parent installation path

® Collecting information for all applications and additional per-application options.

. Preparing installation

. Installing

Parent Install Path:

@ Finalizing installation C:\Program Files (x86)\Caphyon)|

Port Mumber (for second application)

8080

Suite Installation Additional Options
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Configure Output Package

To make your suite installation as a single package, you must go to the Build page and set
the package type to “Single EXE setup(resources inside)”, this will make Advanced Installer
generate a single EXE as an output that your users can download.

Another important configuration you need to enable is the option “Run as administrator” from
the “Install Parameters” page. This option is important as it will ensure your applications
inherit the elevated credentials from the bundle installer, so they can install accordingly.
Disabling this option may lead to failed installations.

Build Project

Now that you have finished configuring the project, you can build the bundle. Advanced
Installer will build a single EXE package which contains all of your applications, MSIs or
EXEs, and will silently install them based on the user’s selections.
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Helpful tools

ORCA

Orca is a database editor that helps create, edit packages (msi) and run modules. It provides
a graphical interface for packet validation and highlighting entries that have errors or

warnings.
E lavaBUpdate?0 1ob4-180201-064-100-R01-B01msi (Read Only) - Orca == [u] =
Eile Edit Tables Transform Jools View Help
D W N T B B
Tables ~ | Dialog Control Action  Condition A
ActionText SetupCompleteErrar Back Disable  NOTUpdateStarted
AdminExecutesequence SetupCompleterror Back Enable  UpdateStared
AdminUlSequence SetupCompleteErmor Back Default  UpdateStarted
AdviExecuteSequence SetupCompleteEmor Cancel Disable  NOT UpdateStarted
AdvilliSequence SetupCompleteEmor Cancel Enable  UpdateStarted
AppSearch SetupCeompleteError Finish Default  NOT UpdateStarted
Binary SetupCompleteError CheckShowMsilog Show MsiLogFileLocation
ComboBiox SetupCompleteErmor FinishText! Show NOT UpdateStarted
Component SetupCompleteErrar FinishText] Hide UpdateStarted
Control SetupCompleteErrar FinishText2 Show NOT UpdateStarted
ControlCondition SetupCompleteError FinishText2 Hide UpdateStarted
ControlEvent SetupCompleteErmor RestContText! Show UpdateStarted
CreateFolder SetupCompletefrror RestContText] Hide NOT UpdateStarted
CustomAction SetupCompleteErar RestContText? Show  UpdateStarted
Dialog SetupCompleteEmror RestContText2 Hide NOT UpdateStarted
Directory SetupCompleteError ShowhsiLogText Show MsiLogFileLocation
Environment SetupCompleteSuccess CheckShowMsilog Show MsiLogFilelocation And NOT ISENABLEDWUSFINISHDIALOG
Error SetupCompleteSuccess ShowhsilogTet Show MeilogFilelocation And NOT ISENABLEDWUSFINIBHDIALOG
EventMapping SetupCompleteSuccess Textline2 Shaw ProgressTypel="mstalled” And ([ACTION< > "INSTALL") OR (NOT SENABLEDWUSFINISHDIALOG) ...
Feature Setuplomp CheckB Show ISENABLEDWUSFINISHDIALOG And NOT Installed And ACTION="INSTALL"
FestureCompenents SetupCompleteSuccess ChecklaunchReadme Show SHOWLAUNCHREADME="-1" And READMEFILETOLAUNCHATEND <> ** And NOT Installed And ...
File SetupCompleteSuccess ChecklaunchProgram Show SHOWLAUNCHPROGRAM="-1" And PROGRAMFILETOLAUNCHATEND <> *° And NOT Installed A...
Font SetupCompleteSuccess CheckForUpdatesTect Show ISENABLEDWUSFINISHDIALOG And NOT Installed And ACTION="INSTALL"
I5CempenentExtended SetupCompleteSuccess LaunchProgramText Show SHOWLAUNCHPROGRAM="-1" And PROGRAMFILETOLAUNCHATEND <> ** And NOT Installed A...
I5CustomActionReference Setuplompletes LaunchR T Show SHOWLAUNCHREADME="-1" And READMEFILETOLAUNCHATEND <> ** And NOT Installed And ...
leon SetupCompleteSuccess Textlined Shiow ProgressTyped = "wninstalled” And ((ACTION <> "INSTALL") OR (MOT ISENABLEDWUSFINISHDIALD. .,
InstallExecuteSequence SetupCompleteSuccess UpdsteTextLinel Shaw ISEMABLEDWUSFINISHDIALOG And NOT Installed And ACTION= "INSTALL"
InstallliSequence SetupCompleteSuccess UpdateTextLinel Show  ISENABLED'WUSFINISHDIALOG And NOT Installed And ACTION="INSTALL"
ListBox SetupCompletes L TextLined Show ISENABLEDWUSFINISHDIALOG And NOT Installed And ACTION="INSTALL"
ListView ¥ | Setupintesrupted Back Disable  NOT UpdateStarted i
Tables= 43 ControlCondition - 85 rows Na colurmn is selected.

Orca Main View

Although as a first impression, it looks like Orca doesn't allow you to edit/create transform
files, it does. You just need to open the msi first, and from the Transform menu, you can open

and create MSTs.

However, Orca lacks a lot of automation and doesn’t have an easy to use GUI, but it might be
a suitable tool to have a look over an MSI or MST when in a rush.
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Systracer

SysTracer is a utility tool that performs system snapshots and compares them to the output
to see what has changed.

The steps to perform a Systrace on the system are:

1. Open Systracer

@ Blue Project Software SysTracer v2.10 - Mot registered

Compare snapshot |
wh |

Systracer Main View

N
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2. Click on Take Snapshot

Take snapshot *

Name | 5napshot #4
Scan: ( Fullscan [ show removable disks
(+ Only selected items

[~ Add version information for exe files

= [¥] My Computer
=l |v| Registry
. [[v] HKEY_CLASSES_ROOT
[ [v] HKEY_CURRENT_CONFIG
[ [v| HKEY_CURRENT_USER
) [v| HKEY_LOCAL_MACHINE
. [#[+]HKEY_USERS
=1 [¥] Files
FoEe] ey
B dA
i D el
[ | Applications

(ﬂ Save scan fiter J(ﬂ Save scan fiter as... )(& View fiter J

(@ Load scan fiter | (o stat ) (% cancel |

Snapshot Options Window
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3. Chose Full Scan then click Start

Snapshot Options Window
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4. The first scan of the system starts.

Take snapshot o

[Soapshor=s

(v Fullscarr 1 | Show removatile disks

elete ILems

Snapshot in progress
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5. The initial system scan is finished. Now, perform the changes on the system.

& Blue Project Software SysTracer v2.10 - Not registered bend m] x

wih | ~] (s Comoare

Snapshot completed and visible in the main view
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6. For this example, we changed a few settings for VLC Media Player.

A Simple Preferences = bl
i b A A A
> F e X =
Interface Audio Video Subtitles / OSD  Input / Codecs Hotkeys
Interface Settings
~
Language
Menus language: Auto i
Look and feel
(@ Use native style () Use custom skin
Show controls in full screen mode
e Integrate video in interface [ ] Resize interface to video size
[] start in minimal view mode [] Pause playback when minimized
Show systray icon
= “ Show media change popup: When minimized -
Auto raising the interface: Video -
Playlist and Instances
[] Allow only one instance Enqueue itemns into playlist in one instance mode
Use only one instance when started from file manager
[] pisplay playlist tree [ ] Pause on the last frame of a video
Continue playback? Ask -
Privacy / Network Interaction o
Show settings
@ simple () Al Reset Preferences Cancel
VLC Media Player Options
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7. Open Systracer again, click on Take Snapshot, select Full Scan and click Start.

Take snapshot >

Name | Snapshot #5

Scan: (% Ful scan [ Show removable disks
(" Only selected items

™ Add version information for exe files

= E My Computer

EI - v| Registry
il [v] HKEY_CLASSES_ROOT
] [v] HKEY_CURRENT_CONFIG
i [w| HKEY_CURRENT_USER
[+ [ HKEY_LOCAL_MACHINE
i+ [ HKEY_USERS

a | Files

T B
] dd

: E'E[--[:] el

|| Applications

(ﬂ Save scan fiter )(& Save scan fiter as... ](& View fiter )
(@ Load scan fiter ) (o sStat | (¥ cancel )

Snapshot Options Window
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8. The second system snapshot will begin.

Snapshot in progress

9. The second capture is complete. Click OK.

Snapshot finished
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10. Compare the two snapshots by clicking Compare in the bottom right corner.

@ Blue Project Hottware Sysiracer w2101 - Not reqistered

¥ Group snapehots by computer @ Quick guide

DESKTOP-H50... Win 10 Enterpris...  2020-03-07 21:15

JESKTOP-H5D Win 10 Enterprig

Compare snapshot | Snapshot #4 (2020-09-07 21:15) =
with  [Snapshot #5 (20200907 21:20) =~ Q Compare
Snapshot finished as visible in the main view
11. Select Only differences.

@) Blue Project Software SysTracer v2.10 - Snapshot #4 vs Snapshot #5 - I o

View mode. ( Ful ﬁwm|rmﬂﬂu®|(mﬂmu}(mnmp) (@ rep )

gg :g_(CJJLARRENSSESI _l.?g:f [ Find ]I [ Malchcase V¥ ' rcliude names
E| iy § i v Ircludekevs IV | (nclude data
e QR HIEY_USERS ams Tiwe Touta Tt |

Key HKEY_CLASSES _ROOT\

Jump to I HKEY_CLASSES_ROOT\

Snapshot Registry compare
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12. Search through the Registry or Files to find the needed changes. In our example, VLC

kept the settings in a folder from %appdata%\VLC

@ Blue Project Software SysTracer v2.10 - Snapshot #4 vs Snapshot #5 = | X
Viewmode: (" Ful @ Only diferences | erlunmﬂer@@ (\ﬁew\emrldrtferenmistj @ Hep
[= [:i c\ - g
TI—
El Q = I~ | Include peth
wqwm oty | Nome Size| Date modified [Attributes | info |
E“; QI '“, . mixspl 304 2020-08-07 113834 —A— old
5@ "n'cﬂn’“" @ mixspf 304 2020-09-0721:17.58 —A— new
E.!Q Stack vic-gt-interface.ini 6,418 2020-09-07 11:38.34 —A— old
Q vie-gt-interface.ini 6431 2020-09-07 21:17.58 —A— new
. - Welod @ viere 95,848 2020-07-1517:15.52 —A— old
| (@ Recent [@ viere 95,847 2020-09-07 21:1758 —A— new
(2 Program Files
&2 Program Fies (x36)
#-(C2 ProgramData
(2 system Volume Informat
& Users
22 windows
=3 windows.old
Path e \Documents and Settings'theje\Application Data‘\wich
Atribut
s (= co )
& Print
Save as
< » &
| Jump to | c\Documents and Settings\theje\Application Datalvic\

Snapshot Files compare

This is an excellent tool for a software packager and we consider it a “must have” to help find
the location of stored settings for all applications.
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Process Monitor

Process Monitor is a real-time monitoring tool for Windows systems that displays files,

accessed registry and active processes. Additionally, it adds a comprehensive list of
enhancements, such as process monitoring, including termination codes, monitoring of files
loaded into system memory, improved filters, process details activity, and more.

Q’ Process Monitor - Sysinternals: wwwi.sysinternals.com - m] X
hile Edit Event Hhiter lools Options Help

FHLBE TAS E MAF HE AN

Time o.. Process Name PID Operation Path ~
1.0641... W MsMpEng.exe 4776 aﬂeadﬁlu ClUsers\heje\AppDataiLocal Temp\Procmuontd. exe

1:06:41... W svchostexe 2668 Sk LockFile C:A\ProgramData\Microcoft Windows\AppRepository\State Repository-Machine erd-chm
1:06:41.... "W svchostexe 2663 QueryStandardl... C\ProgramData\MicrosoftyWindows\AppRepository\State Repository-Machine.srd

1:06:11.... W svchostexe 2668 UnlockFileSingle C\ProgramData\MicrosoftyWindows\AppRepository\StatcRepository-Machine.srd-shm
1:06:41.... "W MsMpEng.exe 4776 Q.Headl-lle ChUsersitheje\AppDatalLocall | empiFrocmonb4.exe

1:06:41.... W svchostexe 2668 ﬁnegOpenKey HELM\Soft \PoliciesiMi fMUNSettings

10641 W svchostexe 7668 @¥RegOpenKey  HKLNS-1-5-18

1.0647.. W svchoslexe 2668 ﬁﬂeg@perlKey HKU\DEFAULT

1:06:41_. W svchostexe 2668 ﬁﬂegOpenK@y HKL\ DEFALLT\Software\Policies\Microsofff Control Pane\Desktop

1:06:41... W svchostexe 2663 RegOpenkey  HKU\.DEFAULT\Control Panel\Deskiop

1:06:41.... "W svchostexe 2668 RegQueryValue HKU\DEFAULT\Control Pancl\Desktop\PreferredUILanguages

1:.06:41.... W svchostexe 2668 ﬁHegCloseKey HEULDEFAUL I'\Control FanelDesklop

1:06:41... W svchostexe 2668 ﬁnegCloseKey HKULDEFAULT

1:06:41_.. W svchostexe 2668 @ RegOpenKey  HKLM\Software\Policies\MicrosofiMUNSettings

1.0641... W MsMpEng.exe 4776 aﬂeadﬁlu ClUsers\heje\AppDalaiLocal Temp\Procmontd. exe

1:06:41_. "W svchostexe 2668 @%ReqOpenkKey  HKLIS-1-5-18

1:06:41... "W svchostexe 2663 RegOpenkKey  HKU\DEFAULT

1:06:11... W svchostexe 2668 RegOpenKey  HEKU\DEFAULT\Softwarc)Policics\MicrosoffiControl Pancl\Desktop

1:06:41... "W svchostexe 2668 ﬁHegUpenKey HEULDEFAUL I'\Control Panel\Deskiop\LanguageConhguration

1:06:41... W svchostexe 2663 ﬁnegCloseKey HKU\DEFAULT

1:06:41... "W MsMpEng.exe 4776 @Headﬁle CiUsersltheje\AppDataiLocalTemp\Procmon64 exe v
L5

Showing 218,164 of 306,000 events (71%) Backed by virtual memory

Process Monitor Main View

It can be used to debug applications, but also to check installations and see what is actually
happening.
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To figure out if an EXE installer contains an MSI and what additional changes it performs,

execute the following steps:

1. Open Process Monitor.

£ Process Monitor - Sysinternals: www.sysinternals.com — a *
File Edit Ewent Filter TJools Options Help

FRIABE(TAG B AR HAB AN

Time ... Process Name PID  Operation Path Result Detail K5
8124 Q{Searchlnde:er.... L ¥l @HIeSﬁemCUMmIC: SLUCCESS Contral: FSCTL_R...
8:12:4 . j-iSearchindexer .. 7420 BaFiIeSystemCorrtmlC: Control: FSCTL_R...
3:12:4... W-sychost exe 2604 ﬁﬁeg@penﬁey HEKLM SUCCESS Desired Access: M...
3:12:4.. W svchost exe 2604 ﬁﬁeg@uewKey HKLM SUCCESS CGuery: HandleTag...
2:12:4. . W svchost exe 2604 ﬂﬂegOpenI{ey HELMgystem“\Setup SLCCESS Desired Access: R..
8:12:4 . W svchost exe 2604 ﬂﬂeg[]osel(ey HEKLM SUCCESS

3:12:4... W svchost exe 2604 ﬁﬂeg@uerwalue HELMASYSTEMMSetupSystemSetupln... SUCCESS Type: REG_DWO...
8:12:4... ‘W svchost exe 2604 ﬁﬁegﬂnseﬁw HELMASYSTEMSetup SUCCESS

8:12:4 . B wimiprvse exe hB36 @Headﬁle C:'\Windows\CCM'sglceoledb40 dl SUCCESS Offset: 187,904, Le...
8:12:4 . T wmiprvse exe 5336 BaﬂeadFiIe C:\Windows\CCM'sglceoledb 40 dll SUCCESS Offset: 152,576, Le...
3:12:4... M- wmiprvse exe b33e BmF!eadFlIe C:AWindows \CCM\ComSqlCE dll SUCCESS Offset: 379,504, Le...
3:12:4.. B wmiprvse exe hix BaF!eadFlIe C:AWindows \CCM\WCemSqlCE dl SUCCESS Offset: 321,536, Le...
2:12:4. . W wmiprvse exe h336 aﬂeadﬁle C'\Windows \CCM\CemWmiProviderBas .. SUCCESS Offset: 254,976, Le...
8:12:4 . T wmiprvse exe 5836 BaﬂeadFiIe C:\Windows \CCM\CemWmiProviderBas. . SUCCESS Offget: 242 688, Le...
3:12:4... M- wmiprvse exe 5336 Baﬂeadﬁle C:AWindows\CCM\nventoryProvider.dll  SUCCESS Offset: 55,808, Len...
8:12:4.. B wmiprvse exe i ﬁﬁeg@penﬁey HELMASYSTEMMCumrentControl Set®Con... REPARSE Desired Access: (...
8:12:4 . B wmiprvse exe hB36 ﬂﬂegOpenI{ey HELM System \CumertControl Set\Contr.. SUCCESS Desired Access: (...
8:12:4 . W wmiprvse exe 5336 ﬂﬂeg@uew‘u’alue HKLM" System\CumrentControl Set\Cortr... NAME MOT FOUMND Length: 24

3:12:4... M- wmiprvse exe b33e ﬁﬁegClnseKﬁy HELM"System\CumrentControlSet\Cortr... SUCCESS

3:12:4.. B wmiprvse exe ohix BaF!eadFlIe CAWindows \CCM\nventoryStore sdf SUCCESS Offset: 585,728, Le...
8174 W wminrvs & 836 % BeadFile “WWindnws M Invent oneStore sdf SUCCESS (Offzet- B339 | fad
Showing 1,970 of 27,161 events (7.2%) Backed by virtual mermory

Process Monitor Main View

2. Disable Capture (CTRL+E) and Clear (CTRL+X) the list.

£F Process Monitor - Sysinternals: www.sysinternals.com — O >
Eile Edit Ewvent Filter Tocls Options Help
sR[ARE]lv2e oinas 2o sam

Time ... Process Mame PID  Operation Path Result Detail

Mo events (capture disabled) Backed by virtual emory

Process Monitor Main View
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3. Navigate to Filter > Filter.

27 Process Monitor - Sysinternals: www.sysinternals.com - O X
_File Edit Event @ Filter Tools Options Help
| =H | % B Enable Advanced Qutput ol /|
Time ... Process Me Filter... Ctrl+L Result Deetail
Reset Filter Ctrl+R
Load Filter >
Save Filter...
Organize Filters...
Drop Filtered Events
Highlight... Ctrl+H
Mo events (capture disabled) Backed by virtual memory
Process Monitor Filters
4. Under Display entries matching this condition, select Operation is Process Create.
B | Process Monitor Filter >
Display entries matching these conditions:
Operation | is Sl rocess Create ~ | then Elndude 5
Reset Add ! Remaove
Column Relation Value Action
[] @ Process N... is Procmon exe Exclude
Q Process N... is Procexp.exe Exclude
Q Process N... is Autornuns exe Exclude
@ Process N... is Procmonbd.exe Exclude
ﬁ Process N... is Procexptd exe Exclude
[] €4 Process N is Svatem Frrclude
QK Cancel Apply

Process Monitor Filter Configuration
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5. Click Add.

B | Process Monitor Filter .
Display entries matching these conditions:
|D|:leraﬁnrn v is ~ || Process Create w~ | then Elndude wl
| Resst | Add Remove
Calumn Relation Value Action X
[ @Dperatinn is Process Create Include
9 Process N... is Procmon exe Exclude
[ e Process N... is Procexp exe Exclude
@ Process N... is Autoruns exe Exclude
ﬁ Process N... is Procmont4d exe Exclude
€8 Procass N is Procexnbd exe Fachide ¥
oK Cancel | Apply |
Process Monitor Filter Configuration
6. Start the Capture (CTRL+E) again.
ZF Process Monitor - Sysinternals: www.sysinternals.com — O x
File Edit Ewent Filter Jools Options Help
FHABE TAS B 48 HEB LM
Time ... Process Name PID Operation Path Result Detail
The current filter excludes all 227,979 events Backed by virtual mermory
Process Monitor Main View
S
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7. Start your installation.

We started the installation of VMware Workstation, and the Process Monitor detected that
the installer added two redistributables before installing the main package.

2F Process Monitor - Sysinternals: wwaw.sysinternals.com
Ele fdt Egent Fiter ools Qptions Help
FHIAPE|/TAS @ M5 a5 ASE

-

PID  Operation Path Resuk Detal
788 OFProcess Creale  COWINDOWS system 32 DiHot eme  SUCCESS PID; 8644, Command e C\WINDOW S systen 3l Host exe Processid {ABBS0264-05C A-L4BBE-BTED-ABF5S0THARD!
Expiorer EXE 5332 JyProcess Create  Co\Users'alex mann second'\Desktop V.. SUCCESS PID: 8640.C T bt second' Deakdeo full- 15.5.0- 14665864 exe”
8308 OFProcess Creste  CWWINDOW S system3Z\corsent se  SUCCESS PID. 5412, Command . consent exe 3308 534 0000013458834580
] 2184 & Procesa Creale  COWINDOWS aystem 3DAUDIDDG EXESUCCESS PID: 3440, Command line- CWINDOW S aystem 30AUDIODG EXE Be22d DaXl)
1 Explorer EXE 5332 LFProcess Creste  C:\Users'alex mann second \Desktop™V... SUCCESS PID: 4224.C C\Uipers'al second \Deskicp full-15.5.0- 14665864 mun”
da] Viwanewodkst 4724 S3Proceas Creale  Tken\ALEXMA™T SECppDatatlo  SLCCESS PID: 3577 Command Bne- 1 \Lisers \ALERMA™T SECWApp Data’Local' Temp \{S5339CE D-ADD 1-48F A M DF- F7EGAE TS
veredet xiexe 3572 OF Process Create  COWINDOWS \Temp\{STCEASES-§14., SUCCESS PID: 3216, Command Bne: “C\WINDOWS ' Temp \(SPCEASES-6 14C-4F03-912E-FTI4696 1 AFAS) orworediet_x86.axe™ b
veredsd_xBfeae 3216 OF Process Ceate  CWINDOWS\Tenp\{3SABCZEA3R0 . SLICCESS PID B854 Commard ke " \WINDOWS'\ Teermp \{ 33AGC 2EA-360C-SCCF-RADS-TOEICSD0TBIE]: be \NC_redisd 286 pam™
B:16:1.. W svchost exe 758 &FProcesa Create  COWINDOWS \aystem 321 DiHast e SUCCESS PID: 5080. C COMINDOWS AT DIHoat exe /F -{F320970F E3ES-4CB9-SE3E-OEBSBAE4580
16,1 VC_rechsi 2862 BEE4 OF Process Cresle O '\ProgramDats'\Package Cache'56e.. SUCCESS PID. 7552, Commard e "C.\Program Diata'\Pack age Cache'{ 5661165 Tox: 34 0a S-adf 3-86 150c4d B34 \WE _rechst xE6.2
IVC_reciat xBS.e.. 7552 OF Process Creste  C:\ProgramData\Package Cache'\{S6e... SUCCESS PID: 2160, Command kne: "C:\Program Data'\Package Cache'{560 11469 Teod-40a5 04936 190c 44844 \WE_rediat xE6.¢
Viwareworkst.. 4224 0 Process Creste  C/\Usern ALEXMA™1.5EC AppDataLo.. SUCCESS PID: 5824, Command Bne: “C:\Upers\ALEXMA~1 SEC\App Data’\Local\Temp'\{35339CED-ADD 148FA-M4DF- T2E64B 7830
voredist xGlexe 524 O Process Creste  CAWINDOWS\ Temp\[4F434807-075E  SLICCESS I 4060, Command ine- “CAWINDOWS Temp \4F 83480 7-D25E 4050- 744550 GIIAESAST) criveredist_x6d exe” b
voredst xBlexe 4060 O Process Cremte  COWINDOWS \Temp\(E4AETEB2-80A . SUCCESS PID: 1612, Command bne: “C\WINDOWS\ Temp \[E4AETEE2-80424CBE-BA2E-AZE4DERIFCAD) be'VC _reciet xB4 ann
VC_mdsd «fde 1617 BFProcess Creste  C'\ProgramData’ Package Cache'deds  SLICCTSS PID- 3520 Command Bne- "C:\Program Data'\Package Cache'\le2ee 15 2ad Bi-dbe S T2 0800414982 NC _rechst x64 ¢
VC_mdatxbee.. 3520 SFProcess Create  C/\ProgramData\Package Cache\fede.. SUCCESS PID: 4832. C TP \Package Cache\fodee 1562 8480 4be 5 bib 7058034 149823)\VC _redit x64.¢
728 QFProcess Creste  COWINDOW S \syslem 32 DiHod ene  SUCCESS PID. 2480, Commard . C\WINDOW S'aysten 320l Host exe /FProcessd {(F3209TDF-E3E5-ACBS-5E 3E-0EBSBAEL580
£658 ¥ Process Create  COWINDOWS system32'compatieiun.. SUCCESS PID: 5892 Command bne: COWINDOWS \aystem 32 compattelunner. exe. m:aemv dl £ Update Software inventony
. 5892 JFProcess Create  COWINDOW S Sysem 32\ Conhost exe  SUCCESS PID: 4836, Command Bne: \ 1T WINDOW S wystem 32 conhost exe (ET Fore'
3 5137 83 Process Create TV ken'alex mavin second'\Deskdop'V  SLCCESS FID: 7484 Command lne- " Lisers’aler manin second' Deskdop’ Vidwane-workstation-full-15 5 [-186E5864 exe™
: 8308 QIProcess Create  COWINDOWS symtem3Z'conpert exe  SUCCESS PID; 6600, Command ne: consent exe 8308 594 (000015456834360
- E11? BYProceas Create O\ ksers'alex mann second\Deskdop'V SLICCESS PID- 4150, C d e "\ Lisera' ol second\Deakop WM + £ll-15 5 0-14665864 sun"
: VMware wokat.., 4160 &F ProcesaCreate  Clsens'ALEXMA™1.5EC ppData'lo,, SUCCESS PID: 8856, Command ine: " \Ulsera \ALEXMA -1 SEC App Data'Local\ Temp {353 39CED ADD 1 48F A S4DF T2EG4B789
. wereds!_xBexe BASE Of Process Creale  CWWINDOWS\Temp' {36585 TEL 266 SUCCESS PID. 1104, Commarnd b "CAWINDOWS'\Temnp | 36385F TE-L 266-4280-B506- 73881 3265254 ' ir'weredhst_x86 exe" dn.
- fvcredat_xB6.exe 1104 SF Process Creste  COWINDOWS \Temo\{775A25EC- 708€E.. SUCCESS PID: 435, Command kne: "CAWINDOWS \Temp {775A25EC T08E 4670 SATE 075AEFE0A 1C 91 be WL _rodiat 136 exe”™ -0
: 738 OF Process Create  COWINDOWS'system32\DiHost exe  SUCCESS PID: 3156, Command Bne: C\WINDOWS aystem 32\l Host exe /Processid:(FI2097DF-E3ES-4CBS-9E IE-DEBSBAELI80 v
< >
Showing 38 of 1,393,035 events (0.0027%) Backed by virtual memory

Process Monitor Main View

The paths from where the process is executed and the command lines are usually visible, so
it makes the inner workings of an installer easy to understand.
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Process Explorer

Process Explorer is a utility that manages the processes in the system. It displays
information about a process including the icon, running arguments, memory usage statistics,
users, rights, etc. When monitoring a particular process, you can list all the dll files it uses.
The search option provides the ability to track the process that has resources in use, such as
a file, directory, or registry.

¥ Process Explorer - Sysinternals: www.sysinternals.com [DESKTOP-H50179D\thejel = O X
File Options View Process Find Handle Users Help
2 ERORFAAD | i | 1| I I
Process CMU  DMrivate Bytes _ PID Description Company Name v
21888K
B | System Idle Process 5274 60K 8K o
[=]/m | System 137 52K 12K 4
B ' Interrupts 134 0K 0K nfa Hardware Interrupts and DPCs
B ' smss.exe 1.092 K 444K 460
i Memory Compression <001 3096 K 71924 K 2896
| csrss.exe <0.01 2332K 2680K 700
=] m | wininit exe 1.340K 1416K 808
[=] ® 7 services.exe 060 8336K 8552K 880
E [w] svchostexe <0.01 21.660K 30432K 320 HostMrocess for Windows S... Microsoft Corporation
B |unsecapp.exe 1560 K 2764K 6616
B | dihostexe 276K
=l H uExnenenceH: 47800K
76K
Susp... 166.772K
SetingSyncl lostexe 936K
Exe 61508K
Susp... 2660K
Susp... 13668 K
6.992K
10.180K
14.926 K b

=)
Type MName

CPU Usage: 47.26% Commit Charge: 81.80% Processes: 279 Physical Usage: 88.74%

Process Explorer Main View

Its work window is divided into two parts. The top displays a list of active processes, and the
bottom can display (depending on the settings) the dll files that are loaded into the memory
and other information about the active processes.

No installation is required, no administrator rights to run.
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Beyond compare

Beyond Compare is a utility for comparing files, directories, FTP site archives, etc. The main
purpose of the program is to help analyze the differences in detail.

n HelleWerld.ps1 «--» outputpsl - Text Compare - Beyond Compare - a x
Session File Edit Seapch Yiew Iools Help Mew version avallable..
& @ " x| # = | = = B & " o =l & 4 ‘ ® 9
Home Sessions All | Diffs Same | Context Minor | Rules Format Copy | Edit | Next Section Prev Section | Swap Reload
T |CAUsers\theje\Desktop'HelloWorid ps1 vl B o [ChUsersytheje\Deskiophoutputpst v|% B
= 13/05/20 - Wed 9:30:27 PM 518 bytes  Everything Else » UTF-8 BOM » PC 25/05/20 - Mon 9:37:37 BM 815 bytes  Fverything Else = UTF-8BOM = BC
'::' I 7 R ; ; ; e ; B S o ~ \u/: TI"Hl.IU“ = "Hullllll]l‘ |(I|-" File" ~

jout - genv:ProgramFiles + "\MyaApp"
fou? = Sout + "\Ouput . lop"
$salut | Out-File $ou2

If (Test-Path $ou2){
$content = Get-Content -Path douz
SoutputWindow = "Content in the file is: ™ + Scontent
}
Else{
$outputhindow - "No Output.log found"
}

# Load required assemblies - # Load required assemblies
Add-Type -AssemblyMame System.Windows.Forms Add-Type -AssemblyName System.Windows.Forms
Add-Type -AssemblyMName System.Drawing Add-Type -AssemblyName System.Drawing
# Create Form to contain elements # Create Form to contain elements
LForm = New-Object System.Windows. Forms.Form $Form = New-Object System. Windows.Forms.Form
# Set Form Titlebar text # Set Form Titlebar text
$Form.Text = "Hello World” $Form.Text = "Hello World"
LLabel = New-Object System.Windows.Forms.Label $Label = New-Object System.Windows.Forms.Label W
z
5 $Label.Text = “Hello World" 48 $Label.Text = $outputWindow -
PR -z - 5 P PR - h
11 Detault text

=D

Gagsaluts -+ "Sample- Log-l’ile"r[

# 2 difference section(s} Important Right Orphan Insert .1 seconds

Beyond Compare Main View
It's extremely useful when scripts or folder structures must be compared during the
packaging process.

For example, if a capture is required for repackaging, it's recommended to perform a
comparison between the original installation directory and the captured directory.
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Powershell App Deployment Toolkit

PowerShell App Deployment Toolkit is an open source project composed from a set of
functions that allow you to perform common application deployment tasks and interact with
the user during a deployment.

§! PS App Deploy Toolkit Main 3.8.2 X

'l PowerShell App Deployment Toolkit

The following application is about to be installed:
PS App Deploy Toolkit Main 3.8.2

You can choose to defer the installation until the deferral expires:
Remaining Deferrals: 3

Once the deferral has expired, you will no longer have the option to defer.

Ca

PS App Deploy Toolkit Install Window

It's meant to simplify complex installation/uninstallation scripts and improve the installation
success rates. With a few simple lines, you can create an installation bundle (suite), or
perform additional changes on the system.

Configure PSAppDeployToolkit

Once PSAppDeployToolkit has been downloaded, extract the zip file, navigate to Toolkit\
AppDeployToolkit and edit the AppDeployToolkitConfig.xml.

The AppDeployToolkitConfig.xml is the main configuration xml for the script. There, you can
choose the default log location, message icon, banner, logging options, installation
parameters, languages, and more.
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E AppDeployToolkitConfigxml - Notepad = O X

File Edit Fumnmal View Help

<!--Banner & Icon Options--»
<BannerIcon Options>
<Icon_Filename>AppDeployToolkitLogo.ico</Icon Filename>
<l-- Specify filename of icon. --»
<Banner_Filename>AppDeployToolkitBanner.png</Banner_Filename>
<l-- Specify filename of the banner. -->
<Banner_ MaxHelght>70</Banner_ MaxHeight>
<!-- set a maximum banner height. overflow will be invisible. -->
</BannerIcon Options>
<!--Banner & Icon Options--»

<!--MSI Options-->

<MSI Options>
<MSI_LoggingOptions>/L*v</MSI_LoggingOptions>
<l-- Logging level used for MSI logging. -->
<MSI_LogPath>$enviiinDir\Logs\Sottware</MSI_LogPath>
<l-- Log path used for MsI logging. -->
<MSI_InstallParams>REBOOT-ReallySuppress /QB-!</MSI_InstallParams>

<! Installation paramecters used for non silent MSI actions. >

<MSI_SilentParams>REROOT=ReallySuppress /QN<¢/MSI_SilentParams>

¢l-- Installation parameters used for silent MSI actions. --»>

<MSI UninstallParams>REBOOT=ReallySuppress /QN</MSI UninstallParams>

<l-- Installation parameters used for MSI uninstall actions. -->

<MSI_MutexWaitTime>600</MSI_MutexWaitTime> v

< >

Ln 1, Col 1 100%  Windows (CRLF) UTF-8

PSADT Configuration XML

It might seem like a tedious task, but once you configure PSAppDeployToolkit as you need,
you can use the AppDeployToolkitConfig.xml for every script created in the future, not having
to worry about settings each time you create a new script.

Autocomplete for PSAppDeployToolkit in PowerShell ISE

The next step is not necessary, but it's a quality of life trick, meant to have autocomplete on
PowerShell App Deployment Toolkit in PowerShell ISE.

1. First, navigateto “C:\Users\ (username)\Documents” and create a new folder called
WindowsPowerShell. Inside that folder, create a new folder called Modules.

2. Next, if you downloaded and extracted PSAppDeployToolkit, navigate to the extracted
location and copy the AppDeployToolkit folder (found in the Toolkit folder) in the
previously created Modules folder.
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Modules

Home Share
ThisPC * Documents * WindowsPowerShell » Modules
Name Datc modified

B AppDeployToalkit 14 0 Moni11:13.. Fi

B REAPER Medi
R SAPIEN
R sound record

A sTick
R Tor

R Virtual Machil

1 item

PowerShell Modules

3. Gointo the copied AppDeployToolkit folder and modify the AppDeployToolkitConfig.xml.
Inside the AppDeployToolkitConfig.xml, change the Toolit_RequireAdmin parameter to
False.
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a *AppDeployToolkitConfig.xml - Notepad

File [Edit Format Yiew Help
<?xml version="1.@" encoding="utf-8" ?>
<AppDeployToolkit config>

<!--# LICENSE #
pPowershell App Deployment Toolkit - Provides a set of functions to perform common appli

Copyright (C) 2017 - Sean Lillis, Dan Cunningham, Muhammad Mashwani, Aman Motazedian.
This program is free software: you can redistribute it and/or modify it under the terms
You should have received a copy of the GNU Lesser General Public License along with thi

<!--Configuration File Details-->
<Config File>
<Config version>3.8.2</Config version>
<Config_Date>@8/@5/2@820</Config_Date>
</Config rile>

<!--Toolkit options-->
<Toolkit oOptions:>

<Toolkit RequireAdmin>False</Toolkit RequireAdmin>

<|-- Specify if Administrator Rights are required. NB: Some functions won't
<Toolkil TempPalh>$envTemp</Toolkil TempPalh>

<l-- Path used to store temporary Toolkit files (with PSAppDeployToolkit as
<Toolkit RegPath>HKLM:SOFTWARE</Toolkit RegPath»

<!-- Registry key used to store toolkit information (with PSAppDeployToolki-

<Toolkit LogPath>$enviinDir\Logs\Software</Toolkit LogPath>

<!-- Log path used for Toolkit logging. --> v
< 3
Ln 17, Col 53 100%  Windows (CRLF) UTF-8
PSADT Configuration XML
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4. The last step is to edit the PSAppDeployToolkitMain.ps1 with PowerShell ISE. Once
opened with PowerShell ISE, save it as PSAppDeployToolkit.psm1 inside the
AppDeployToolkit folder.

B Save As

T B <« Modules > AppDeployToolkit

Organize ~ New folder

B My Web Sites Date modified
B OneNate Not
No items match your search.

M REAPER Medi

~ Hide Folders

PSM1 Save Location

And that is it, all the commands should appear in the right pane and should auto-complete
when writing.

B8 Windows PowerShell ISE = 0 »
Ele Edit View JTools Debug Add-ons Help
W& o » B8 |Boo| sfE.
Untitled1.ps1 X & Commands X x
1 e
Modules: |}
Name:

tlock-AppErecution
Close-InstallationProgress
Conwvert-ReqistryPath
CommrtTo-NTAccount QrSID
Copy-File

Dezabide- TerminalServerinstaliMode
Enable-TerminalServerinstaliMode
Execute-MSI

Execute-MSP

Excoute-Process
Execute-FrocessAsl e

Exit-Scrpl

S CrhUsers\the je\Documents WWindowsPor hel P'\Modu lesh\AppDep loyToo lkit>

Get-DeferHistory
Get-FileVersion
Get-FreeDiskSpace

Get-HardwarePlatform

Ln1 Coll 105%

PowerShell ISE
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Create scripts
Once finished with the above configurations, you are ready to start creating scripts.
In the extracted location, navigate to the Toolkit folder where you will see a folder called Files.

The Files folder is where you will place all of your installation files, either installers like MSI,
MST, MSP, or other configuration files which you can copy later during installation.

B | = | Files

Home Share View
S n Downloads > PSAppDeployToolkit ¥v3.8.2 > Toolkit > Files

hugslib MName Date modified Type
indewial rolle i8 OrcaMsi 11/09/09 - Fri 926 PM  Windows Installer .. 1,866 KB
interaction_but

map_reroll

marin alexandr

minifyeverythin

MLG EDITING F

moody

Mew Remote V

B Files

1item |

PSADT Files Folder for Installation Media

After you copied all the files you need, edit Deploy-Application.ps1 with PowerShell ISE, or
another PowerShell editor of your choice.

The first basic lines that must be edited are your Application Vendor, Application Name,
Application Version and other basic information about the installation. These variables will
appear in the logs, toast notifications or progress box.
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¥ Windows PowerShell ISE 0 x |

File Edit View Jools [Debug Add-ons Help

; = (o] . pu =
H & g » = p o B - B | i |E .
Untitied1.ps1 | Deploy-Applicationpst® X #) ||| Commands X x
58 Try { Set-ExecutionPolicy -ExecutionPolicy 'ByPass' -Scope 'Process’ -Force -Errordction *Stop’
59 s 4 P 2 Pt} Modutes: | AppDeplayTootkil ¥ (Refresh
60 ##

61 #8% VARTABLE DECLARATION Marne:

Black-AppErecution
Clase-InstallationProgress
Conven-RegitteyPath

rtTo-NTACcountOSID

hzable-TermanalServerinstaliMode

Enable-TerminalServerinstaliMode

m—— . o . Execute-MSI
e to override defaults set by the toolkit)

Execute-MEP
Execute-Process

Execute-ProcessAcUser

5\ theje\Documents \windows Powershe 11 \Modules \AppDeployToolkit-

Get-HargwarePlatiorm

Ln 72 Col 45 105%

Deploy-Application.ps1 script

Next, the PSAppDeployToolkit installation logic is composed out of three main actions which
contain three sub-actions for each. The main actions are:

1. Installation

2. Uninstallation

3. Repair
The sub-actions are:

1. Pre-Installation/Pre-Uninstallation/Pre-Repair
2. Installation/Uninstallation/Repair

3. Post-Installation/Post-Uninstallation/Post-Repair
Depending on your requirements, edit the sub-actions you need. In this example, we will
modify only the Installation and Uninstallation main actions.

In the Pre-Installation action, we removed the message that informs us of closing a certain
app or to defer the installation.

In the Installation action, we installed Orca.MSI with the following command:
Execute-MSI -Action Install -Path ‘Orca.Msi’

In the Post-Installation action, we also removed the message that informs us that the
installation is complete. In the end, the script looked like this:
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¥ Ps App Deploy Toolkit Main 3.8.2 - Install o =
Eile Edit View Jools Debug Add-ons Help

& Bk Ox 0o p e = 8|Booald,.
Untitled!.ps1 | Deploy-Applicationpsi* X P Commands X x
##% PRE-TNSTALLATTON "
T ========= ===================== Modules: | AppDeployToolkil “  Retresh
[string] $installPhase "Pre=Installation’
MName:

#¥ Show welcome Message, close Internet Explorer if reguired, allow up to 3 deferrals, verify

#show-Installationwelcome -Closeapps "iexplore’ -AllowDefer -DeferTimes 3 -CheckDiskspace -Pe

Enable-TerminalServerinstaliMade
Execute-MS!

Execute-MSP

## Show Progress Message (with the defawlt message)
show-InstallationProgress

## <Perform Pre-Installation tasks heres

Mame: Execute-MS!
Module: AppDepioy Teolkit Imganed)

Parameters for “Eveoute-MSI: [7]
Path: *
## nandle Zero-Config MSI Installations Action: -
| Execute-MSI -Action Install -Path 'Orca.Msi’
AddParameters:

## <Perform Installation tasks here=-
ContanuseOnEman

ExntOnProcessFailure:

IgnorebuitCodes:

[string]$installPhase “Post-Tnstallation”

## <perform Post-Installation tasks heres

## Display a message at the end of the install
If (-not SuseDefaultMzi) {

[ InchudeUpdatesindHotfes

LoggangOptions:

] Movwait

# thowm=ToetallationBramnt -Maccana Vo ran cuctomiza tavt fa annaae ar tha and af an dnerall ae

L S——

@ Comman Parameters

Insert| | Copy

Ln 129 Col 19 1055

Deploy-Application.ps1 script

With a line, we have a progress box, an installation sequence and toast notifications for the
user.Next, we moved to the Uninstall actions.

In the Pre-Installation section we removed the initial message.Then,in the Uninstallation
section, we uninstalled Orca with the following command line:

Execute-MSI -Action Uninstall -Path {85F4CBCB-9BBC-4B50-A7D8-E1106771498D}’

At the end, the Uninstall sequence looks like this:
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¥ rs App Deploy Toolkit Main 3.8.2 - Install

bile Edit Yew Jools Debug Add-ons Help

=

Untitled1.ps1

& g » =90 » B = | B

| Deploy-Apphication.ps1* X ~

PRE-UNINSTALLATION

ase ‘Pre-uninstallation’

show welcome Message, close Internet Explorer with a 60 second countdown
#Show-Installationwe lcome -CloseApps “iexplore” -CloscAppsCountdown B0

# Show Progress Message (with the default message)
Show-TInstallationProgress

## <prerform Pre-uninstallation tasks here->

## Handle Zero-Config MST Uninstallations

Execute-MST -Action Uninstall -Path " {BSFACRCR-9BRC-AR50-ATDB-E1 1067714980}

# <Perform uninstallation tasks herex

POST-UNINSTALLATION

[string]lfinstallPhase =

## <Perform Post-Uninstallation tasks here>

PS C:\Users\theje\Documents\WindowsPowerShe 1 1\Modules\AppDep loyToolkit>

Deploy-Application.ps1 script

Commands X
Madules:  AppDeployToolkit
Mame:
Enable-TerminalServerinstallMode

Execule-M3l
Dxecute-M3P

Mame: Exccute-MSI
Module: AppDeployTeelkit (Impaorted)

Parameters for “Execute-MSI™
Path: *
Actron;
AddParampters:
ContinueCOnErron
ExtOnProcesskadure:
gnorebatCodes;

IncludeUpdatesAndHotfises

LoggingOptions:

o
L¥ ) Common Parameters

o

Insert| | Copy

Ln 172 Col 78

And that is it, the installation script is now done and can be used in the infrastructure.

Execute scripts

105%

You can call the deployapplication.ps1 directly using powershell, and if you prefer, you could
also call deployapplication.exe which sets the executionpolicy correctly.

The preferred method is via the powershell script directly. For this, open an administrator

command prompt and type the following:

powershell.exe -executionpolicy bypass -file deployapplication.ps1

[&5. Administrator: Command Prompt

xecutionpolicy by
eskt D : ppDEl’J].D__ TDD]_kit_".,..

pplication.ps1™®

Deploy-Application.ps1 script install execution
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To uninstall the application, we run almost the same command as before, but this time with
the parameter -DeploymentType Uninstall:

powershell.exe -executionpolicy bypass -file deployapplication.psi
-DeploymentType Uninstall

[&+] Administrator: Command Prompt O

C:\WINDOWS\system32>powershell.exe -executionpolicy bypass -file
"C:\Users\theje\Desktop\Downloads\PSAppDeployToolkit v3.8.2\
Toolkit\Deploy-Application.ps1" -DeploymentType Uninstall_

Deploy-Application.ps1 script uninstall execution
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Additional Information

For more information about all the functions, syntax and parameters, navigate to the
AppDeployToolkit folder, right-click AppDeployToolkitHelp.ps1 and select Run with

PowerShell.

It will bring up the following window:

l1 PowerShell App Deployment Toolkit Help Console

Convert-Regis ath

Disable-TemminalServerinstallMode
Enable-TerminalServerinstaliMode
Execule-M3I

Execute-MSP

Execute-Process
Execute-ProcessAsliser
Exit-Script

Get-FileVersion
Gel-FreeDiskSpace
Get-HardwarePlatform
Get-IniValue
Get-InstalledApplication
Get-LoggedOnlser
Get-PendingReboot
Get-RegistiyKey
Get-ScheduledTask
Get-ServiceStartMode
Get-UniversalDate
Get-UserProfiles
Get-WindowTille
Install-MSUpdales
Install-SCCMSoftwareUpdates
Invoke-HKCURegistrySettingsForAlll
Invoke-RegisterOrUnregisterDLL
Invoke-SCCMTask

New-Folder

New-Msi Transform
New-Shortcut

Remove-File

Remove-Folder
Remove-invalidFileNameChars
Remove-MSlApplications
Remove-RegistryKey
Resolve-Error

Send-Keys

Set-ActiveSetup

Set-IniValue
Set-PinnedApplication
Sel-RegistryKey

-~

ContinueOn Emor <Baclean>
Continue ¥ an emor is encountened . This will continue the deployment acript. but will not continue copying
files i an emor is encountered. Defaul is: Strue

Requined? faige
Position? 3
Defaut value True

Accept pipehine input?  false
Accept widcand characters? false

Continue FileCopyOnEmor <Booleans
Continue copying files f an emor is encountersd  This will continue the deployment script and will wam
about files that faled to be copied. Defaul is: Halse

Required? false
Posttion? 4
Defaut value Faise

Accept pipeline input?  false
Accept widcard charactens? false

<CommonP arameters>
This cmdlet suppods the common parameters: Verbose, Debug,
EmorAction, EmorVarable, WamingAction, WamingVanable,
OutBuffer. PipelineVanable, and OutVanable. For more information, see
about_CommonParameters (hiips /g0 micraaft com fudnk ik |D=113216]
INPUTS
OUTPUTS
EXAMPLE1

PS5 C\oCopy-File -Path "SdirSuppont Files\My/App ini” -Destination “SenvWindr\MyApp ini”

PS C:\>Copy-File -Path “SdrSupportFlles\" ** -Destination “Senv Temp \tempfiles™

There, you can find all the information you need, and multiple examples for each function.

PSADT Help Menu

Advanced Installer offers the possibility to create a chained installation of multiple
packages, without needing the support of 3rd party tools.

O Powered by Advancedinstaller.com

174



https://www.advancedinstaller.com/
https://www.advancedinstaller.com/?utm_source=AI_Distribution&utm_medium=ebook&utm_campaign=MSI-Packaging
https://www.advancedinstaller.com/user-guide/qa-chained-packages.html#qa-chained-packages

WMI Explorer

WMI Explorer is a small utility that provides the ability to browse and view WMI nhamespaces/
classes/instances/properties in a single pane of view.

It helps the IT Pro search for the desired classes or instances when he wants to manipulate
the WMI.

One example for this use is when you need to design/implement a kill process script in the
logic of the installation.

To kill a process, you must use the Win32_Process class, which is present in the ROOT\
CIMV2 namespace, to enumerate all the instances. If the name of the process is found in the

instance, you can terminate it.

~ WMI Explorer 2.0.0.2 — | At
File Launch Help
Computer Mode Class Enumeration Options
e e — Azynch = Include System Clz 3 Include Ped Classes
[DESKTOP-H501780 Canncat {8 A=meironay Fiter  [% [ ks Sysiom Clarans [} iaciusa Fad Cissess Rufiish Classes
e {_) Synchronous [ Include CiM Classes [ include MSFT Classes .
H?Ef???‘_??i_l Classes (418) Seanch
E-WDESKTOP-HBO1ARO| - | ——— -
ROOT\appy Quick Filter. |—| Instances (266} Properios (45) Mathods (7) Quory Scipt  Logging
ROCTlaspnet Classes Instance Options
7 ROOTICIMV2 TR ] Show Mull Values 1
ROOT\CIMVZ\mdm Mame Lazy.. Desc~ Quick Filber, H ; Refresh Instances Refresh Object
ROOTICIMVZ\ms_407 WindZ_PortConnector  False  The v Show System Propeities
ROOTMCIMVI\ms_408 Wind2_PorResource Falsze Thel
ROOT\CIMVZ\ms_418 Win32_POTSModem  False Thel ratances s
ROOTICMVZ\power WindZ2 POTSModem.. False Thel 10065
ROG T‘,I.’IIM\"?W,RE:ulrn'f 2| Winl? PowerManage Falie Thel :!crmpal‘.l' g
ROOT\CIMVZ\Terminals Win32_Printer False' Capa | _Process Handle="10( C:\Program Files\Molepad++\n
ROOT\CH p b e, Win32_Process
ROOTDEFAULT Wl FIviIcoio retee: Thes Wi Trocesshande 1 20200912005846, 79567 1+ 180
ROOT\directory Wind2_PrinterContralier False  The ¢ Win33 10888 alidkom 101 Win32 ComputerSystem
ROOT\Hardware win3Z_PrnterDrver False  ACIV | Win32_Process Handle-"10¢ CSName DESKT OP-H501 /90
ROO Tiinterop Win32_PrinterDriverDll  False A ger WiniZ_Process Handles"10¢ Descnphen notepads+ axe
ROOT\Microsoft Wn32_PrinterSelting False Thel | Win32_Pracess Handle="10¢ CAProgram Files\Nolepad++\n«
ROOTymsdlc Wind2 PrnterShare False A ger WindZ_Process Handle="10 258
ROOTPEH Win3?_Printlob False CIM_. Win32_Process Handle="10¢ 56250000
ROOTiPdlicy Win3Z_PrivilugesStatus False The' | Win32_Process Handle="10+ 1380
ROOTIRSOP Wind2 Process False The WindZ Process Handle="10% 200
ROOT\SECURITY Wind) P Fal Tha Win1? Process Handlas"10¢ notepad++ exe
ROOT\SacuityCanter Mot TORESZOr e ; | e © Wini?_OperafingSystom
ROOT\SacurityCenter? W32 ProcessStatT.. False TheF Winds, § meese Fiandiest10¢ Microsoft Windows 10 Pro Insid
ROOT\SenviceModel Win32_ProcessStarup False TheV Win32_Process Handle="107 1278
ROOT\StandardCimy? Win32_ProcessStopT.. False TheF | Win32_Process Handla="11( 16334
ROOT\aubseription Wind2 ProcessTrace False Thiss WiniZ_ProcessHandle="11( 16869
ROOTWMI Win1?_Product Falze Instar Win32_Pracess Handle="112 16384
Wn3Z_ProductCheck  False Win32_Process Handle="11% aniProcessld 10180
Win32_ProductResou., False WiniZ Frocess Handle="11¢ PeakPagefileUsage 16620 v
Win3?_ProductSofwa False  Thot | Win2_Pracess Handle="11¢ Name
Wind2 ProgiDSpectfi. False Instar Win32_Process Handle="117 Type - Swing
Win32_ProgramGroup... False Thel Winlz ProcessHandles"11%
g ¥
Win32_ProgramGroup... False  TheV | ':"“’37 Pracess Handle 1;“
': S X sk T " | |t ____ M
< r
WL Query (Selected Object)
Query |SELECT " FROM Wm32_Process WHERE Handle="10068" Execute

WMI Explorer Main View

There are dozens of scenarios out there, and if you ever want to quickly find an instance or a
class in the WMI, WMI Explorer is the perfect tool.
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List features and components for installed MSls

This is not actually a tool, but rather a script that helps you compare if you performed the
right changes to an MSI with a MST.

Let's say that you have a big vendor MSI with lots of features and components and you apply
a transform to it (according to the specifications) that alters features and components (e.g.
you remove certain features).

It shouldn’t be an issue. But, how do you test if everything is installed successfully? How do
you know if you selected the right features and components that need to be installed?

There are cases where a setup.exe that contains a hidden MSI installs that MSI with a certain
INSTALLLEVEL that could remove certain features.

Microsoft offers a VBScript called WiLstPrd.vbs which is present in Windows SDK
Components for Windows Installer Developers.

With it, you can list products, properties, features, components and much more.

How can you use it to compare your original MSI with the one that has the changes you
added?

It's easy.

First, install the original MSI on a clean machine with the wanted changes.Copy the WiLstPrd.
vbs to a specific location, for example C:\WiLstPrd.vbs.In the same directory, create the
following batch file listfeatandcomp.cmd (C:\listfeatandcomp.cmd):

CSCﬂpt"C:\WiLStPrd.VbS" {11111111-2222-3333-4444-555555555555} f > “C:\
features.txt”

cscript “C:\WiLstPrd.vbs” {11111111-2222-3333-4444-555555555555} ¢ > “C:\
components.txt”

Replace {11111111-2222-3333-4444-555555555555} with your MSI product code before
executing the batch file.

“,_n

The “f” parameter outputs the features and the “c” parameter outputs the components. For
more details, check out the official documentation here.

After you double click the listfeatandcomp.cmd, two txt files will be created in C:\, features.
txt and components.txt, each containing the installed and uninstalled features.Now, on a
clean machine, install your MSI with self-designed MST and repeat the steps.
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After that, with the compare tool of your choice, compare the original features.txt/
components.txt and the modified features.txt/components.txt

You can find WiLstPrd.vbs here.

Wilogutl

Wilogutl.exe assists on the analysis of log files from a Windows Installer installation, and it
displays suggested solutions to errors that are found in a log file.

Non-critical errors are not displayed. Wilogutl.exe can be run in quiet mode or with a user
interface (Ul). The tool generates reports as text files in both the Ul and quiet modes. It works
best with verbose Windows Installer log files, but it also works with non-verbose logs.

This tool is only available in the Windows SDK Components for Windows Installer
Developers.
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Debugging

It's possible that the package we create has some issues: either it does not work properly,
does not install, does not properly self-heals or self-repairs, or even fails to uninstall. So,
here’s what we need to do when that happens.

Logs

First, we need to find the issue. The easiest way to determine where a package is cracking is
to log in and read the log ( preferably at the time of the error as it will be easier to identify the
cause then).

The msiexec.exe executable provides a parameter for creating logs, during any stage of the
application (installation, repair, uninstallation). This is / |, with related sub-parameters.

Windows Installer X

Windows @ Installer. V 5.0.19635.1 -
msiexec [Option <Required Parameter> [Optional Parameter]

Install Options
</package | fi= <Productmsi>
Installs or configures a product
Ja <Product msi=
Administrative install - Installs a product on the network
fiujm= <Product msi> [/t <Transform List>] [/g <Language |D=]
Advertises a product - mto all users, u to currentuser
<funinstall | /x> <Product msi | ProductCode>
Uninstalls the product
Display Options
fquiet
Quiet mode, no user interaction
[passive

[q[n[b|rf]

Unattended mode - progress bar only

Sets userinterface level

n-MNa Ul

b -Basic Ul

r- Reduced Ul

f- Full Ul {default) b

Windows Installer Help
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E log.txt - Notepad — ] x

Ele Edit Format View Help
MST () (DA:RA) [27:93:29:927]: Machine policy value 'Nebug’ is @ A
MSI (c) (D@:B4) [22:83:29:927]: ***¥%¥¥% RunEngine:

FEEEXEX Ppoduct: C:\Users\theje\Documents\Advanced Installer\Projects\My Unregistered
Appllication-5etupFiles\My Unregistered Appllication.msi

FEEEREE AL TNz

£X¥¥%%% CommandlLine: FF¥Exsssss
MSI (c) (DP:B4) [22:03:29:933]: Machine policy value 'DisableUserInstalls’ is @
MSI (c) (De:B4) [22:83:30:000]: Note: 1: 1482 2: HKEY CURRENT USER\Software\Microsoft\Windows
\CurrentVersion\Policies\Explorer 3: 2
MSI (c) (D@:B4) [22:83:30:002]: SOFTWARE RESTRICTION POLICY: Verifying package --»> 'C:\Users\theje
\Documents\Advanced Installer\Projects\My Unregistered Appllication-SctupFilesMy Unregistered
Appllication.msi' against software restriction policy
MSI (c) (D@:B4) [22:83:30:003]: Note: 1: 2262 2: [DigitalSignature 3: -2147287838
MSI (c) (De:B4) [22:83:30:003]: SOFTWARE RESTRICTION POLICY: C:\Users\theje\Documents\Advanced
Installer\Projects\My Unregistered Appllication-SetupFiles‘My Unregistered Appllication.msi is not
digitally signed
MST (c) (DA:BR4) [77:P3:3A:PAAA]: SOFTWARF RFSTRTCTTON PQI TCY: (:\lsers\theje\Documents\Advanced
Installer\Projects\My Unregistered Appllication-SetupFiles\My Unregistered Appllication.msi is
permitted to run at the 'unrestricted' authorization level. v

Ln1, Col 1 100%  Windows (CRLF) UTF-16 LE

Log File example

Windows Installer also automatically creates package logs in the current user’s temp
directory. But to do this, we need to set the value of two registries, namely:

Windows Registry Editor Version 5.00
[HKEY_LOCAL_MACHINE \ SOFTWARE \ Policies \ Microsoft \ Windows \ Installer]
“Debug” = dword: 00000007

“Logging” = “voicewarmupX”

Analyzing the log file

The installation of an MSI file takes a series of actions. These can be standard actions or
custom actions. Each action performed has an associated Return Value. The possible return
values are:

Value Meaning

0 Action not executed

1 Success

2 User canceled

3 Fatal Error

4 Suspended, waiting for reboot
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Looking at the table above, you can see that a return value of 3 is useful. In the Notepad, use
the Find command and search for value 3. You may find various instances of return value 3
in the log file, so you have to determine which one caused the installation to abort. To do that,
when the return value 3 is found in the file, start reading upwards from the error in the log file
and see what actually caused it.

If a fatal error occurs and the installation aborts, the MSI package initiates a rollback
procedure. If the installation is unsuccessful, the installer automatically performs a rollback
installation that returns the system to its original state.

By manually searching through the log file, you may encounter a bunch of continuous lines
with FileRemove or ComponentUnregister.

Rollback is important because the fatal error that caused the install to fail typically occurs
right before the rollback process begins. Also, you can simply search through the log for
Rollback.

So, for each standard action or custom action executed, its return value is displayed in the
log (e.g. Action ended 16:34:29: InstallFiles. Return value 1.).

In the example above, we see that the return value for the InstallFiles standard action was 1,
meaning that the action completed successfully. If this action failed and caused an error, we
would have a return value of 3 -- causing the rest of the installation to stop and the rollback
process to begin (which would turn the system back to the same state it was before the
installation began).

So, as a general rule, if an MSI installation fails, it's recommended to first open the log, search
for return value 3 and see where the log points.
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Checking the Installation Status of Features and Components

The verbose log includes an entry for each feature and component the installation package
may install. The log tells us what the state of a feature or component was prior to the
installation, the state that was requested by the installation, and how the installer left the
feature or component.

Features and components entries appear in the log as in the following example:
MSI (s) (C8:0C): Feature: myFeature; Installed: Absent; Request: Local; Action: Local

MSI (s) (C8:0C): Component: myComponent; Installed: Absent; Request: Local; Action:
Local

In the verbose log, you will see that:

* The installation state of the feature and component was absent before running the
package.

* The installation package requested a local installation of these features and components
* The feature and component were both installed locally.

The following table summarizes the possible component or feature states that can appear in
the log:

Log entry Value Description
Installed Local The component or feature is currently installed to run
locally.
Source The component or feature is currently installed to run

from source.

Advertise The feature is currently advertised. Only features can be
advertised, components cannot.

Absent The component or feature is not currently installed.
Request Null No request.
Absent Installation requests the component or featureto be
uninstalled.
Local Installation requests the component or feature to be

installed to run locally.

Source Installation requests that the component or feature to
be installed runs from source.
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Log entry

Action

Value

Advertised

Reinstall

Current

Null

Absent

Local

Source

Advertised

Reinstall

Current

FileAbsent

Description

Installation requests the feature to be installed as an
advertised feature.

Installation requests the feature be reinstalled.
Components do not use reinstall state

Installation requests the feature to be installed in the
default authored install state.

No action is done.

The installer actually uninstalls the component or
feature.

The installer installs the component or feature to run
locally

The installer installs the component or feature to run
from source.

The installer installs the feature as an advertised
feature.

The installer reinstalls the feature.

he installer installs the feature in the default
authored install state.

The installer uninstalls the component’s files and leaves

all other resources of the component installed.

In order to check for the features and components states, please search for the
InstallValidate standard action. After the standard action is marked as the current action

being executed, the features and components state are displayed on the following lines in

the log.

a Powered by Advancedinstaller.com

182


https://www.advancedinstaller.com/
https://www.advancedinstaller.com/?utm_source=AI_Distribution&utm_medium=ebook&utm_campaign=MSI-Packaging

Tips for log reading
The verbose log gives you useful information about the installation process. For example:
“Disallowing uninstallation of component: GUID’s component since another client exists”

This can happen if the same components are shared between multiple packages installed on
the same machine. Windows Installer keeps a refCount of the components and does not
allow removing them until all the applications that use them are removed.

Also, this may happen if you duplicate a project file (saved under a different name or by using
the “copy-paste” method). It is strongly recommended to not do this because the created
project will have the same GUIDs (Upgrade Code, Product Code, components ID) as the
source/original project. To avoid this, you must use the Save as template option.

If there are files missing from the installation folder during an upgrade operation, search
through the log for the following message:

“Disallowing installation of component: GUID's component since the same component with
higher versioned keyfile exists”

If you find it, this is the reason why your file is not copied on the target machine.
The upgrade process performs the following actions:

* Detect and completely remove older products. During this operation, the file will be
removed from the machine.

* Install the new product. The file from the upgraded version will not be installed since its
component was not marked for installation.

To overcome this behavior, you can enable the Always overwrite existing file option from the
File Operations Tab of the File Properties.

“MSI (s): File: C:\MyApp\MyExe.exe; Won't Overwrite; Existing file is of an equal version”

This indicates that the installation package will not overwrite the existing file since it is the
same version as the one being installed.

For a comprehensive understanding on how to read a Windows Installer verbose log file,
check out this article.

0 Powered by AdvancedInstaller.com 183


https://www.advancedinstaller.com/user-guide/save-as-template.html
https://www.advancedinstaller.com/user-guide/file-operations-tab.html
https://www.advancedinstaller.com/user-guide/file-properties-tab.html
https://www.advancedinstaller.com/user-guide/read-log.html

Event Viewer

A variant proposed by the operating system to detect where an application cracks, is the
event viewer (Control Panel \ Administrative Tools).

il Event Viewer a b4
File Action View Help
e« nim HM
m Event Viewer {Local) | Mumber of events: N e Actions
L 1 Custom Views =
B Serverfoles Level Date and Time Source EventID  Task Category W o
W Administrative Events Emor 01/09/20 - Tuse 1242:33 P Banjour Service 100 None & Open Saved Log-
+ [ Windows Logs Geror 01/09/20 - Tue 124233 PM Bonjour Service 100 None W Creste Custom View.
T 33 PM jour Service ]
5] Application og,..,, 0108720 - Tue 124233 Bonjour Service 100 None \ A Curstom View
m Security OEI'I'UI' 01/08/20 = Tue 124233 PM Bonjour Service 100 None
I] setup (@ Information 01/09/20 - Tue 124215 PM System-Restore 8300 Mone Clear Log-
5] system i 0 - Tue 1 B Mailrstaller ¥ Filter Current Log.-
) | Forwarded Events (D informatson 01/09/20 - Tue 124213 PM Mailristaller 11707 None | Properties
01 Applications and Services Logs |} () infarmation O1/05/20 - Tue 124211 FM Msilnstaller 1042 None @ &
1 Subscriptions W Error 01/09/20 - Tue 124210 PM WARP 1 None i
eror 01/09/20 - Tue 124210 PM WARP 1 None b save Al Events As.
. Warning 01/09/20 - Tue 124210 PM WARP 2 None Attach a Task To this Log-
K, Warning 01,09/20 - Tue 124210 PM WARP 2 None View »
G)lnfornuhon 01/09/20 - Tue 124204 PM System Restore 81 None
(Pafamaatian £ OGN Tiem 13496 OAA Craetans ortara BI0E  Mana Y| & Refresh
¢ »
H e »
Event 1033, Msilnstaller £
| Evant 1033, N -
General | Details | Event Properties
2] Attach Task To This Event_
Windows Installer installed the product. Product Name: Cloudflare WARP. Product Version: 1.2.1415, T ttach Task To This Even
Product Language: 1033, Manufacturer: Cloudflare, Inc.. Yy Copy ]
Installation success or error status: 0. b Save Selected Events.
Log Name: Application & Refresh
Source: Msilnstaller Leggegt 0109720 - Tue 124213 P hin 1242038 Help 4
Event ID: 1033 Task Category: None
Level: Informatian Keywerds: Classic
Usen DESKTOP-HSONT90Mhejle  Computen DESKTOP-HI01T90
OpCode: Infa
More [nformation:  Event Log Online Help

Event Viewer

The errors made by our package can be identified quite quickly, looking at the time they
appeared, or at the references to Msilnstaller.

For each error, the event viewer provides two entries.

The first window tells us which package the entry refers to, and the second one, what caused

the error. Although they may seem difficult to read, the package is easily identified with the

product code.
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Quality Assuring the MSI

Quality assuring a Windows Installer package requires careful handling and a hawk eye.
Every company is different and has different rules, but below are most of the important
things you should look for when you are testing the package.

Naming Standards

MSI name format

Your company standard, for example
ProductName-ProductVersion-
Architecture-ReleaseNR.msi

MST name format

Summary Information

Your company standard, for example
ProductName-ProductVersion-
Architecture-ReleaseNR.mst

Properties

ProductName Your company standard, for example
[ProductName] [Product Version]

Title Your company standard, for example
[ProductName] [Product Version] [Release
NR]

Subject Your company standard, usually empty

Author Your company standard

Comments Your company standard

Keywords Installer,MSI,Database

ALLUSERS

1

ARPNOMODIFY

0 - If 1 document why necessary

ARPNOREMOVE

0 - If 1 document why necessary

ARPNOREPAIR

0 - If 1 document why necessary

REBOOT

ReallySuppress

ROOTDRIVE

CA\
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ISCHECKFORPRODUCTUPDATES

Remove property

MSIDISABLERMRESTART 0
MSIRMSHUTDOWN 2
MSIRESTARTMANAGERCONTROL Disable

ARPSYSTEMCOMPONENT

File/Folder checks

If used, it needs to be documented.

Ensure that files installing to System32
or any common folder are Reference
Counted

Check the log file to determine if any of the
folders listed need to be shared.

No unnecessary File/Folder entries.

No unnecessary entries.

Registry checks

Inspecting Registry for any unnecessary
entries. Most should be included in the
Exclusion List

Other checks

Shortcut placement

Start Menu\Programs\<application name>
or directly in Start Menu

Check for unnecessary shortcuts. e.g.
Product Registration / Readme / Vendor
URL.

Also, make sureno quick launch or non
standard location shortcuts exist unless
specified in the approved discovery
document.

No unnecessary entries.

Your company standard. In any case
(capture, MST, silent), shortcut locations
remain just as the vendor places them
(default). Only in rare cases where the
customer asks for a different Start Menu
structure this is modified

No references to network drives i.e. “H:\".

Check with a table search in your MSI
editor.

Ensure there are no unused directory table
entries

Delete any unused directories in directory
table
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Media table * Ensure there are no unused entries

« LastSequence value should not be larger
than the greatest Sequence value from the
File table.

If ActiveSetup is used and a new release HKLM\SOFTWARE\Microsoft\

of a package is created (e.qg. to fix an Active Setup\Installed Components\
issue), then ensure the “Version” string [ProductCode]

value in the registry is incremented.

Version=X,X

Note: Do not use decimal points in
versions within ActiveSetup keys as they

are ignored.
If ActiveSetup is used, check to see if it In most cases, at uninstall, the Active
needs removal Setup keys should be deleted (from
HKCU).
Custom Action Check Check if all the custom actions are

correctly placed and function correctly.

Installation

Ensure that these Device Drivers are
managed correctly within the package.

Install any prerequisites as documented.

Install a previous version of the application
and check if the current package upgrades
the previous package
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Log on as Administrator and install the
application under the SYSTEM context
(psexec -s) ensuring that core applications
are ran during the process, if integration is
required

(Do not run the application as an admin
user).

After installation, DELETE THE SOURCE
MEDIA (MSI,MSTENTIRE FOLDER)

FROM WHERE THE PACKAGE HAS BEEN
INSTALLED TO CHECK IF THE PACKAGE
REQUIRES MEDIA DURING SELF-HEALING.

Use the installation command line.

Ensure pop ups / messages during
installation are consistent with the wanted
behavior.

Reboot / Log off and on if required by the
installation i.e. check for ActiveSetup.

Launch all shortcuts as the locked down
user.

Test functionality of the application as a
locked down user.

Ensure no popups / EULA / first use /
product registration dialogs.

Check auto updates disabled in the user
interface.

Ensure the functionality meets all
requirements.

Check that ODBC entries have been
created on the machine.

Check that services have been installed on
the machine.

Check services path(s) for vulnerabilities.

Confirm that environment variables have
been applied correctly.

Check installation logs to verify the
installation was successful.
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Check permissions are set correctly

Check Firewall rules

Check Control Panel applet(s) (if any).

Ensure there are no errors / unexpected
repairs after reboot.

Revert to a clean build. Repeat the
installation tests above after installing

and removing the previous version. (only if
previous version exists)

Simulate repair

Remove a keypath and then launch the
application.

Check if the removed item has been
restored.

Check if the package size has not
ballooned which would indicate a problem
with payload dropping during repair.
Check application functionality.

MSI repair Check user based components (e.g. User
Profile files) are created during the repair
and that no unnecessary repair happens
on subsequent launches.

ActiveSetup ActiveSetup should only be used if:

a) standard MSI repair cannot be used e.g.
Unadvertised shortcut.

Or
b) it is part of the MSI design
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Login as Administrator and Uninstall
packages running under the SYSTEM
context (psexec -s) using the command
line. making sure that all components
that should be uninstalled are uninstalled.
Ensure that core applications are
launched if an integration is required

by the application. (Use the installation
command line from the package build
document.)

Ensure pop ups / messages during
removal are consistent with the needed
behavior.

Ensure all running processes are closed
and removed (i.e. taskbar items).

Reboot (if applicable) after uninstall. Check system state is as expected.

Ensure that all shortcuts have been
removed

Ensure the application folder is removed.

Ensure services are removed.

Ensure ODBC entries/drivers are removed
(if applicable).

Check environment variables are removed.
The path variable should be checked to
ensure that the whole path variable has
not been removed.

Registry - application specific keys Depending on the nature of the package,
removal. check if the application specific registry
keys have all been removed.

Installation directory removal Check that the INSTALLDIR has been
removed.

If not possible, it should be documented.

Firewall rules removal check.

Control Panel applets removal check.

Check file associations are correctly
removed or reverted (if shared).
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Review the event log errors and warnings,
ensure none exist that imply a packaging
issue exists..

Check Uninstall logs to verify Uninstall was
successful.

0 Powered by Advancedinstaller.com 191




About the Author

With almost two decades of experience as an IT Pro engineer and manager in enterprises
under his sleeve, Alex Marin has managed a huge amount of end-users and has many stories

to share about the industry. (Follow him on Twitter to learn more)

When he is not tinkering with his own tools and scripts, Alex loves teaching the secrets of
Windows Installer either by writing a new article or through his videos, posted on the

Advanced Installer Youtube channel.

In this book, he’s sticking to the fundamentals of application packaging. Mainly, on the useful
foundations that software engineers currently developing or

managing Windows Applications can put into practice.

Alex Marin

IT Pro | Packaging Lead | Author

Follow Alex on
@ YouTube - H Advanced Installer Blog



https://twitter.com/AlexM_Tweet
https://www.youtube.com/c/advancedinstaller
https://www.youtube.com/watch?v=woE3JkX0aU8&list=PLhybAX-2L54xgRp1Vn9UgedRsvJCzQveM
https://www.advancedinstaller.com/authors/alex-marin.html

	_GoBack

